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OIIPEJAEJIEHUSA

B HACTOAIICM NOKYMCHTC HMCIIOJIb3YIOTCA CICAYIOINC TCPMUHBI U UX OIMPCACIICHUSA.

ABTOMATHU3HPOBAHHAsI CHCTEMA — CHCTEMa, COCTOAIIAs W3 MEepCcoHalla U KOMILIEKCA CPE/ICTB
ABTOMATHU3AIMH €T0 JIEATEIHbHOCTH, peaTn3yoias HHPOPMAIMOHHYIO TEXHOJIOTHIO BBITTOIHEHUS
YCTaHOBJICHHBIX (PYHKIIUH.

AYTeHTI/I(l)I/IKaIII/Iﬂ oTnpaBuTe/isis MAAaHHBIX — TIOATBCPXKIACHHUE TOro, 4YTO OTIIPABUTCIIb
MOJIYUYCHHBIX JAHHBIX COOTBCTCTBYCT 3asBJICHHOMY.

Be3onacHoCTh NMepPCOHAIBHBIX JAHHBIX — COCTOSHUE 3aIUIIEHHOCTH NI€PCOHAIbHBIX JaHHBIX,
XapaKkTepu3yeMoe CIOCOOHOCTBIO MOJB30BATENEH, TEXHUUECKUX CPEACTB M MH(OPMAIIHOHHBIX
TEXHOJIOTUH 00ecneunTh KOH(UIACHUUAIBHOCTD, LEJIOCTHOCTh U JIOCTYIHOCTb ME€PCOHAIBHBIX
JAHHBIX IPU UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMaX NEPCOHAIbHbBIX JAHHBIX.

BuoMerpuueckue nmnepcoHabHbIE [aHHbIe — CBEJCHUS, KOTOPBHIE XapaKTePU3YIOT
(U3HONIOTHYeCKHEe OCOOCHHOCTH YeJIOBEKAa W HAa OCHOBE KOTOPBIX MOXKHO YCTAaHOBUTH €r0
JUYHOCTh, BKItouas ¢ororpaduu, OTHEUaTKU MalbleB, 00pa3 CETYATKH TIJia3a, OCOOCHHOCTH
CTpOCHHMS TeJla U JPYTYIO MO0I00HYI0 HH(POPMAIIHIO.

BioknpoBaHue nepcoHaJbHBIX JaHHBIX — BPEMEHHOE MTpeKpaleHne coopa, CuCTeMaTU3aliH,
HaKOIUICHHS, WCIOJIb30BAHUS, PACIPOCTPAHEHUs, TEPCOHAIBHBIX JaHHBIX, B TOM 4YHCJIE HX
nepeIavm.

Bupyc (koMnbHOTepHBIH, NPOrPpAMMHBIN) — UCIOJHIEMBIM MPOrpaMMHBIN KOJI WIH
UHTEPIPETUPYEMbIi HAOOp HHCTPYKIHMM, 0ONagaroluii CBOWCTBAMHU HECAHKIMOHUPOBAHHOTO
pacmpocTpaHeHusl U camoBocTpou3BeieHus. Co3aaHHbIe TyOJIUKAaThl KOMIBIOTEPHOTO BUpYca HE
BCEr/la COBINAJAlOT C OpPUTMHAIOM, HO COXPAaHSAIT CIOCOOHOCTh K JaJbHEHIIEMY
pacnpoCTpaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHas mporpamMmma — @porpaMma, IpeAHa3HAYeHHas Uil OCYIIECTBIICHHUS
HECAHKIIMOHMPOBAHHOTO JIOCTYIA U (MJIM) BO3JCHCTBUS HA EPCOHAIbHBIE JaHHBIE WM PECYPCHI
MH(OPMALIMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

BcnomMorarteabHbIe TEXHUYECKHE CpeacrBa U CHCTEMBbI — TEXHUYECKHUE CPEACTBA U CUCTEMBI,
HC TMPCAHA3HAYCHHBIC [UIA HCpeaavu, O6pa6OTKI/I U XpPaHCHUA TCPCOHAIBHBIX JAaHHBIX,
YCTaHaBJIMBAEMbBIC COBMCCTHO C TCXHUYCCKUMHU CPCACTBAMU U CUCTEMAMU, NIPCAHASHAUYCHHBIMU
JJIA 06pa60TKI/I NEPCOHAJIBHBIX JAHHBIX HWJIKWM B TMOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI
HH(bOpMaHHOHHLIC CHUCTCMBI IICPCOHAJTIBHBIX NAHHBIX.

JlocTyn B onepanioHHYI0 cpey KOMIbIOTepa (MHGPOPMALIMOHHON CHCTEMBbI IEPCOHAJIBHBIX
AAHHBIX) — IOJIyY€HHE BO3MOKHOCTH 3allyCKa Ha BBINOJHEHHE IUTAaTHBIX KOMaH[, (QyHKIUH,
MPOLEYp OINEPAlMOHHON cHUcTeMbl (YHUUYTOXKEHUS, KONMMPOBAHMS, MEpeMelIeHus Hu T.I.),
UCTIOJHSEMBIX (ailyIoB MPUKIIAAHBIX TPOTPAMM.

IlOCTyl'[ K I/IH(l)OpMa].[I/II/I — BO3MOXHOCTD ITOJIYUCHUA I/IH(I)OpMaI_II/II/I " €€ UCII0JIb30BaHM.

3akJ/1al0uHOe YCTPOMCTBO — 3JIEMEHT CPEJICTBAa CheMa MH(POpPMAIMHM, CKPHITHO BHEAPSEMBIi
(3aKaAbIBae€Mblil MJIM BHOCHUMBINM) B MECTa BO3MOXKHOIO cheMa MHpopmanuu (B TOM 4YHCIE B
orpax/ieHue, KOHCTPYKIINIO, 000pyI0BaHUE, MPEAMEThl HHTEphepa, TPAHCIIOPTHBIE CPEACTBA, a
TaKXXe B TEXHUYECKUE CPEJICTBA U CUCTEMbI 00pabOTKHU HHPOPMALIUN).

3amummaemass uHpopManus — HHPoOpMAIUs, SBIAIOMIASACA TMPEAMETOM COOCTBEHHOCTH H
noJyIeXkamasl 3alluTeé B COOTBETCTBMM C TpeOOBaHMAMHU IPABOBBIX JOKYMEHTOB WIIH
TpeOOBaHUSAIMH, YCTAaHABIMBAEMbIMU COOCTBEHHUKOM MH(pOpPMAIIH.

HNaenTndukanus — npucBoeHue CyObeKTaM M O0bEeKTaM J0CTyna HIeHTH(UKaTopa U (WIn)
CpaBHEHHE MPEIbIBIAEMOr0 HACHTHU(PHUKATOPA C IEPEUYHEM IPUCBOCHHBIX HJIEHTH()PUKATOPOB.
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HNHdopMaTUBHBIA CHTHAT — 3JCKTPUYCCKUE CUTHANIBI, aKyCTHUYCCKUE, DIICKTPOMATHHUTHBIC W JIPYTHE
¢dusudeckue mois, 1Mo napamerpaM KOTOPBIX MOXKET OBITh PacKpbITa KOH(GUIACHIHATbHAS WHPOpPMAIUSI
(nmepcoHasbHbBIC NaHHBIC) 00padaThiBacMas B UH)OPMAITHOHHOM CUCTEME MIEPCOHALHBIX JIAHHBIX.

Nudopmanuonnasi cucremMa mnepcoHaabHbIX aaHHbix (UCIIAH) — wuHdbopmarmoHHas
CUCTEeMa, MpEeJCTaBistonas coO0H COBOKYIHOCTh IMEPCOHAJIBHBIX JIaHHBIX, COJCpPIKAIIUXCS B
0a3e MaHHBIX, a TAKXKE MHPOPMAIIMOHHBIX TEXHOJOTUH M TEXHUYECKHUX CPEACTB, MO3BOJISIOIINX
OCYIIECTBIISITh 00pabOTKY TakWX TMEPCOHANBHBIX JAHHBIX C HCIOJIB30BAHUEM CPEJICTB
aBTOMAaTH3AlMK UM 0e3 NCIOJIb30BaHUS TAKUX CPE/ICTB.

HNudopmanuoHHbIe TEXHOJOIMU — TPOLIECCH, METOIBI MTOUCKA, cOOpa, XpaHEeHus, 00paboOTKH,
IIPEJOCTABIICHUS, PACIPOCTPAHEHUSI MHPOPMALIUU U CIIOCOOBI OCYIIECTBICHUS TaKUX MPOLIECCOB
U METOJIOB.

Hcnonb3oBaHue mNepCcOHANBHBIX [JAaHHBIX — JeicTBus (omepanuu) C MepCOHATBLHBIMU
JAHHBIMH, COBEpLIAEMBIE ONEPATOPOM B LENAX NPHUHATUS PELICHUA WM COBEPLICHUS HHBIX
NEHCTBUM, MOPOKAAIOIUX IOPUIUUECKHE TTOCIEICTBUS B OTHOLIEHUU CYyObEeKTa MEPCOHAIBHBIX
JTAHHBIX WM JAPYTHX JIMI JTUOO MHBIM 00pa3oM 3aTpardBaroIIvdX IpaBa U CBOOOIBI CyOBEKTa
MEPCOHAJIBHBIX JTAHHBIX WIH IPYrUX JIUL.

Hcrounnk yrpossl 6e30nacHOCTH MH(OPMAIMU — CYOBEKT JOCTYNA, MaTepUaIbHbI OOBEKT WU
¢busnyeckoe sBIEHNE, SBIIONMECS IPUYMHON BOSHUKHOBEHUS YTPO3bl 0€30MaCHOCTU UH(GOPMALUH.

KonTposmpyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHUS, 3/1aHUE, YACTh 3/1aHUS, [TOMEIIEHUE), B
KOTOPOM  HCKJIFOUEHO HEKOHTPOJUpyeMoe IpeOblBaHUE IOCTOPOHHUX JIML, a TaKkxKe
TPAHCIIOPTHBIX, TCXHUYCCKUX U MHBIX MAaTCPUAJIBHBLIX CPCACTB.

KonpuaeHIuaJbHOCTh TMEPCOHAJIBHBIX JaHHBIX — o00s3aTenbHOE I COOJIIOICHHS
OIepaTOpPOM WJIM WHBIM MOJYYUBIIUM JIOCTYH K MEPCOHATIBHBIM JaHHBIM JIMIIOM TpeOoBaHHE HE
JIOITYCKaTh UX PaclpocTpaHeHue 0e3 coriacusi CyObeKTa MEPCOHATBHBIX JAHHBIX WA HATHYUS
HHOTO 3aKOHHOT'O OCHOBAHHS.

MeskceTeBoil IKpaH — JOKaJIbHOE (OJJHOKOMIOHEHTHOE) MM (PYHKIIMOHABHO-PACIpeIeICHHOE
porpaMMHoOe (IIPOrpaMMHO-AIApaTHOE) CPEACTBO (KOMIUIEKC), peau3yoliee KOHTPOJIb 3a
nH(popmalyel, nocrynawonei B THPOPMAIIMOHHYIO CHUCTEMY MEPCOHAJIbHBIX JaHHBIX U (WIIN)
BBIXOsIIEN U3 NH(POPMALIMOHHON CUCTEMBI.

Hapymmreab 0e30MacHOCTH NMePCOHANBHBIX JAHHBIX — (U3NYECKOE JIMIO, CIy4allHO WIIU
IIPEIHAMEPEHHO COBEPIUAIOLIEE JEHCTBUS, CIEICTBUEM KOTOPBIX SBISIETCSA HapyIlIECHHE
0€30MacCHOCTH TEPCOHATBHBIX JaHHBIX INPU HUX O00pabOTKE TEXHUYECKHUMH CpEICTBAaMH B
MH(OPMALIMOHHBIX CUCTEMaX MEPCOHAIbHBIX TAHHBIX.

HeaBTomaTu3npoBanHas o0padoTka NepCcOHAJBHBIX JAAHHBIX — 00pabOTKa MEpPCOHANbHBIX
JTaHHBIX, COJEp)KalIMXcsi B HWHPOPMAIMOHHOM CcHCTEME TMEpPCOHAJIbHBIX JaHHBIX JUOO
U3BJICYCHHBIX W3 TAKOW CHUCTEMbI, CUMTAETCS OCYLIECTBJIECHHON 0O€3 HCIIOJIb30BaHUS CPENICTB
aBTOMAaTH3alMK (HEaBTOMATHU3UPOBAHHOM), €CIIM TaKue JNEHCTBUS C MEPCOHATBHBIMU JTAHHBIMU,
KaK MCIIOJIb30BaHHUE, YTOUHEHHUE, PaclpOCTpaHEHHE, YHUUYTOXKEHHE MEPCOHANbHBIX JaHHBIX B
OTHOIIEHWH KaXJ0ro M3 CYObEKTOB TEpCOHANBHBIX JAHHBIX, OCYLIECTBISIOTCS MPHU
HENOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HeneKnapHpOBaﬂﬂme BO3MOKHOCTH - (I)YHKI_II/IOHaHBHLIC BO3MOXXHOCTH CpcaACTB
BBIYHCIINTEIILHOMN TEXHUKH, HEC OIHMCAHHBIC MWW HE COOTBCTCTBYIOIIMWEC OIIMCAHHBIM B
AOKYMCHTAIMKU, IPU HCIIOJIB30BAHHMU KOTOPBIX BO3MOXXHO HApPYHICHUC KOH(i)I/I,ZIeHI_[I/IaJ'H)HOCTI/I,
AOCTYIMHOCTH WJIN HNCITIOCTHOCTHU O6pa6aTBIBaCMOﬁ I/IH(I)OpMaL[I/II/I.

HecaHKnMOHMPOBAHHBIA J0CTYN (HECAHKIMOHHMPOBAHHbIC JeHCTBHUA) — JOCTYD K
uHpOpMaIUY WK IeHCTBUA ¢ MH(OpMaIueil, Hapyliaromue npaBuia pa3rpaHuueHus 10CTyTa C
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HCIIOJIb30BAHUCM MITATHBIX CPCACTB, HNPCAOCTABIISICMBIX I/IH(I)OpMaI_[I/IOHHBIMI/I CHUCTEMaMU
NEPCOHANIBHBIX JAHHBIX.

Hocureas undgopmanmuu — GU3HUECKOE JIUIO WIN MaTepPHAIbHBIN 00BEKT, B TOM 4YHCiIe (PU3NIECKOe
noJjie, B KOTOPOM HMH(OpMalMs HAXOIUT CBOE OTPaXKEHHWE B BHUJE CHUMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHUYECKUX PEIICHUN U MPOLECCOB, KOMMYECTBEHHBIX XapAKTEPUCTUK (PU3NUECKUX BEITUUYHH.

Oo0e3nuuBaHue NMEePCOHAJBHBIX HAHHBIX — HeﬁCTBHﬂ, B PE3YJIBTAaTC KOTOPBIX HECBO3MOXHO
OMPCACIIUTL MMPUHAMJICIKHOCTD NCPCOHAILHBIX JaHHBIX KOHKPETHOMY Cy6'beKTy NEPCOHAJIbHBIX
JaHHBIX.

O0padoTka mepcoOHANBbHBIX JAHHBIX — JICUCTBUS (ONEpali) C MEPCOHATBHBIMHU JaHHBIMH,
BKIIIOYass cOOp, CHUCTEeMaTH3allMio, HAKOIUIGHHWEe, XpaHEHHe, YyTouHeHue (OOHOBIIEHHE,
W3MEHEHHUE), HCIIOJNb30BaHHUE, pPAclpOCTpaHeHHe (B TOM 4YHUCIE Iepenady), O0e3IMYHMBaHUE,
OJIOKMPOBAaHUE, YHUUTOKEHHE IIePCOHATbHBIX TAHHBIX.

OO0menocTynHble  MEPCOHAJIbHbIE JIaHHble —  [EPCOHAJbHBIC  JIaHHBIC,  JOCTYII
HEOTPAHMYEHHOTO KpyTra JIUIl K KOTOPBIM IPEIOCTaBICH C COIIACHS CyOBEKTa MEePCOHATBHBIX
JAHHBIX WJIM Ha KOTOPBIC B COOTBETCTBHH C (efiepalbHBIMU 3aKOHAMH HE PACHpOCTPaHSIETCs
TpeboBaHUe COOIIOICHUS KOH(PUICHIINAIBHOCTH.

Omneparop (MepcoOHANbHBIX AAHHBIX) — TOCYJAPCTBEHHBIM OPraH, MyHUIUIAIbHBIM Opra,
IOpUNYECKOe WM (DPM3MUYECKOE JIMIO, OpraHu3yroIliee W (WIM) OCYHICCTBISIONIEe 00padOTKy
MEePCOHANBHBIX JAaHHBIX, a TaKXKe ONpeNeNdllIue I[elu U CoJepX)aHhue oO0pabdoTKH
MEePCOHANBHBIX TaHHBIX.

Texuuueckne cpeacTBa HHGPOPMANMOHHON CHCTEMbI IEPCOHAIBHBIX JaHHBIX — CpEICTBa
BBIYUCIIUTEIBHON TeXHUKH, HH(OPMALMOHHO-BBIYHUCIUTEIbHBIC KOMIUIEKCHI U CETH, CPEACTBA M CHCTEMBI
nepegaun, npuemMa u oOpabotku [I/lH (cpemcTBa M CHUCTEMBI 3BYKO3AaIHCH, 3BYKOYCHIICHHS,
3BYKOBOCIIPOU3BCACHHA, IMCPETOBOPHBIC W TCJICBU3MOHHBIC YCTpOI\/'ICTBa, Cpe€acTtBa U3IrOTOBJICHHA,
THPaXXUPOBAHUS JOKYMEHTOB H APYTHe TeXHUYECKHE CpeICTBA 00pabOTKH peueBoi, rpadMuecKoi, BHIEO
U OyKBEHHO-IIM(POBOH HHPOpPMALMK), MPOrpaMMHBIE CpeACTBa (ONEPALMOHHBIE CHUCTEMBI,
CHCTEMBI yIpaBieHUs 0a3aMu JaHHBIX U T.II.), CPEJICTBA 3aILUTHl HHPOPMAIH, TIPUMEHSIEMbIE B
MH(POPMAIMOHHBIX CHCTEMAX.

IlepexBaT (MHpoOpMauMu) — HEMpaBOMEpPHOE TMONyYeHHE WH(OpPMAIUUA C HUCIOJIH30BAHUEM
TEXHMYECKOTO  CpPEACTBA, OCYHISCTBIAIOIIET0 OOHapy)KeHHe, TMpueM U  o0paboTKy
MH(OPMATHUBHBIX CUTHAJIOB.

IlepconasibHble AaHHble — I00as HH(OpPMALMS, OTHOCSIIAACA K OMNPENEICHHOMY WU
OmpeeNsieMOMY Ha OCHOBAaHWU Takod wuHpopMmanuu ¢Quznueckomy muiy (CyOBEKTY
MEPCOHANIBHBIX JIAHHBIX), B TOM YHUCJE ero (pamuius, uMsi, OTYECTBO, TOJ, MECSII, JaTa U MECTO
pPOXKIIEHUsI, aapec, CEeMEWHOe, COIMaJbHOEe, HWMYIIECTBEHHOE TIOJIOKEHHE, 00pa3oBaHuHe,
npodeccusi, A0XO0/bl, ApyTast HHPOPMAIIHS.

IMo6ouHble 1eKTPOMATHUTHBIE W3JYYEHUS] M HABOJAKH — DJICKTPOMATHUTHBIC HW3IIYYCHHS
TEXHUYECKUX CPEJICTB OOpaOOTKM 3amuiaeMoil WHGOpMAaIuu, BO3HUKAIOIINE KaK MOOOYHOE
SIBJICHUE M BbI3BAHHBIC AJIEKTPUUYECKUMU CHUTHAJIAMU, JCUCTBYIOIIMMHU B UX AJIEKTPUUECKUX U
MarHUTHBIX LEMAX, a TaKKe AIEKTPOMArHUTHbIE HABOJKHU 3THX CUTHAJIOB HA TOKOIMPOBOJAIINE
JIUHUW, KOHCTPYKITUH U TIETTH TTUTaHUSI.

IMouTHKA «YHCTOrO CTOJIA» — KOMIUIEKC OPTraHU3al[MOHHBIX MEPOIPUATUN, KOHTPOIUPYIOLIUX
OTCYTCTBHE 3alMCHIBAaHUS Ha OyMaskKHbIE HOCUTENM KIIoUYeil u aTpuOyToB JocTyma (maposeii) u
XpaHEeHHs UX BOJIM3H 00BEKTOB JOCTYIIA.

IMoab30BaTe b MHPOPMANMOHHOM CUCTEMbI IEPCOHATBHBIX JAHHBIX — JIMI0, YYaCTBYIOLIEE
B (YHKIIMOHUPOBAHUN WHPOPMAITMOHHON CHCTEMBI IEPCOHATBHBIX TaHHBIX WA UCTIONB3YIOIIee
pe3yabTaThl € (YHKITHOHHUPOBAHUS.
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IIpaBuiia pasrpaHM4eHusi J0CTyNa — COBOKYIHOCTb IPaBWII, PETJIAMEHTHPYIOUIMX IpaBa
J0CTyMa CyOBEKTOB JJOCTYIA K 00bEKTaM JOCTYyIA.

IIporpamMHas 3akiaagka — KOJA IIPOrpaMMbl, NPEJHAMEPEHHO BHECEHHBIM B IMPOrpaMMy C
LENBI0 OCYIIECTBUTh YTE€UKY, H3MEHHTb, OJOKMPOBATh, YHHUYTOXHUTH HWH(POPMALHUIO WIH
YHUUYTOXKUTh M MOIU(DUIHMPOBATH IpOrpaMMHOE oOecredyeHre HHPOPMAIMOHHON CHUCTEMBI
MePCOHANBHBIX JAHHBIX U (WJIH) OJIOKHPOBATH anmnapaTHble CPeICTBA.

IIporpammHoe (MPOrpaMMHO-MaTeMaTHYeCKOe) BO3/elicTBHE — HECAaHKIIMOHUPOBAHHOE
BO3JICHICTBUE Ha Pecypchl aBTOMAaTU3UPOBAHHON MH(GOPMAIIMOHHON CHUCTEMBI, OCYILECTBIsIEMOE
C UCIOJIb30BAaHUEM BPEAOHOCHBIX MPOTPaMM.

PackpbiTHEe T1EPCOHAJBHBIX [JAaHHBIX — YMBIIJICHHOE WM ClydailHOe HapylleHHe
KOH(UIEHIMATBHOCTH NEPCOHAIBHBIX JTaHHBIX.

PacnpocTpaHeHHe NEepCOHAJBHBIX [JaHHBIX — JICHCTBMs, HAIPaBICHHBIE Ha Iepenady
IIEPCOHANIBHBIX JaHHBIX ONPEACICHHOMY KPYTy JIUIL (Tlepeaaya epcoHaIbHBIX JIaHHBIX) WM Ha
O3HAKOMJICHHE C MEPCOHAJIBHBIMM JAHHBIMH HEOIPAHMYEHHOrO Kpyra Jul, B TOM YHCIE
00HapOI0OBaHKE TEPCOHANBHBIX JAHHBIX B CPEACTBAX MAcCOBOW MH(OPMALMH, pa3MelIeHHE B
MH(POPMAIIMOHHO-TEJICKOMMYHUKAITMOHHBIX ~ CeTAX WM  TIPEJOCTaBIEHHE  JIOCTyNna K
[IEPCOHAIBHBIM JIaHHBIM KaKUM-THM00 UHBIM CIIOCOOOM.

Pecypc uH(pOpMALIHOHHON CHCTEMbI — HMEHOBAHHBIN AJIEMEHT CUCTEMHOI0, MIPUKJIATHOTO WIN
anmapaTHOro odecredeHus PYHKIIMOHUPOBAHUS NHPOPMAITMOHHON CHCTEMBI.

CnenuajbHble KATErOPUHM MEPCOHAIBHBIX JAHHBIX — TEPCOHAJBHBIC JAaHHBIC, KACAIOIIUECs
pacoBOM, HAIMOHAIBHON MPUHAJIEKHOCTH, TOJUTUUYECKAX B3I[JISAJIOB, PEIUTHO3HBIX WU
¢bunocopckux yoexIeHUN, COCTOSIHUS 3J0POBbSl 1 MHTUMHOM >KM3HU CYyObEeKTa MepCOHATBHBIX
JTAaHHBIX.

CpeIlCTBa BBIYUCJIUTEIbHOH TEXHUKH — COBOKYITHOCTb MPOTrpaMMHBIX W TCXHHUYCCKUX
9JICMCHTOB CHUCTEM O6pa6OTKI/I JaHHBbIX, CITOCOOHBIX (pYHKL[I/IOHI/IpOBaTL CaMOCTOATCIIbHO HUJIK B
COCTaBC APYTHUX CUCTCM.

Cy0bekT pocryna (cy0beKT) — JMIIO WIHM MPOLECC, ACUCTBUS KOTOPOTO PErNIaMEHTUPYIOTCS
IIpaBWJIaMHU Pa3TpaHUYEHUs JOCTYTIA.

Texuuyeckuii KaHajg yTedku HHGOPMANMM — COBOKYMHOCTh HOCHTENs HH(pOpMAINH
(cpenctBa 00paboOTKH), (U3UYECKON Cpeapl pacnpocTpaHeHUss WH()OPMATUBHOTO CUTHAJIA U
CPEICTB, KOTOPBIMU 100BIBAaETCS 3amiuiiaeMasi HHGopMaIus.

TpancrpaHuyHasi mepeaadya IMepCOHAJbHBIX JaHHBIX — IepeJaya MEepPCOHAJIbHBIX JaHHBIX
oneparopoM uyepe3 l'ocymapcrBeHHyro rpanuny Poccuiickor @enepauuu oOprasHy BJIACTH
WHOCTPAHHOTO TOCYIapcTBa, (U3MUECKOMY WM HOPUIUYECKOMY JHUIy HWHOCTPAHHOTO
rocyJ1apcTaa.

Yrpo3sl 6e30MaCHOCTH MePCOHANBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH M (DakTOpPOB, CO3MAFOIINX
OMACHOCTh HECAaHKLIMOHHPOBAHHOIO, B TOM YHCJE CIy4yallHOro, JOCTyNa K IE€PCOHAIBHBIM JIaHHBIM,
pe3yabTaTOM KOTOPOTO MOXET CTaThb YHHUYTOXKEHHE, H3MEHEHHe, OJIOKMpOBaHHE, KOIUPOBAaHUE,
pacnpocTpaHeHHe NEePCOHATBHBIX JAHHBIX, & TAKXKE HHBIX HECAHKIMOHWPOBAHHBIX ICHCTBUH NPH UX
00paboTKe B MHPOPMALMOHHOHN CUCTEME TIEPCOHATILHBIX IaHHBIX.

YHuuYTOXKEHHE NEePCOHATBHBIX JTAaHHBIX — HeﬁCTBHH, B PE3YJIbTATC KOTOPLIX HCEBO3MOXKHO
BOCCTAaHOBHUTD COJACPpIKaHUC NEPCOHAIBHBIX JaHHBIX B HH(I)OpMaHHOHHOﬁ CHUCTEMC
MNEPCOHANIBHBIX AAHHBIX WM B PE3YJIbTATE KOTOPBIX YHHUYTOXKAKOTCA MAaTCPUAIbHBIC HOCHUTCIIA
MNEPCOHANIBHBIX JaHHBIX.

YTeuka (3ammumaemMoiil) MHGOPMaNMH MO TEeXHHYECKMM KaHAJIaM — HEKOHTPOJIUPYEMOE
pacnpocTpaHeHue MHPOpPMAIMK OT HOCHUTENS 3aluilaeMoil mHpopManuu depe3 (HU3NUEcKyIo
Cpeay 10 TEXHUYECKOTO CPE/ICTBA, OCYIIECTBISIIOIIET0 epexBaT HH(popMaIum.
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YA3BUMOCTB — €1a00CTh B CPEICTBAX 3aAIIUTHI, KOTOPYIO MOKHO MCIOJIB30BATh Il HAPYIICHHS
CHCTEMBI WIN COoZiepKalieiics B Heil nH(popMaluu.

LlesocTHOCTL HMH(pOPMALUM — CIHOCOOHOCTH CpEACTBA BBIUYUCIUTENBHOW TEXHUKU WIH
aBTOMaTU3MPOBAHHOM cCHCTeMbl o0ecrneynBaTh HEU3MEHHOCTh MH(OpMalUM B YCIOBHUIX
CIIy4aifHOTO W/MJIH MPeTHAMEPEHHOTO UCKAXEHUS (pa3pyIICHuUs).

OBO3HAYEHUSA U COKPAIIIEHUA

ABC — anTHBUpPYCHBIE CPECTBA

APM — aBTOMaTH3MpOBaHHOE paboyee MECTO

BTCC — BcriomoraTesibHbIE TEXHUYECKHE CPEICTBA U CUCTEMBbI
HCTIdH — nadopManmonHas cucTeMa MepCOHAbHBIX TaHHBIX
K3 — xonTponupyemas 301a

JIBC — nokanbHasi BBIYMCIUTENIbHAS CETh

MDD — MexceTeBol 3KpaH

HC]] — HecaHKIIMOHMPOBaHHBIN AOCTYII

OC — onepannoHHas cucTema

[1/IH — mepcoHanbHbIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3JCHCTBUE

I10 — mporpamMmmMHOe obecrieueHue

[I9MUH — no6o4HbI€ 3JIEKTPOMATHUTHBIE U3TYyUEHHS] U HABOAKU
CA3 — cuctema aHanu3a 3alMILEHHOCTH

C3U — cpencTsa 3amMThl THPOPMATUU

C3I11 — cucrema (moacucTeMa) 3aIIUThI IEPCOHATIBHBIX JaHHBIX
COB — cucrema 00HapyKeHHs BTOPKEHU I

TKVYU — Texunueckne KaHaibl yTedku HHGOpMauu

VYBIT/I1 — yrpo3sl 6€30MacHOCTH MEePCOHANTBHBIX JaHHBIX
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BBEJAEHHUE

Hacrosmas Konnenus nadopmanunonsoi 6ezomacuocta UCITa MBIOY Ne 111 «/lerckuii
caJi KOMOMHUPOBAHHOTO BHJA» SIBISIETCS O(DUIMATHHBIM TOKYMEHTOM, B KOTOPOM OTpejelieHa
cucTeMa B3TJIAI0B Ha obecrieuenrne npopmannonnoi 6ezonacHoct MBJIOY Ne 111 «Jlerckuii
can KoMOMHHMpoBaHHOro BuAay. HeobxoaumocTh paspabotku Konuenuuu oOycioBieHa
CTPEMUTENIBHBIM pacIiIupeHueM chepbl MPUMEHEHUST HOBEUIITNX MH(POPMAITMOHHBIX TEXHOJIOTHUH
u nporeccoB B MBJIOY Ne 111 «Jlerckuii cag KOMOMHHpPOBAHHOTO BHUAA», MpH 00paboTke
uHpopManud BOOOIE, M MEPCOHAIBHBIX JaHHBIX B 4acTHOCTH. Hacrosimas Konuenuus
OIpe/ieNisieT OCHOBHBIE IENM M 3aJaud, a TakKe OOILIYI0 CTPAaTErui0 IMOCTPOCHHS] CHUCTEMBbI
3amuThl iepcoHaNbHBIX MaHHBIX (C3I1JH) MBJIOY Ne 111 «Jletckuii cai KOMOMHHPOBAHHOTO
Buja». Konnenmus omnpenensieT OCHOBHbIE TpeOoBaHMs U 0a30Bble MOAXOMAbI K UX pealn3alii,
JUIS TOCTIKEHUsl TpeOyeMoro ypoBHs 6e3omacHoctr uH@opmanmu. Konuenmus paspadoraHa B
COOTBETCTBHUHM C CHCTEMHBIM IOAXOJOM K OOecredeHH0 WH(POPMAIMOHHON O€3011acHOCTH.
CuctemMHblif TOJXOJ MPEIIOJIaraeT IMPOBEACHUE KOMIUIEKCA MEPOINPHUATHMA, BKIIOUYAIOIINX
UCcleoBaHue yrpo3 HHGOPMAIMOHHON 0€30MacHOCTH U pa3paboTKy cucteMsbl 3amuThl [1/1H, ¢
MO3UIUU KOMILJICKCHOTO MPUMEHEHHsS] TEXHMYECKUX W OPraHU3allMOHHBIX MEp M CpPEICTB
3aIUTHI.

[Tox wHbopmanmoHHoW Oe3omacHOCThIO [IJIH TOHMMAaETCs 3alMIIEHHOCTh TEPCOHATBHBIX
JAHHBIX U 00pabaThIBaOLIe UX MHPPACTPYKType OT JIOOBIX CIy4alHbIX WM 3JI0HAMEPEHHBIX
BO3/ICHUCTBUIL, pe3yIbTaTOM KOTOPBIX MOXET SIBUThHCSI HAHECeHUe yiiepOa camoil uudopmaiuu,
ee BuagenbiaMm (cyobekrtam IIJln) wnm  wHppacTpyktype. 3amaunm  uHDOpMAMOHHOU
0€30MaCHOCTH CBOJATCS K MHHUMH3AIMHM ymepda OT BO3MOXKHOH peamu3aiud  yrpo3s
6e3onacuoctu [1/lH, a Takke K MPOTHO3MPOBAHUIO W MPEIOTBPALICHUIO TAKUX BO3JICHCTBHIA.
KoHnuenmus ciyXuT ocHOBOHM 1151 pa3padOTKH KOMILJIEKCAa OPraHMU3allMOHHBIX M TEXHUYECKHX
Mep o obecrnieueHnro nHopmanuoHHoi 6e3omacHoct OB (OMCY), a Takke HOpMaTHBHBIX
U METOJIMYECKUX JOKYMEHTOB, 00ECIIEUMBAIOIIUX €€ pean3aliio, U HE MPEAIoaraeT noJMEHbI
(GyHKIMI rocyJapCTBEHHBIX oOpraHoB BiacTu Poccuiickoit ®exepanuu, OTBEYAOIIMX 3a
oOecrniedyeHre 6€30MacHOCTH HH(OPMALIMOHHBIX TEXHOJOTUH U 3aIlUTy HH(OPMALINH.

KOHI_IGHI_[I/IH SIBJISIETCA METOHOJIOTUUECKON OCHOBOM IJIs:

— (opmupoBaHUs U IPOBEIEHUS €AMHON MOJUTUKH B 00JIaCTH oOecreueHus: 6e30MacHOCTH
[11u 8 UCIT[Ix MBIOY Ne 111 «Jlerckuit cag KOMOMHUPOBAHHOTO BUIAY;

— TPUHATHS YHPaBIEHYECKUX PElIeHUH U pa3pabOTKU MPAKTUYECKUX MEp MO BOILIOUICHHUIO
noyuTuku 6e3onacHocTH [1JIH 1 BEIpaObOTKH KOMILIEKCA COTIaCOBAaHHBIX MEP HOPMATHUBHO-
MpaBOBOTO, TEXHOJIOTHYECKOTO u OpraHU3alMOHHO-TEXHUYECKOTO Xapakrepa,
HaIpaBJICHHBIX HA BBISBICHUE, OTPAKCHUE M JUKBUIAIMIO TOCJIEICTBHM peann3aiuu
pa3nuyHbIX BUIOB yrpo3 I1/1x;

— pa3paboTKK TPEUIOKEHHH IO  COBEPIIEHCTBOBAHUIO MPABOBOTO, HOPMATHUBHOTO,
METOJUYECKOT0, TEXHUYECKOTO M OpraHu3aluoHHOro obecrieyenust 6ezomacHocty [1/1H B
HUCTIJa MBIOY Ne 111 «/leTckuii cag KOMOMHUPOBAHHOTO BHIA».

[IpaBoBoii 6a30it g pa3paboTku Hacrosuied Konnenuuu ciyxat TpeOoBaHUS JEHCTBYIOIIMX B
Poccun 3akoHOAATENBbHBIX M HOPMATHUBHBIX JIOKYMEHTOB IO OOECledeHHt0 Oe30MacHOCTH
nepcoHanbHbIX JaHHBIX ([1/1H).
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1. OBIIUE NMOJIOKEHUSA

Hacrosimas Konnenuus ompenesnsieT OCHOBHBIE LENU W 33Jadd, a TaKkKe OOILIyI0 CTPATErHio
IIOCTPOEHHUSI CUCTEMBI 3aIIUThI NepcoHanbHbIX AaHHbIX (C3I1/1n) MBJIOY Ne 111 «/lerckuii can
KOMOMHUpPOBAaHHOTO BHAa», B coorBercTBUM ¢ Ilepeunem MCIIIn. Konuenmus onpenenser
OCHOBHBIE TpPeOOBaHUS M 0a30BBIC MOAXOJBl K MX peN3aluH, Uil JOCTHXEHHUS TPeOyeMoro
ypoBHs  Oe3omacHocT  uHpopMmarmu. C3II[[H  mpexacraBnser co00il  COBOKYIMHOCTH
OpPraHM3alMOHHBIX M TEXHUYECKUX MepomnpuaTui ais 3amuthl [IJ[H oT HempaBomepHOTo WiIn
CIly4ailHOrO JOCTyma K HUM, YHHYTOXCHHS, H3MEHEHHUs, OJOKHPOBaHMS, KONHPOBAHWSA,
pacnpoctpanenuss 1I/[H, a Takke HMHBIX HENPABOMEPHBIX ACHUCTBUM C HHUMHU. be3omacHOCTh
IIEPCOHANBHBIX JAHHBIX JOCTUTAETCS IYTEM UCKIIIOUEHHUS! HECAaHKIIMOHUPOBAHHOIO, B TOM YHUCIIE
CIIy4allHOTO, J0CTyla K II€pCOHAJIbHBIM JaHHBIM, pE3YJIbTaTOM KOTOPOTO MOXET CTaTb
YHUUYTOXKEHUE, U3MEHEHHE, OJOKUPOBAaHUE, KONMPOBAHUE, PACIPOCTPAHEHUE IEPCOHAIBHBIX
JAHHBIX, @ TAK)X€ MHBIX HECAHKIMOHHMPOBAHHBIX AeWcTBUNA. CTPyKTypa, COCTaB U OCHOBHbBIE
¢ynkuun  C3II[Jn  ompenensitorcss  ucxons w3  kimacca WCIAn. C3II[An  Brirouaer
OpraHM3allMOHHBIE MEpbl W TEXHUYECKHE CpPEJICTBA 3allluThl HMHPOpMAIUU, CpPEICTBA
MIPEIOTBPALLEHUS] HECAHKIIMOHUPOBAHHOTO JOCTYyINa, YTEYKM HHPOpPMALMM MO TEXHUYECKUM
KaHajiaM, TPOrPaMMHO-TEXHUYECKUX BO3/ICUCTBHI HA TEXHUYECKUE cpencTBa oopaborku I1/1xH),
a TaK)Ke MCIOJIb3yeMble B MH(POPMAIIMOHHON cUCTeMe HH(POPMAITMOHHBIE TEXHOJIOTHH.

OTu Mepbl IpU3BaHbl 00ECIIEUNTh!

— KOH(HICHIHUATHHOCTh HHPOPMALIUH (3aLIUTAa OT HECAHKIIMOHUPOBAHHOT'O O3HAKOMIICHUS ),

— LEJOCTHOCTh MH(OpMALIMHU (aKTYaTbHOCTh U HEMMPOTUBOPEUNBOCTh HHPOPMALINH, €€
3alUIIEHHOCTH OT pa3pylIeHUs! 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHHS);

— JOCTYIHOCTH HH(POPMAITUH (BO3MOXKHOCTB 33 MIPUEMIIEMOE BpeMSI TIOJyYUTh TPEOyeMyro
MH()OPMAIMOHHYIO YCIIYTY).
Craaguu cozmanus C3I1/IH BKIIFO9AIOT:

— TPEeINpOeKTHas CTajus, BKIIoUaroias npeamnpoektaoe oocienoanne MCII/IH, pazpaboTky
TEXHUYECKOTO (YaCTHOTO TEXHUYECKOTO) 3aJaHus Ha €€ CO3/JaHHE;

— cTaaus MPoeKTUpoBaHus (pa3paboTku mpoekToB) u peanuzanuu UCII/IH, Brirovaromas
pa3pabotky C3I1/1x B coctae UCII/IH;

— craaus BBoja B jneictBue C3II/IH, BKIIIOUarOmIas OMBITHYIO SKCIUTyaTalldi0 M TPHEMO-
CHAATOYHbIE HUCHBITAHUS CPEACTB 3aIIMTHl MH(POpPMAIMU, a TaKXKe OLIEHKY COOTBETCTBUS
NCTI/Ix TpeboBanusM 6€30MaCHOCTH HHPOPMAIIUH.

OpraHu3anMoHHbIe Mepbl MNPEIyCMAaTPUBAIOT CO3JaHHE U MOJAJEepKaHWE MPaBOBOW Oa3bl
6esonacHoctu II/IH u pa3paboTky (BBeleHHE B JeiCTBHE) NpelycMOTpeHHbIX IlonnTukoin
nHpopmanronHoit OezonacHoctu MCII[H crnenyromux opraHu3aliOHHO-PACIOPSIUTENbHBIX
AOKYMCHTOB!:

— Ilnan meponpusaTuii no obecnedenuto 3amutsl [1JH npu ux odpadotke B UCII/IH;

— Ilman meponpusTHii IO KOHTPOITIO oOecrieueHus 3amuthl [1/1H;

— Tlopsnok pezepBupoBanus U BocctaHoBIeHU paboTocnocooHoctn TC u 10, 6a3 naHHBIX U
C3U;

— JomxHocTHas uHCTpYKuus aamMuuauctparopa UCII/IH B yacTu obecnieueHust 0€30MacHOCTH
[T11 npu ux o6padotke B UCII/H;

— JloiKHOCTHAs MHCTPYKLUS aaiMuHUCTparopa 6e3onacnoctu UCIT/H;

— JlomkHOocTHas nHCTpYKIU mosibs3oBarens UCII/IH B gactu obecnieuenust 6€30macHOCTH
[T nmpu ux o6padotke B UCII/H;

— HMHcTpykums Ha ciry4ail BOSBHUKHOBEHUSI BHEIITATHOM CUTYAllNH;

— PexomeHganuu o UCIoyib30BaHHUIO MPOTPAMMHBIX U alllapaTHBIX CPEJICTB 3aIUThI
uHpOpMaINH;
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— TexHuueckre Mepbl 3aIIUThHI PEATU3YyIOTCS MIPHU MOMOIIY COOTBETCTBYIOIIUX MPOTPAMMHO-
TEXHUYECKUX CPEJICTB U METOJIOB 3aLUTHI.

2. 3AJIAYH C311/In

Ocnosro# nienbro C3I1/1H sBisieTcss MUHUMU3ANUA yiepda oT BO3MOXKHON peann3aliy yrpo3
6e3omacuoctu [1/1H.

Jns noctrxkenust ocHoBHOM 11enu cuctema oe3ormacHoctu [1Jn UCIT/In nomkHa obecriednBaTh
3¢ (HeKTHBHOE PEIICHHE CICAYIONINX 3a/1a4:

— 3alUTy OT BMewiarenbcTBa B mpouecc ¢yHkunoHupoBanuss MCIIJIH mOCTOPOHHMX JIHI
(Bo3mMoOXkHOCTh ucnosb3oBaHuss AC u J0CTyn K €e pecypcaM JOJDKHBI MMETh TOJIBKO
3aperucTpUpOBaHHBIE YCTAHOBJIEHHBIM MOPSAKOM I10JIb30BATENN);

— pa3rpaHWYEHUE JIOCTyNa  3apErUCTPUPOBAHHBIX  IOJIb30BATEIE€l K  allapaTHBIM,
nporpaMMHbIM U HH(popmannoHHbIM pecypcam VCIIJIH (BO3MOXKHOCTH JOCTyMHa TOJIBKO K
TEM pecypcaM W BBITIOJIHEHHS TOJBKO TEX OMNepaluil ¢ HUMH, KOTOPhIE HEOOXOIUMBI
KOHKpETHBIM 1osb30BaTelisiM MICIT/H A1 BBIMTOTHEHHS CBOMX CITY>KEOHBIX 00sI3aHHOCTEH ),
TO €CTh 3alIUTy OT HECAaHKIIMOHUPOBAHHOT'O JOCTYyIA!

a) k uaopmanuu, uupkynupyromieii B UCI11H;
0) cpeacTBaM BeruuciuTenbHor Texauku UCTTIH;

B) alnapaTHbIM, IPOrPaMMHBIM U KPUIITOTpahUIECKUM CPEACTBAaM 3alUTHI,
ucnoaszyemsiM B UCII/IH;

— PErucTpauyio JEWCTBUM TMOJb30BATENICH NPU HCIOJB30BAHUM 3alIUIIAEMBIX PECYPCOB
HCII[IH B cUCTEMHBIX JXypHaJlax M IMEPUOAMYECKUN KOHTPOJIb KOPPEKTHOCTU IEHCTBUM
M10JIb30BATENE CUCTEMBI IYTEM aHAJIN3a COJIEPKUMOTO ITUX KYPHAJIOB;

— KOHTPOJIb IEJIOCTHOCTH (00eCTieYeHEe HEM3MEHHOCTH ) CPE/Ibl UCTIOTHEHHUS ITPOTpaMM U €€
BOCCTAaHOBJICHHUE B Clly4ae HapylLICHUS;

— 3alIUTy OT HECAHKIIMOHUPOBAHHON MOAU(DUKAIINKI U KOHTPOIb HEIOCTHOCTH UCTIONB3YEMBIX
B UCII[IlH mnporpaMMHBIX CpEICTB, a TakXKe€ 3alllUTy CHCTEMbl OT BHEAPEHUS
HECAHKIIMOHUPOBAHHBIX MPOTPaMM;

— 3amuty [1/IH OT yTeuku Mo TEXHUYECKUM KaHaiaM MpH ee 00paboTKe, XpaHEHUH U
repeaaye no KaHajiam CBSI3H;

— 3amuty [1/1H, xpaHnumoii, 06pabaTeiBaeMoOii U TIepeaBaeMoii Mo KaHallaM CBSI3H, OT
HECAHKIIMOHMPOBAHHOTO PA3TJIALICHUS WU UCKAXKEHUS;

— o0ecreyeHue )XUBYUYECTH KPUNTOTPAPUISCKUX CPEJICTB 3aIIUTHI HH(DOpMAIIUU TPH
KOMIIPOMETALIUH YACTH KIIFOUEBON CUCTEMBI;

— CBOEBPEMEHHOE BBHISBJICHHE HCTOYHHKOB yrpo3 Oe3omacHoctu [IJIH, mpuuuMH U yCIOBUH,
CIOCOOCTBYIOIIMX  HaHeceHHIo ymiepba cyoOwektam IIJIH, co3manme MexaHU3Ma
OTIEPaTUBHOTO pearupoBaHus Ha yrpo3bl O6ezonacHocTu [1/1H 1 HeraTUBHBIC TEHACHITUY;

— CO3JaHM€ YCJIOBMM A MUHMUMM3ALMM W JIOKQIM3allMd  HAHOCUMOIo  yepda
HENPABOMEPHBIMU  JEUCTBUAMHU  (DU3MUECKUX M  IOPUIUYECKHX JIMI, ocjabieHue
HEraTHBHOI'O BJIMSHUS U JUKBUJIAIUS MOCIEICTBUN HapyieHus 6e3onacHocTu [1/1H.

3. OBBEKTbBI 3ALIUTHI

3.1. Tlepeuyenb MHPOPMALMOHHBIX CHCTEM

B MBIOVY Ne 111 «J/lerckuii cax KOMOMHUPOBAHHOTO BUIa» MPOU3BOIUTCS 00pabOTKa
NEPCOHAIBHBIX JAHHBIX B HH(OPMAIIMOHHBIX CUCTEMaX 00pabOTKU MEPCOHATBHBIX JAHHBIX
(UCILdn).

3.2. IlepeyeHb 00bEKTOB 3aIMUTHI

OObexkTamMu 3alIUTHI ABJISAIOTCS — uMHGpopManus, oOpabareiBaemast B UCIIJIH, u TexHuueckue
cpeactBa ee o0OpaOOTKM M 3aumuThl. [lepedyeHp mepcoHaNBHBIX JaHHBIX, MMOJAJIEKAIINE 3allUTe,
onpeneneH B [lepeune nepcoHANbHBIX JaHHBIX, Toaiexkamux 3anmre B MCII/IL.
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OOBEKTHI 3allIUThI BKIFOYAKOT:

— Oo0pabaTeiBacmast nHpOpMaIs;

— Texnonoruueckas napopmanus;

— [IporpamMmMmHO-TeXHUYECKHE CPEACTBA 00PAOOTKH;

— Cpencrna 3auuthsl [1/1H;

— Kananer nuadopmanmoHHOro 00MeHa U TeIEKOMMYHUKAIIHH;

— OOBEKTHI U TOMELIEHUS, B KOTOPBIX pazMmelieHbl komnoHeHTsl UCIT/IH.

4. KTIACCU®UKALMSA MOJIL30BATEJIENR UCIIn

[Tons3zoBarenem  WCIIJIn  sBasercs  nwumo,  y4dacTByromee B (YHKIIMOHUPOBAHUH
MH(POPMALIMOHHON CHCTEMBl TEPCOHANBHBIX JaHHBIX WJIM HCIOJB3YIOLIee pe3yabTaThl e
¢ynkunonuposanusi. Ilonp3oBarenem WCIIAu sBusercs moboii corpynauk MBAOY Ne 111
«lerckuit cag xoMOmHHUpoBaHHOTO BHua», umetomui noctyn Kk MCII[H u ee pecypcam B
COOTBETCTBUM C YCTAHOBJICHHBIM IOPAIKOM, B COOTBETCTBUU C €ro (yHKIIMOHAIbHBIMU
0053aHHOCTSIMH.

[Tonw3oBarenu UCII/IH nensiTcs Ha TpU OCHOBHBIE KATETOPHUU:

1. Agvmunucrparop HUCIHAn. Corpynnuku OHB (OMCY), koTopele 3aHUMAaIOTCS
HAcCTPOMKOH, BHEJIPEHUEM M cOonpoBoxaeHuem cucrembl. Aamunuctpatop MCIIJIH obnanaer
CJIEAYIOIIMM YPOBHEM JOCTYyIA:

— o0Onamaet moaHON MH(POPMAIMe 0 CHCTEMHOM U IPUKIIAJHOM MPOTPAMMHOM O0ecTieueHIH
NCTIH;

— o0nagaer noyHoi HHQOpMaIKel 0 TeXHUIEeCKUX cpeacTBax U koHpurypauuu UCTT/IH;

—— HMeEeT JOCTYI KO BCEM TEXHUYECKUM CpeACTBaM 00pabOTKH UH(OpPMALIMK U JAHHBIM
NCIIn;

— o0nagaet npaBaMu KOH(OUTYPUPOBAHUS U aJMUHUCTPATUBHON HACTPOMKH TEXHUYECKUX
cpencts UCIIIH.

2. Aamunucrpatop T3 HUCIIAH, »10 cotpynHuk MY "VYnpasienune oOpa3oBaHus"
aamuauctpaumn  MOT'O  "VxTa" wnM CTOPOHHMX OpraHu3aluii, KOTOpble 3aHUMAIOTCS
pa3paboTkoil mporpamMmmHoro obecnedenus. Paszpabotunk WCIIJIH obnagaer creayromuMm
YPOBHEM JIOCTYIA!

— obnagaer nHdopmanuei 00 anropuT™Max U mporpamMmmax oopadboTku nHpopMaluy Ha
NCIIH;

— o0nagaeT BO3MOMKHOCTSIMH BHECEHHUS OIIMOOK, HE JIeKJIapUPOBAHHBIX BO3MOXKHOCTEH,
IPOTPaMMHBIX 3aKJIaZIOK, BPEAOHOCHBIX MporpamMm B nporpammuaoe obecneuenue MCITIx
Ha CTaJuu ee pa3paboTKu, BHEAPEHUS U CONIPOBOXKICHUS;

—— MOXET pacroiarats Jito0sIMu pparmentamu nHpopmanuu o Tornosoruu UCII/IH u
TEXHUYECKUX cpelicTBax o0paboTku u 3amuThl I1/]H, o6padaTeiBaembix B UCII/IH.

3. Omeparop HUCIIIAu. Corpynuuku noapasneneHuii MY "Vmpasnenue oOpa3oBaHus"
agmuancTpanun MOI'O "VxTa", yyactBytomux B npouecce skcrnyatauuu MCITIH. OnepaTtop
NCIIn o0nanaer cieayonM ypoBHEM AOCTYIIA:

— o0sagaetr BceMyu HeoOXOUMBIMU aTpuOyTaMu (HampuMep, naposem), o0ecrnednBaroIuMU
JIOCTYN K HEKOTOPOMY MOAMHOKeCTBY [1/1H;

— pacnojaract KOH(I)I/IJICHI_II/IaJ'ILHLIMI/I JaHHBIMHU, K KOTOPBIM UMCET NOCTYII.

Kareropuu mnonws3oBateneid nomxkHBl ObITh ompeneneHbl ans kaxaoi MCIIH. JomkHO OBITH
YTOYHEHO pa3leJICHHe COTPYJHUKOB BHYTPH KaTEropuil, B COOTBETCTBUM C THUIIAMHU
noJib30Baresei onpeneneHubMu B [lonutruke nHGOpMaMOHHOM 6€30MacHOCTH.
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Bce BbIsiBIEHHBIE TpyNIbI [10JIb30BaTENEH OTpaxkarorcss B OTyeTe 1o pe3yibTaTaM BHYTPEHHEN
npoBepku. Ha ocHoBanmm Otuera ompexaenstorcs: npaba goctyna kK asnemeHtam UCIIa s
BCEX IPYMI MOJIb30BaTeJIe U OTpaxkaroTcs B epeyHe goctyna B [lonoxeHnn o pa3rpaHu4eHun
IpaB JI0CcTymna K 00padaThiBaeMbIM EPCOHAIBHBIM JIaHHBIM.

5. OCHOBHBIE MTPUHOMUIIBI MIOCTPOEHUA CUCTEMBI
KOMILJIEKCHOM BE3ONNACHOCTU UH®OPMAILIUA

[TocTpoenue cucremsl obecrieuenus 6ezonacuoctu [11n UCITIn MBIOY Ne 111 «/lerckuit
caJl KOMOMHUPOBAHHOTO BHJ1a» U ()YHKIIMOHUPOBAHHE JIOJKHBI OCYIIIECTBISATHCS B
COOTBETCTBHUH CO CIACAYIOIIMMH OCHOBHBIMU MTPUHITUTIAMU

— 3aKOHHOCTB;
— CHCTEMHOCTb;

— KOMILJIEKCHOCTH;

— HEHPEPBIBHOCTE;

— CBOEBPEMEHHOCTb;

— TPEEMCTBEHHOCTbH M HEMPEPHIBHOCTH COBEPLICHCTBOBAHMS;
— IMEepCoHaJIbHAasA OTBETCTBCHHOCTD,

— MUHHUMH3AIMS TOJTHOMOYHI;

— B3aMMOJICHCTBHUE U COTPYAHUYECTBO;

— THUOKOCTh CHCTEMBI 3aIIUTHI;

— OTKPBITOCTH aJITOPUTMOB U MCXaHU3MOB 3allIUThI;

— IIPOCTOTa MIPUMEHEHHUS CPEIACTB 3aIUTHI;

— Hay4Has 000CHOBaHHOCTb M TEXHUYECKasi pealn3yeMOCTh;
— cHenuanu3anys u npoecCuoHaIN3M;

— 00513aTeJIbHOCTh KOHTPOJIS.

5.1. 3akoHHOCTH

[Ipennonaraer ocylecTBIEHUE 3aUTHBIX MeponpusTii u paspadotky C3I1Jn MBZIOY Ne 111
«JleTckuit cag KOMOMHUPOBAHHOTO BUJIa» B COOTBETCTBHUHM C JEHCTBYIOIIMM 3aKOHO/1aTEIbCTBOM
B oOnactu 3amuthl IIJ[H W Apyrux HOPMaTUBHBIX aKTOB IO 0€30MacHOCTH HH(OpManuu,
YTBEPXKACHHBIX OpraHaMM TIOCYJapCTBEHHOM BJIaCTM M YIpaBIEHWs B Ipefelax Hx
KOMIIETEHIINH.

[Tons3zoBarenu u oOcmyxkuBatouuit nepconan HWCIIAa MBIOY Ne 111 «Jlerckmii caxg
KOMOMHHPOBAHHOTO BHUA» JIOJDKHBI OBITH OCBEAOMJICHBI O MOPSIKE PaOOTHI C 3aIIMIAEMON
nH(popmalren 1 00 OTBETCTBEHHOCTH 3a 3aiuThl [1J[H.

5.2. CucreMHOCTH

Cucremnsrii mogaxos k moctpoennto C3I1Jn MBJIOY Ne 111 «JleTckuii cax KOMOMHUPOBAHHOTO
BHJIa» MPEIOJIAraeT yYeT BCEX B3aMMOCBS3aHHBIX, B3aUMOICUCTBYIOIIMX U U3MEHSIOUIUXCS BO
BPEMEHH DJJIEMEHTOB, YCIOBUH H (DaKTOPOB, CYIIECTBEHHO 3HAUMMBIX JJIs MOHUMAHHS U
pemenust mpoonemsl obecrieuenus 6ezonacHoct [1JJn UCTI[Ix MBAOY Ne 111 «Jletckuii caxg
KOMOMHHPOBAHHOTO BHJIA».

[Ipn co3maHuM cHCTEMBI 3alIUTHI JTOJDKHBI YUUTHIBATHCS BCE clladble U Haubosee ys3BUMbIE
MecTa cuctembl 00pabotku I1/[H, a Taxke XapakTep, BO3MOXHbIE OOBEKTHI U HAIPaBICHUS aTak
Ha CHCTEMy CO CTOPOHBI  HapymuTened  (0COOGHHO  BBICOKOKBATH(UIIMPOBAHHBIX
3JIOYMBIIIJIEHHUKOB), MYTH TPOHUKHOBEHUS B pacnpeneneHHole cucreMel u HCJ «
uHpopmanuu. Cucrema 3alMThl JIOJDKHA CTPOMTHCA C YYETOM HE TOJBKO BCEX H3BECTHBIX
kaHanoB npoHukHoBeHuss U HCJl x mHpopmanuu, HO U C y4€TOM BO3MOKHOCTH MOSIBICHHS
MPUHIUITHAIBHO HOBBIX IyTEeH peanu3anuu yrpo3 6€30MacHOCTH.
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5.3. KoMILIeKCHOCTH

KommiekcHOe HCHOIB30BAHME METOAOB M CPEJACTB 3aLIUTHI IIPEAINOJAraeT COINIACOBAHHOE
IIPUMEHEHHUE PAa3HOPOAHBIX CPEACTB IIPU IOCTPOCHUU LEJIOCTHOM CHUCTEMBI 3allUTHI,
IIEPEKPHIBAIOLIEH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHAJIbI PEAIM3allUU YIPO3 U HE cofepKallen
cJ1a0bIX MECT Ha CThIKAX OTAEIbHBIX €€ KOMIIOHEHTOB.

3amuTa JI0JKHA CTPOUTHCS AIIEIOHUPOBaHO. [ KaXa0ro KaHana yTedykd MHGopMauu U AJis
KaX/I0i yrpo3bl O€30MacHOCTH JIOJDKHO CYIIECTBOBATh HECKOJIBKO 3aIIUTHBIX PYOEKeEi.
Co3naHue 3amUTHBIX pyOekel OCYIIECTBISIETCS C YY4ETOM TOTO, YTOOBI Uil MX MPEOAOTICHUs
MOTEHIIUAJILHOMY 3JIOYMBIIIEHHUKY TpeOoBaliuch MpodeccroHalbHbIE HABBIKU B HECKOJIBKHX
HEB3aMMOCBSA3aHHBIX 00JIACTSIX.

Bremnsis 3ammTa qoimKHA 00ecTieurBaThC (U3MYECKUMHU CPEJICTBAMH, OPTaHU3AIIMOHHBIMU H
npaBoBbIMU Mepamu. OgHUM U3 Haubosiee YKpEIICHHBIX pyOeked NMpu3BaHbl OBITh CPEJCTBA
KpUNTOTpaUIeCKON 3alluThl, pEaJu30BaHHBIE C HCIIOJIb30BaHHEM TexHoyiormu VPN.
[IpukinagHoii ypoOBEHb 3alllUTHI, YYUTHIBAIOIIMN OCOOCHHOCTHM MPEIMETHOW  0O0JacTH,
MPEACTABIISIET BHYTPEHHUM pyOeK 3allUTHI.

5.4. HenpepbiBHOCTD 3amuThl I1/{H

3ammra I[I/lH — He pa3oBoe MEpONPUATHE M HE NPOCTas COBOKYIMHOCTb MPOBEIECHHBIX
MEpPOIPHUATHA M YCTAaHOBJICHHBIX CPEACTB 3allUThl, & HENPEPHIBHBIA IIeJeHANpPaBICHHBIN
MIPOLIECC, MPEAINOoNaraofi MPUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX ATamax >KU3HEHHOTO
nukina UCIx.

I/ICHI[H AOJDKHBI HAXOAWUTHCA B 3alllUIIICHHOM COCTOSAHHMU Ha MPOTSKCHHUU BCCTO BPEMCHHU HUX
GbyHKIIMOHUpOBaHMs. B COOTBETCTBMM C 3TUM NPUHLMUIIOM JOJIKHBI HMPUHUMATHCS MEPHI IO
HenonyuieHuto nepexoaa UCIIIH B He3amuIleHHOE COCTOSIHUE.

BosbIMHCTBY (PM3MYECKUX M TEXHUYECKUX CPEJICTB 3aIUThI A7 3()(HEKTUBHOTO BINOJIHEHUS
cBoux  (yHKOMI ~ HeoOXoAMMa  TOCTOSHHAas ~ TeXHUYeCKas M OpraHM3alllOHHas
(agMUHMCTpaTUBHAs) MOJJAEpP)KKa (CBOEBpEeMEHHass CMeHa M oOecreueHue IpaBUIbHOIO
XpaHeHUs W TpPUMEHEHHMs MMEH, Mapojel, Kiodyed mudpoBaHus, IepeornpeaesieHue
nogHoMouuil u T.1.). IlepepriBbl B paboTe CpeACTB 3alIUThl MOTYT OBITh HCIOJIb30BaHBI
3JIOYMBIIIJICHHUKAMU JIJIs1 aHAJIM3a MIPUMEHSIEMbIX METO0B M CPEJCTB 3allUThI, /Ui BHEAPEHUS
CHELUANbHBIX MPOTPAMMHBIX M amMapaTHBIX "3aKkiajok" W JAPYrHUX CpeACTB NPEOJOJCHHUs
CHCTEMBI 3aIIUTHI [TOCIIE BOCCTAHOBICHUS €€ (PYHKIIMOHUPOBAHMUSL.

5.5. CBoeBpeMeHHOCTH

[Ipeanonaraer ympexmarouii xapaktep Mep obecneuenus Oe3zomacHoctu [1/[H, TO ecThb
MIOCTAHOBKY 3a1a4 1o KomiuiekcHo 3ammre MCIIJIH u peanmuzauuio mep oOecrieueHHs
6e3onacHoctu [1/IH Ha panHux ctagusax paspabotku VCII/IH B 1ieoM U ee CUCTEMBI 3allluThl
nH(pOpMaIY, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIUTBl JOJKHA BECTHCh MHapauiebHO C pa3pabOTKONW W pa3BUTHEM
caMoil 3amMIIaeMoil cHucTeMbl. JTO TMO3BOJIUT y4yecTb TpeOoBaHMs O€30MacHOCTH IPH
MPOEKTUPOBAHUN APXUTEKTYphl U, B KOHEUHOM cyeTe, co3harh Oojee 3¢ (dekTuBHbIE (Kak MO
3aTpaTaM pecypcoB, TaK U MO CTOMKOCTH) 3aIIMILEHHbIE CUCTEMBI.

5.6. TIpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHHE

[IpenmonararoT MOCTOSHHOE COBEPIICHCTBOBAHUE MEP W CPEICTB 3allUThl WH(OpPMALUU HA
OCHOBE TPEEMCTBEHHOCTH OPraHMU3allMOHHBIX M TEXHUYECKUX PEIICHHI, KaapOBOTO COCTaBa,
ananu3a Gyakruonuposanusi UCIIJIH 1 ee cucTeMbl 3alUThI C yU€TOM WU3MEHEHUN B METO/Iax U
CpelcTBax IMepexBara HH(POpPMAIUU, HOPMATHUBHBIX TPEOOBAHHWH MO 3allUTE, JTOCTUTHYTOTO
OTEUYECTBEHHOT'O U 3apYOEKHOTO OIBITa B TOW 0OJIACTH.
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5.7. IlepcoHajibHAsi OTBETCTBEHHOCTH

[Ipennonaraer BO3JIOXEHHE OTBETCTBEHHOCTH 3a oOecriedeHue Oe3omnacHocT I1J[H U cucrtembl
ux 00pabOTKM Ha KaXJOT0 COTPYAHUKA B Mpejeax ero MmojJHOMOuYni. B cOOTBETCTBUU C ATHM
NPUHIUIIOM paclpeiesieHne NpaB M O0O0S3aHHOCTEH COTPYIHHKOB CTPOUTCS TakuM 00pa3om,
4yTOOBI B Cllydae JI00Oro HapylleHuss Kpyr BUHOBHHMKOB ObUI UETKO M3BECTEH WJIM CBEACH K
MUHHMYMY.

5.8. TIpuHUIMI MUHUMH3AIHUU OJTHOMOYHH

O3Hauaer NpeaOCTaBJICHUC IIO0JIB30BATC/IIM MHHHUMAJIBHBIX IIPpaB AOCTYIla B COOTBCTCTBHUU C
MIPOU3BOJICTBEHHON HEOOXOAMMOCTBIO, HAa OCHOBE NPUHIUIA «BCE, YTO HE pa3pelieHo,
3anpeIieHo.

Hoctyn k II/lH nomkeH NpenocTaBisATbCA TONBKO B TOM cilydae M 0ObeMe, €eciid 3TO
HE00XO0AMMO COTPYAHUKY JIJIsl BHIIOJTHEHUS €T0 JODKHOCTHBIX 00s13aHHOCTEH.

5.9. B3aumoaeiicTBHE U COTPYAHHYECTBO

[Ipennonaraer co3maHue OJIarompusATHON aTMocdepbl B KOJUIEKTHBAX MOJpPAa3JeICHUH,
obecneunBaromux nestenbHocTh UCITIan MBJIOY Ne 111 «Jlerckuit cag KOMOMHHPOBAHHOTO
BUJA», IJI1 CHUXCHHS BEPOSTHOCTH BO3HUKHOBEHHUS HEraTUBHBIX JEHCTBHI, CBSI3aHHBIX C
YEIIOBEYCCKIM (PAKTOPOM.

B Ttaxkoii o0cTaHOBKE COTPYAHUKHU NOJIZKHBI OCO3HAHHO CO6J'IIO)IaTb YCTAHOBJICHHBIC ITpaBUJIa U
OKa3bIBaThb COI[GﬁCTBPIC B ACATCIBbHOCTHU nonpameneHHﬁ TEXHHUYCCKOU 3allIUThI I/IH(bOpMaI_II/II/I.

5.10. I'mbxocTh cuctembl 3ammThl [T1H

[IpunsaTbIE MEpBl M YCTAHOBJIEHHBIE CPEJCTBA 3allMThl, OCOOCHHO B HAYaJbHBIA MEPHOJ HX
JKCIUTyaTallui, MOTYT 00€CIIeUrBaTh KaK YpE3MEPHBIN, TaK U HEJOCTATOYHBIN YPOBEHD 3aIUTHI.
Jliis obecrieueHnss BO3MOXKHOCTH BapbUPOBAHMS YPOBHEM 3alUIICHHOCTH, CPEACTBA 3alIUTHI
JOJDKHBI 00J1aaTh OMPEeIeHHON THOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCSI B TEX
CiIy4asix, KOrja YCTAaHOBKY CPEJCTB 3alllUThl HEOOXOIMMO OCYIIECTBJISATh Ha PabOTaIOIIYIO
CUCTEMY, HE HapyIIasi MpoIecca €€ HOpMaabHOTO (DYHKIIMOHUPOBAHMSI.

5.11. OTKpPBITOCTH AJTOPUTMOB H MEXaHU3MOB 3aIIUTHI

CyTb npuHLUIA OTKPHITOCTH AJITOPUTMOB M MEXAHHU3MOB 3aLUTHl COCTOUT B TOM, YTO 3alllUTa
HE JI0JDKHA OO0ECreunBaThCs TOJBKO 3@ CYET CEKPETHOCTU CTPYKTYPHOW OpraHM3aiuu u
JITOPUTMOB (DYHKIIMOHUPOBAHUS €€ MOJCHCTeM. 3HaHUE aJlTOPUTMOB pabOThl CUCTEMBI 3aILIUTHI
HE JI0JDKHO J1aBaTh BO3MOXKHOCTHU €€ NMpeoAosieHus (Jaxe aBTopam). OgHaKo, 3TO HE O3HAUaeT,
4yTO0 UH(GOpPMaIUs O KOHKPETHOW CUCTEME 3alllUThl JOJIKHA OBITH 0OIIEAO0CTYITHA.

5.12. IIpocToTa NpMMeHEeHHUs1 CPEACTB 3aIMThI

MexaHu3MBbl 3alllUThl JOJDKHBI ObITh MHTYUTHUBHO TOHSATHBI M TPOCTHI B HCIOJIb30BAHUU.
[IpumeHneHue cpesICTB 3alUThl HE TOJKHO OBITh CBS3aHO CO 3HAHUEM CIEIUAIBbHBIX A3BIKOB WM
C BBINOJHEHHEM JE€HCTBUH, TPeOYIOIIMX 3HAYUTEIbHBIX JOMOJHUTEIBHBIX TPYN03aTpaT IMpHU
0OBIUHOM paboTe 3aperucTpUPOBAHHBIX YCTAHOBICHHBIM MOPSAKOM OJIB30BaTENIEH, a TaKXkKe He
JIOJDKHO TpeOoBaTh OT IMOJIb30BATENsl BBIMOJIHEHUS PYTHMHHBIX MAaJIONIOHATHBIX €My OIeparui
(BBOJI HECKOJIBKUX MApOJIEN U UMEH U T.1.).

JlomxHa mOCTHUTaThCA aBTOMATH3allMS MaKCUMAaJIbHOTO YHCJa JCWUCTBUH IOJb30BaTeeH H
aamuauctparopos UCIT/IH.

5.13. HayyHast 000CHOBAHHOCTh M TEXHHYECKasl Peain3yeMoCcTh

WNupopmanMoHHbIE TEXHOJOTHH, TEXHUUYECKHE U IMPOrpaMMHBIE CPEICTBA, CPEICTBA U MEpHI
3alUThl HTHPOPMAIMH JOKHBI OBITh pealn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAyKH U
TEXHUKHU, HAYYHO 00OCHOBAHBI C TOYKHU 3PEHUS JOCTHKEHUS 33JJaHHOTO YPOBHsI 0€3011acCHOCTH
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uHbOpMAllUM ¥ JIOJDKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHHUAM IO
oe3onacHoctH [1]1H.

C3I1/I1 nomkHa ObITh OPUEHTHPOBAHA HA PEUICHUS, BO3MOXKHBIE PUCKU U KOTOPBIX M MEpHI
NPOTHUBOJICHCTBUSL 3THM PHCKaM IPOLUIM BCECTOPOHHIOID TEOPETHYECKYI0 M MPAKTHYECKYIO
MIPOBEPKY.

5.14. Cneunaaun3zauus u npogeccHoHATUIM

[Ipenmnonaraer npuBiiedeHHe K pa3pabOTKe CPENCTB M peau3aluyd Mep 3allUThl WH(opManuu
CHEIHATM3UPOBAHHBIX ~OpraHu3aluii, HauOoJiee TMOATOTOBIEHHBIX K KOHKPETHOMY BHIY
NesTeNIbHOCTH 0 obecrieyeHuto 0e3onacHocty [1/[H, MMEIOMMX OMBIT MPAKTUYECKONH paboThI U
rOCy/IapCTBEHHYIO JIMIIEH3UI0 Ha IMpPaBO OKa3aHUS YCIyr B O3Tod oOnactu. Peanmzanus
aIMMUHHUCTPATUBHBIX MEp M OKCIUTyaTalus CPEACTB 3allUThl JOJDKHA OCYIIECTBISATHCS
npodecCuoHAIBHO MOATOTOBICHHBIMHU criennanictamu OB (OMCY).

5.15. O06s13aTeIbHOCTH KOHTPOJIA

[Ipennonaraer 0043aTe€IbHOCT M CBOEBPEMEHHOCTb BBISBICHHMS M IPECEYECHHUS IOIMBITOK
HapylLIeHUs yCTAHOBJEHHbIX HpaBwi obOecrneueHuss Oe3omacHoctu IIJ[H Ha ocHOBe
HCIIOJIb3YCMbBIX CUCTEM U CPEACTB 3alllUThI I/IH(i)OpMaIII/II/I IIpU COBCPIICHCTBOBAHNHN KPUTCPUECB U
METO/I0B OLIEHKU 3(PPEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KOHTpOHB 3a JCATCIbHOCTBIO JIF000Tr0 IMOJIB30BATCIIA, KaXXIAOro CpcacrBa 3alllUTbl U B
OTHOILICHUN JIFOOOro 0O0OBeKTa 3alIUTBI JOJDKCH OCYIICCTBJIATHCA Ha OCHOBE IIPUMCHCHUA
CpCaAcCTB OIICPaTUBHOI'O KOHTPOJIA n perucTtpanuu n JOJIKEH OXBaTbIBaTh KakK
HCCAHKIMOHHUPOBAHHBIC, TAK U CAHKINOHHWUPOBAHHBIC HeﬁCTBHH MOJb30BaTEIICH.

6. MEPBI, METO/IbI U CPEACTBA OBECIIEYEHUWA
TPEBYEMOI'O YPOBHA SAINMINEHHOCTHU

Ob6ecnieuenne TpeOyeMOro YPOBHS 3alIUIIEHHOCTH JOHKHOCTH JOCTUTATHCS C MCIOIB30BaHUEM
Mep, METOJIOB M CpeacTB Oe3zomacHOCTH. Bce mepbl obecneuenust 6e3onacHoctun WMCIIIH
MOJIPA3IEIISIOTCS Ha:

— 3aKOHOJaTeNbHbIe (IIPAaBOBHIE);

— MOpaJIbHO-ITUYECKHUE;

— OpraHu3alMOHHbIE (aAMUHUCTPATUBHBIE);
— (¢usnveckue;

— TEeXHHYEeCKue (anmnapaTHble U IPOTrpaMMHBIE).

HepequL BBI6paHHBIX MEp obecneueHus 0€30IaCHOCTH OTpa)XacTcsd B IInane Mepoan}ITHﬁ 1o
o0ecneYeHUIO 3alIUTHI ICPCOHAJIBHBIX TaHHBIX.

6.1. 3akoHonarenbHbIe (MPAaBOBBIE) MEPHI 3AIMHUTHI

K MMpaBOBBIM ME€paM 3allIUThI OTHOCATCSH HCﬁCTBymIlIHC B CTpaHC 3aKOHBbI, YKa3bl © HOPMATHBHBIC
AKThI, PCTIIAMCHTUPYIONIHEC ITPpaBUJIa O6paH_IeHI/IH C HI[H, 3aKpCIUIAIOMIUC TIpaBa U 00513aHHOCTHU
Y4aCTHHUKOB I/IH(I)OpMaI_II/IOHHLIX OTHOIIICHU B mnmpomnecce ec O6pa6OTKI/I 1 HCIIOJb30BaHHA, a
TAKXKXC YCTAHABJIMUBAOONIMEC OTBCTCTBCHHOCTL 3a HAPYLICHUA JTUX MpaBUJl, HPCHATCTBYSA TEM
CaMbIM HCTIPAaBOMCPHOMY UCIIOJIB30BAHUIO HI[H U ABJIAIOMIUCCA CACPKUBAIOIIUM (I)aKTOpOM JJIA
IOTCHIHNAJIbHBIX HaPYMHTCHCﬁ.

[IpaBoBbIe MepBI 3aIIUTHI HOCST B OCHOBHOM YIPEXAAIOIINNA, MPOPUIAKTUYECKUN XapaKTep U
TPeOYIOT TOCTOSHHOM pa3bsCHUTENBHOW pabOThl C MOJIB30BATENISAIMH M OOCITYKHBAIOLIUM
MIEPCOHAJIOM CHUCTEMBI.
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6.2. MopajbHO-3THYECKHE MePbI 3alIUThI

K MOpaJbHO-3THYECKMM MepaM OTHOCATCA HOPMBI IIOBEIEHUSA, KOTOPbIE TPaJULHOHHO
CIIOXKWJIMCh WM CKJIQABIBAIOTCS IO Mepe pacrpocTpaneHus OBM B cTpane wiu obmectse. JTH
HOpPMBbI OOJIBIIEH YacThIO HE SIBISIFOTCSI 00SI3aTENIbHBIMH, KaK 3aKOHOJATEIIbHO YTBEP)KICHHBIE
HOpPMATHBHBIE AaKThl, OJHAKO, MX HECOONIO/IeHHE BeleT OOBIYHO K TMaJCHHIO aBTOPHUTETA,
IIpECTHYKA YEJIOBEKA, IPYIIIbI JIUI WIM OpraHu3auuyd. MopaabHO-3THUYECKHE HOPMBI OBIBAIOT KaK
HemnKcaHble (HampuMmep, OOIIECNPU3HAHHBIE HOPMBI YECTHOCTH, NATPHOTH3MA U T.I.), TaK H
MUCaHbIe, TO €CTh 0(POPMIICHHBIE B HEKOTOPHIH CBOJ (YCTaB) MPABUII WIIA PEANUCAHUIM.

MopanbHO-3THUECKHE MEPHI 3alTUTHI SIBISIFOTCS MPOPMIAKTHUESCKUMU U TPEOYIOT MOCTOSHHOM
paboThl MO CO3/IaHUIO 3JI0POBOTO MOPAJIBHOTO KJIMMaTra B KOJUIEKTHBAaX MOJpa3fesieHui.
MopaslbHO-3TUYECKHME MEPBl 3allUThl CHUXAIOT BEPOSTHOCTh BO3HWKHOBEHUS HEraTHMBHBIX
JCHCTBHI CBSI3aHHBIX C YEJIOBEYECKUM (haKTOPOM.

6.3. Opranu3zanuoHHble (A AMUHUCTPATHBHbIE) MePbI 3AIIUTHI

OpranuzanvoHHble (aAMUHHUCTPATUBHBIE) MEPHI 3allUTBl - 3TO MEPhl OPraHU3alKUOHHOIO
Xapaktepa, periaameHtupymoomue mpoueccsl ¢yakiuuonupoBanus MCII[H, ucnons3oBaHue
pecypcoB UCII[IH, nesTenbHOCTh OOCIYKHUBAIOIIETO IMEpPCOHANa, a Takke MOPSI0K
B3auMozeiicTBus noisbp3oBareneid ¢ MCII[AH Ttakum oO6pa3om, 4TOObI B HAMOOJBIIEH CTENEHU
3aTPyJHUTh WM HCKIIOYUTH BO3MOXHOCTh peaH3aIli yrpo3 OE30MacHOCTH WM CHU3UTH
pa3Mep MoTeph B CiIydyae UX peaanu3aluu.

['maBHas 1enb aJIMUHUCTPATUBHBIX Mep, MPEANPUHUMAECMBIX Ha BBICIIEM YIPAaBIECHYECKOM
ypoBHe — copmupoBath [lonutuky nnHpopmannonHoit 6e3omnacHoctu IIJIH (oTpaxkaromiyro
MOAXOAbl K 3amuTe MHpopManuu) U 0O0ECleUnuTh €€ BBHINOJHEHHE, BBLACIAS HEO0OXOAUMBIC
pecypchl M KOHTPOJIUPYSL COCTOSTHUE JIETT.

Peanuzanus Ilonutuku unbopmanmonnon OezonmacHoctu [IJn B UCII[IH coctost u3 mep
aJIMMHHUCTPATUBHOT'O YPOBHS M OPTaHU3alMOHHBIX (MIPOLEAYPHBIX) MEp 3aIIUTHl HH(POPMAILIHH.

K agMUHUCTpaTUBHOMY YypOBHIO OTHOCATCS DPELIEHUS PYKOBOJCTBA, 3aTparvBarollne
nestensHocTh MCII/IH B nenom. OTu pemenus 3akpervisitores B [lomuTuke nHpopMannoHHON
6e3onacHocTH. [IpumMepom Takux pereHuii MOryT ObITh:

— TMPUHATHE pelIeHus 0 GOPMUPOBAHUH WU MIEPECMOTPE KOMILIEKCHON MPOrpamMMBbl
obecnieuenus 6ezonacHoctu [1JIH, onpeneneHe OTBETCTBEHHBIX 32 €€ Pean3alluio;

— (opmynupoBaHue meNeH, MOCTAaHOBKA 3a/1a4, ONIPE/ICIICHUE HAIIPABJICHUN S TEITLHOCTH B
obnactu 6e3onacHocTH [1/1H;

— MPUHATHE PEHICHWH 10 BOMPOCAM peaH3allid MPOrpaMMbl  OE30MMAaCHOCTH, KOTOpPHIE
paccMaTpuBalOTCS Ha ypOBHE YIIpaBIeHHS 00pa3oBaHUs agMUHUCTpanuu r. KemepoBo B
EJIOM;

— obecrieyeHre HOPMaTUBHOM (MPaBOBOIi) 6a3bl BOMPOCOB 0€30MACHOCTH U T.I1.

[TonuTuka BEepXHEro YpOBHS JOJDKHA YETKO OYEpTUTH cepy BIMUSHHUS U OTpaHUUYEHUs NpU
onpezaeneHuu ueneit 6ezomacHoctu [1/lH, ompeaenuTs kKakuMu pecypcamu (MaTepuasbHbIE,
MepcoHan) OHU OYAyT NOCTUTHYTHI M HAWTH pPa3yMHBIH KOMIIPOMHCC MEXIY MpPUEMIIEMbIM
ypoBHeM Oe3onmacHOCTH U GpyHKIMOHanbHOCTBIO NCII/IH.

Ha opranmsanmoHHOM ypOBHE OIPEAEIAIOTCS NPOLEAYpbl M MpaBWIa JOCTHXKCHHS ILEJNed U
pemenus 3a1a4 [lomutuku nHpopmannonHoit 6ezonacHocty [1/IH. DT npaBuia onpeaemnstoT:

— KakoBa 00J1aCTh IMPUMCHCHUA TTOJIUTHKHU 0e30ImacHOCTH HI[H,

— KaKOBBI POJH U 00S3aHHOCTH JIOJDKHOCTHBIX JIHII, OTBEUYAIOIIUE 32 MPOBEACHHUE MOIUTUKU
6e3onacuoctu [1]IH, a Tak ke UX yCTaHOBUTH OTBETCTBEHHOCTD;

— KTO uMeeT npasa pocryna k 11/11;
— KakMMH MepaMH U cpejicTBaMH obecnieunBaetcs 3amura [1/{H;
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— KaKMMHU MEpaMH U CPEICTBAMHU 00ECIIeYMBACTCS KOHTPOJIb 32 COOJTIOZICHUEM BBEICHHOTO
pexuma 6e30MacHOCTH.

OpFaHI/ISaI_II/IOHHBIe MCPBI JOJIKHBI:

— TMpeaycMaTpuBaTh periaMeHT HH(POPMAIIMOHHBIX OTHOIIEHUH, HCKITIOYAIOIINX BO3MOXKHOCTD
HECaHKIIMOHUPOBAHHBIX JIEHCTBUI B OTHOLICHUN OOBEKTOB 3aILUTHI;

— OIpEeAeNITh KOATUIIMOHHBIE U UEPAPXUUCCKUE TPUHIUIIBI U METOJIbI pa3rpaHUYCHUS
noctyna k [1/1H;

— ONpEeNeNaTh NOPSIOK pabOThI C MPOrPAMMHO-MATEMATUYECKUMU 1 TEXHUYECKUMHU
(anmapatHbIe) CPEeACTBAMHU 3AIUTHI M KPUTITO3AUIUTHI U IPYTUX 3AIIUTHBIX MEXAHU3MOB;

— opranu3oBaTh Mepbl npotuBojeiicTeuss HCJI monp3oBarensiMu Ha Tanax ayTeHTH(QUKAIINY,
aBTOpU3ALMM, WJECHTU(PUKALUK, O0OECleYnBAIONINX TapaHTUU pealn3alud TpaB U
OTBETCTBEHHOCTH CYOBEKTOB MH(GOPMAIIMOHHBIX OTHOLICHHIA.

OpraHI/I3aHI/IOHHI)Ie MEPBI JOJKHBI COCTOATDh HU3:

— pernamenTa poctyna B nomemenus UCII/IH;

— TMOPAIIOK AOMYyCKa COTPYAHUKOB K HCIIOIb30BAHHUIO PECYPCOB YIIPaBJICHUS 00pa30BaHuUs
agMuHUCTpauuu r. Kemeposo;

— perjameHTa MpoLeccoB BeAeHUs 0a3 JaHHBIX U OCYIIECTBICHUS MOIU(BUKALIUN
MH(POPMALIMOHHBIX PECYPCOB;

— perjaMeHTa MPOILECCOB OOCITY)KHUBAHHS U OCYIICCTBICHUS MOIU(DHUKAIIMH alllIapaTHBIX U
nporpammubix pecypcoB UCITH;

— wuHcTpykuuid nons3osareneit UCIIIn (anmunucrparopa UCII/H, anMunuctparopa
6e3onacHoctH, oneparopa UCIIIn);

— MHCTPYKLHMS MOJIb30BaTelIs IPU BOSHUKHOBEHUHU BHEIITATHBIX CUTYaLUi.

6.4. dusnveckue Mepbl 3aLATHI

dusnueckue MCEpPbI 3allIUTBl OCHOBAHBI HA IPUMCHCHHUHU PAa3HOI'0 poaa MCXAHUYCCKHUX, IJICKTPO-
HJIN 3JICKTPOHHO-MCXAHUYCCKUX yCTpOﬁCTB u COOpy>K€HPII>i, CliCcHUaJIbHO NPCAHA3HAUCHHBIX IJIA
Cco3aaHusA (1)I/ISI/I‘ICCKI/IX HpGHfITCTBI/IfI Ha BO3MOXHBIX NYTAX I[MPOHUKHOBCHUSA HW AOCTYyIIa
OTCHIMAJIbHBIX HaPYIHHTeHGﬁ K KOMIIOHEHTaM CHUCTEMbI U 3amnmaeM0171 HHq)OpMaHHH, a TaKXKeE
TEXHUYCCKUX CPCACTB BU3YaAJIbHOI'O Ha6J'II-OI[CHI/I$I, CBA3U U OXpaHHOP’I CUTHAJIM3allu.

dusnueckas 3aluTa 3/aHUNA, TTOMEIIEHUH, OOBEKTOB M CPEACTB WH(OpMaTHU3AIMHU JOJDKHA
OCYILIECTBJIATHCS IYTEM YCTAHOBJICHHS COOTBETCTBYIOIIMX ITOCTOB OXPAaHbL, C IOMOUIBIO
TEXHUYECKUX CPEJICTB OXPaHbl WA JIOOBIMH JIPYTUMHU CIOCOOAMHU, TPEIOTBPAIIAIONIUMU UITH
CYIIECTBEHHO 3aTPYAHSIOIMIMMU MPOHUKHOBEHHUE B 3JaHUE, MOMEIICHUS IMOCTOPOHHUX JIHII,
XUIIeHNE WH(POPMAIMOHHBIX HOCHUTENIEH, CaMHX CpPEICTB WH(OpMaTHU3alMK, UCKIIOYAIOIIMMHI
HaxO0’KJICHUE BHYTPHU KOHTPOJIUPYEMOH (OXpaHsAeMOil) 30HbI TEXHUYECKUX CPEJICTB Pa3BEIIKH.

6.5. AnmaparHo-mporpaMmmMHble cpeacTBa 3ammThbl [1/1H

TexHuueckue (amnmapaTHO-IPOrpaMMHBIE) MEpPbI 3alIUThl OCHOBAHbI HA HCIIOJIb30BAHUU
Pa3IMYHBIX IEKTPOHHBIX YCTPONUCTB U CHIEHUANBHBIX Iporpamm, Bxoasmux B coctas MCIIIH n
BBIMOJIHSAIONIMX (CAaMOCTOSATENIBHO WIIM B KOMIUIEKCE C APYTMMU CPEACTBaMH) (DYHKIIMU 3AIIUTHI
(mpeHTHGUKANIO W ayTCeHTH(UKAIMIO TOJh30BaTeNICH, pa3rpaHHYeHHUE JOCTyNa K pecypcam,
perucTpaimo coobITui, Kpunrorpadpudeckoe 3aKpbITHE UHPOPMALMK U T.11.).

C ydetroM Bcex TpeboBaHuil U mpuHIMIOB obecnieueHus 6e3omacuoctu [1/[n B UCIT/Ix mo Bcem
HaIpaBJIEHUSM 3allUThl B COCTaB CHUCTEMBI 3AIIUTHl JTOJDKHBI OBITh BKJFOUEHBI CIEAYIONINE
cpencrna:

— cpeAcTBa UASHTU(UKALMY (OMTO3HABAHUS) U ayTeHTU PHUKAINH (TTOATBEPKICHUS
noyinHHOCTH ) ofik3oBatenend UCIH;
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— CpEACTBA pa3rpaHUYEHUs IOCTYIA 3apETUCTPUPOBAHHBIX MOJIb30BATENIEH CUCTEMBI K
pecypcam UCITIx MBJIOY Ne 111 «Jlerckwuii caj KOMOMHUPOBAHHOTO BUAAY,

— cpeacTBa 00eCcTICUeHHS M KOHTPOJIS IIEJIOCTHOCTH MPOrPaMMHBIX M HH(OPMAIIMOHHBIX
peCypcoB;

— CpEeICTBA ONEPATHBHOTO KOHTPOJIS U PETUCTPAIIMU COOBITUI OE30IaCHOCTH;

— xkpunrorpaduyeckue cpeacrsa 3amutel [1/1H.

VYcnemHoe NpUMEHEHHE TEXHUYECKUX CPEACTB 3aIMThl HA OCHOBAHMU NPUHIHUIIOB (pa3zaein S)
IpearnoiaraeT, 4YTO  BBIIOJHEHHWE MEPEUYHMCICHHBIX HHXKe TpeOoBaHMii  oOecriedeHo
OpPraHU3alMIOHHBIMU  (aIMHUHHUCTPATUBHBIMH) MEpPAMHU UM HUCHOJIb3YyeMbIMH (U3HYECKHUMU
CPEICTBAMMU 3aLUTHI:

— obecrieyeHa ¢puznvecKas 1ea0cTHOCTh Becex kommoneHT UCTIH;

— Kaxaeli corpymHuk (mosb3oBatens MCII/IH) wnm rpynma mosis3oBareneld  HUMeeT
VHHUKAJIbHOE CHCTEMHOE UMS U MHUHHMAJIbHO HEOOXOJUMbIE JJISi BBIOJHEHUS UM CBOUX
(G YHKIIMOHATBHBIX 0053aHHOCTEH MOJIHOMOYHS TI0 JOCTYITY K pecypcaM CUCTEMBI;

— B UCIIJIn MBIOY Ne 111 «/lerckuii cag KOMOMHMPOBAHHOTO BHJIa» pa3padOTKa M OTJIaaKa
nporpamm ocyuiectpisiercs 3a npeaenamu UCIIJIH, Ha ucnbpITaTeNIbHBIX CTEHIAX;

— BCE U3MEHEHHA KOH(puUrypamum TexHU4Yeckux u nporpammubix cpeacts MWCI/In
MIPOU3BOJIATCS CTPOTO YCTAHOBJICHHBIM MOPSIKOM (PErHCTPUPYIOTCS U KOHTPOJIHPYIOTCS)
TOJIBKO Ha OCHOBaHUM pacnopsbkeHud pykoBoictBa MBJIOY Ne 111 «/lerckuit can
KOMOMHHPOBAHHOTO BUJIAY;

— ceTeBoe 00O0pyaoBaHHE (KOHILIEHTPATOPbl, KOMMYTATOpBI, MapIIpyTHU3aTOpPbl U T.II.)
pacrosiaraeTcsi B MecTaxX, HEJIOCTYIHBIX IJIsi MOCTOPOHHUX (CHEIHAIBbHBIX MOMEUICHHSIX,
mkadax, u T.11.);

— cnenuanuctamu MBJIOY Ne 111 «JleTckuii cajq KOMOMHUPOBAHHOTO BUIAY
OCYIIIECTBIISIETCS] HETPEPHIBHOE YIIPABICHUE M aIMUHUCTPATUBHAS MOITIEPHKKA
(GyHKIIMOHUPOBAHUSI CPEJICTB 3AILUTHI.

7. KOHTPOJIb D®@PEKTUBHOCTHU CUCTEMBbI 3ALIUTHI UCII 1n

Kontpons sdpdextuBHoct C3II/IH momkeH oOcCylIeCTBIsAETCS Ha MNEPUOAWYECKOH OCHOBE.
Ienbto KOHTpONS 3((HEKTUBHOCTH SIBIISETCS CBOEBPEMEHHOE BBISBICHUE HEHaUIeKaIluX
pexumoB pabotsl C3IIJIH (OTKIIIOUEHHE CPEACTB 3allUThl, HAPYIIEHHWE PEXUMOB 3allUTHI,
HECaHKLMOHUPOBAaHHOE HW3MEHEHUE peXuMma 3allUThl U T.I1.), a TaKk IPOTrHO3UPOBAHHE U
MIPEBEHTUBHOE pearnpoBaHue Ha HOBbIE yrpo3bl 6e3onacHocTH [1/1H.

KoHnTpoabs MoxeT mpoBoAUThCS Kak aaMuHUCTpatopamu Oe3omacHocty MCII/IH (onepatuBHbIN
KOHTpPOJIb B Tporiecce nHpopmanronnoro Bzaumoseicteust B UCIIJ/IH), Tak U mpuBIeKaeMbIMU
JUISL OTOM 1€MW KOMIETEHTHBIMH OpraHu3alUsiM{, HWMEIOIIMMH JIMIICH3UI0 Ha JTOT BUJ
nesitenbHOCTH, a Takke PCTIOK Poccun u @Ch Poccnu B npegenax nx KOMIETEHIUU.

KOHTpOHL MOKCT OCYHICCTBJIATHCA aAMUHUCTPATOPOM 0E30IMaCHOCTH Kak C ITOMOIINBIO IITAaTHBIX
Cp€ACTB CHUCTEMBI 3alIUTHI HJIH, TaK W C IOMOINBIO CHCHHUAJIBHBIX IMPOrpaMMHBIX CPEIACTB
KOHTPOJIA.

Onenka sddextuBHOCTH Mep 3amuThl [IJIH TPOBOAUTCS C MCMONB30BAHUEM TEXHHUYECKUX WU
MPOTPAMMHBIX CPEICTB KOHTPOJIS HA TIPEAMET COOTBETCTBUS YCTAHOBJICHHBIM TPEOOBAHUSIM.

8. COEPBI OTBETCTBEHHOCTMU 3A BE3OITACHOCTbD II/In

OTBeTCTBEHHBIM 3a pa3paboTKy Mep U KOHTpPOJIb Haja olecreueHneM 0e30MmacHOCTH
NIEPCOHANBHBIX JaHHBIX sABiIsAeTcs pykoBoautens MBJIOY  Ne 111 «Jlerckuii can
KOMOWHUPOBAaHHOTO BHZa». PyKOBOAWTENb MOXET [eJIerMpOBaTh 4YacTh IOJHOMOYMN 10
obecreueHno 6€30MacHOCTH MEPCOHATBHBIX JTAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOIUTENSI BKIIOYACT CICAYIOIIME HAINpPaBJICHHUS OOecreueHus
oe3omacHocTu I1/1H:
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— IlnanupoBanue u peanu3zaiys Mep 1o odbecneueHuro 6ezonacuoctu [1/1H;

— Amnamm3 yrpo3 6e3onacHoctu [1/]H;

— Pa3pabotky, BHenpeHNEe, KOHTPOJIb UCIIONHEHUS U MOJAEP)KaHUE B aKTyaJbHOM COCTOSIHUU
MOJIMTUK, PYKOBOJACTB, KOHIIEMLHUN, HPOLEAYp, PEriaMeHTOB, HMHCTPYKIMH U APYrux
OpraHU3aIMOHHBIX JOKYMEHTOB 10 00eCIeueHUI0 OE30MMaCHOCTH;

— KonTpons 3amumiennocta UT uadpactpykrypst MBJIOY Ne 111 «/lerckuii can
KOMOMHHMPOBAHHOTO BUJIa» OT yrpo3 Ub myrem;

— OOyuenue u unopmuposanue nosb3osareneit MCII/IH, o mopsake padotsl ¢ [1/]x u
CPEJICTBAMU 3aLIUTHI;

— [IpenoTBpaienue, BeISBICHUE, peariPOBaHKUE U PACCieI0BaHUE HAPYIICHUH 0€30MacHOCTH
[]1x.

[Ipu B3auMOIEHCTBUU CO CTOPOHHMMH OPraHU3aIllMsAMU B CIy4asxX, KOIJIa COTPYIHHUKAM STHX
OpraHM3alMii TMPeJIOCTaBIICTCA JOCTYIl K OO0BbeKTaM 3amuThl (pa3gen 3), ¢ 3TUMH
OpraHm3alysIMH JOJDKHO OBITh 3aKkioueHo «CoriameHue O KOH(PHUACHIIMATBHOCTHY, JTHOO0
«Cormamenue o coooaeHnn pesxknma o6e3omacuoctu [1/1H mpu Beimonaennu padot B UCIT Iy,

9. MOJAEJIb HAPYHIUTEJIS BE3OITACHOCTH

[Tox napymurenem B OVIB (OMCY) nonumaercs au1o, KOTOPOE B PE3YJIbTaTe YMBIIUIECHHbBIX
WJT HEYMBIIIUICHHBIX JCHCTBUN MOXKET HAHECTH yIIepO oObeKTaM 3aiuThl (pasaen 3).

Hapymurenu noapasaenstorcs no npusHaky npuHaanexsocty Kk UCI/Ix. Bee napymurenu
JIEJISITCS Ha 1BE TPYIIIIBL:

— BHeEIIHHEe HApymIuTeJau — (QU3WYECKUe IMIa, HE HMEIOIUe MpaBa NpeObIBaHHUS Ha
TEPPUTOPUU KOHTPOJIUPYEMOI 30HBI, B Mpeaesax KOTOPOH pa3MmelaeTcss o0opylIoBaHUE
NCTIH;

— BHYTPeHHHe HapyIIMTeJu — (QU3MYecKHe JMia, UMEIOUIMe MpaBo MpeObIBaHUS Ha

TCPPUTOPUUN KOHTpOHpreMOﬁ 30HBI, B IIpEaciax KOTOpOI>'I pa3sMeacTcAa O60py,Z[OBaHI/Ie
WUCTI/Tx.

Knaccudukanus napymmrenen npeactaBieHa B Mojienu yrpo3 0e30macHOCTH MePCOHATBHBIX
nauHbIX kaxaon UCITH.

10. MOAEJIb YI'PO3 BE3OITACHOCTH

Jost UCITJa MBJIOY Ne 111 «/lerckuit cax KOMOMHUPOBAHHOTO BUa)» BBIACIISIOTCS
CJIEyIOIE€ OCHOBHBIE KATETOPUU Yrpo3 O€30MacHOCTH NMEPCOHATBHBIX TAHHBIX:

1. VYrpo3ssl OT yTe4yku N0 TEXHUYECKUM KaHalaM.

2. ero3LI HECAHKINUOHHUPOBAHHOI'O AOCTYIIA K I/IH(1)OpMaI_[I/II/II

— VYrpo3bl YHUUTOXKEHUSI, XUIleHus annapatHeix cpeacts MCITAn HocuTeneit nuHbopManuu
nyteM (usnueckoro goctyna k anementam UCII/IH.

— VYTpo3bl XUIIEHUs, HECAHKLIIMOHUPOBAHHON MOJU(PHUKAINN WK OJIOKUPOBaHUS WH(OpMAIUN
3a cyeT HecaHKUKMOHUpoBaHHOTO noctyna (HC/I) ¢ mpumenenneM nmporpaMMHO-anmapaTHbIX
U IPOTPaMMHBIX CPEJCTB (B TOM YMCIIE IPOrPaMMHO-MaTEMAaTHYECKUX BO3CHCTBUN).

— VYrpo3sl He NpeJHaMEepeHHBIX JEWCTBUHN TMoNb3oBaTeNeil M HapylleHuid Oe30MmacHOCTH
¢dbyakuuonupoBanus WCIIJIlm u C3II[Jn B ee cocraBe wm3-3a COOEB B MPOTPaMMHOM
o0ecrieyeHUH, a TaKke OT Yrpo3 HE aHTPONOreHHOro (cOoeB ammapaTypbl Hu3-3a
HEHAJIe)KHOCTU 3JIEMEHTOB, COOEB HIIEKTPONUTAHUS) W CTUXMUHOrO (YyAapoB MOJIHMHA,
M0KapoB, HABOJHEHUH U T.II.) XapaKkTepa.

— VYTpo3bl IpeIHAMEPEHHBIX I€HCTBUI BHYTPEHHUX HAPYLIUTEIICH.
— YTpo3bl HECAaHKIIMOHUPOBAHHOTO AOCTYIIA 10 KaHAJIaM CBS3H.
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Onucanue Yrpo3, BEpOATHOCTh UX pCalin3allvi, OMMACHOCTb U aKTYAaJIbHOCTH IPCACTABJICHLI B
Monenu yrpo3 6€30macHOCTH MEePCOHANBHBIX JaHHBIX Kaxnoi MCII/H.

11. MEXAHU3M PEAJIM3ALIUN KOHUEIIINHA

Peammuzanms KOHHGHHI/II/I AO0JIKHa OCYHIECTBIIATHECA HAa OCHOBE IIEPCIICKTUBHBIX ITPOrpaMM U
IIJIaHOB, KOTOPBIC COCTABJIAIOTCA HA OCHOBAHHMU U BO HCIIOJTHCHHE!

— (enepanbHBIX 3aKOHOB B 001acTH obecrieueHus: HHPOPMAMOHHOW O€30MTaCHOCTH U 3aIIUTHI
uHpOpMaLnu;

— nocraHosieHui [Ipasurenscrsa Poccniickoit denepanuu;

— PYKOBOJSIIKX, OPraHU3alHOHHO-PACTIOPSIUTENBHBIX U METOJUYECKUX JOKYMEHTOB
®OCTOK Poccnm;

— mnotpedHocteit MUCII/IH B cpencTBax obecnieueHuss 6€30macHOCTH HHPOPMAIIUH.

12. O)KUIAEMBII D®®EKT OT PEAJIN3ALIAN KOHIEIIIMHA

Peanusanus Konnernmuu 6e3omacuoctu [1/{a 8 UCII/{H mo3BoauT:

— oueHuTh cocrosiane 6e3onacuoctu nHpopmanuu UCII/IH, BBISIBUTS HCTOUHUKH BHYTPEHHHUX
W BHEIIHUX yrpo3 HH(POpPMALMOHHONW OE30MacCHOCTH, OINPEACTUTh MPUOPUTETHHIE
HaIlpaBJICHUs MPEAOTBPALICHUS, OTPAKEHUS U HEUTPAIU3AIUHU 3TUX YTPO3;

— pa3paloTaTh pacnopsAUTEIbHbIE U HOPMATUBHO-METOINYECKUE IOKYMEHTHI
npumenutenbHo k UCII/1H;

— mnpoBecTH Kinaccudukanuio u ceprudukanuio UCII/IH;

— TMPOBECTU OPTaHU3AIMOHHO-PEKUMHBIC U TEXHUUYECKUE MEPOIPHUATHS 110 00ECIIEUECHUIO
6e3onacuoctu [1/1n B UCII/IH;

— obecreynTbh HEOOXOAUMBIN YpPOBEHBb O€30MaCHOCTH 0OBEKTOB 3aIIUTHI.

OcyiiecTBieHHEe 3TUX  MEPONPUITUH  OOECHEeUuT CO3JaHHE €IMHOHM, IIeJIOCTHOM U
CKOOPJIMHHUPOBAHHOM cucteMbl HHpopMarronHoi 6e3onacHoctu UCII/IH u co3mact ycnoBus
VIS €€ NAJIbHEHNIIEro COBEPIIEHCTBOBAHMUS.

13. ClTIUCOK UCITOJb30OBAHHBIX NCTOYHUKOB

OCHOBHBIMU HOPMATUBHO-TIPABOBBIMU U METOJMUYECKUMHU JOKYMEHTaMH, Ha KOTOPBIX
Oasupyercs Hactosmas KoHuenius sBiastoTcs:

1. ®enepanpubiit 3akoH oT 27.07.2006 1. No 152-®3 «O nepcoHanbHBIX JaHHBIX» (Hanee —
@3 «O mnepcoHaNbHBIX JAaHHBIX»), YCTAHABIWBAIOIIMNA OCHOBHBIE MPHUHIMIBI U YCIOBHS
obpabotku [1JIH, mpaBa, 00s13aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOIICHHI, CBS3aHHBIX
¢ oopabotkoii IT/]H.

2.  «llonoxenne 06 obecrieueHNH OE30MACHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKE B
WH()OPMANMOHHBIX CHCTEMaX TEPCOHAIBHBIX JAaHHBIX», YTBepXkKAcHHOE [locTaHoBIICHHEM
IIpaButensctBa PO ot 17.11.2007 r. Ne 781.

3. «llopsmox mpoBeneHust Kiaccu(puKamuy WHPOPMANMOHHBIX CHCTEM MEPCOHAIBHBIX
JaHHBIX», yTBepkKAeHHBIN coBMecTHBIM [Ipukazom @CTIK Poccun Ne 55, ®CB Poccun Ne 86 u
Mununpopmcsszu PO Ne 20 ot 13.02.2008 r.

4, «[Tonoxenne 00 ocoOeHHOCTAX 00PaOOTKH MEPCOHATBHBIX JaHHBIX, OCYIIECTBIsIeMON Oe3
HCMOJIB30BAHMS CPEACTB aBTOMATHU3allUN», yTBepkaeHHOe [loctanoBnenuem IIpaBurensctea PO
otr 15.09.2008 . Ne 687.

5.  «TpebGoBaHusi K MarepHaJbHBIM HOCUTENIIM OMOMETPHUYECKHX MEPCOHAIbHBIX NAHHBIX U
TEXHOJIOTUSIM XPaHEHUS TaKUX JIaHHBIX BHE HMH(POPMALMOHHBIX CHCTEM IE€PCOHAIBHBIX
JTAHHBIX», yTBepxkAcHHbIEe [locTanoBIeHNEM [IpaBuTenscTBa PO o1 06.07.2008 1. Ne 512.
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6. HopmaTtuBHO-MeTOonuueckue MOKyMeHTbl DenepanbHO CiayXkObl MO TEXHHYECKOMY U
IKCTIEpTHOMY KOHTpoJto Poccuiickoit denepanun (nanee - ®CTOK Poccun) mo odecrnieueHno
6e3omacunoctu [1/1a mpu ux o6padotke B UCII/H:

7.  Pexomenmamuu 10 0OeCHeUCHHIO OE30MAaCHOCTH IEPCOHANBHBIX JAHHBIX TIPU HX
0o0paboTke B WH(MOPMALMOHHBIX CHUCTEMaX TIEPCOHATIBHBIX ITaHHBIX, YTB. 3aM. JTUPEKTOpa
OCTOIK Poccun 15.02.08 r. (JICII)

8.  OcHOBHbBIE MEPONPHUSITHS [0 OPTAHHM3AINH U TEXHUYECKOMY O0OCCIICUeHUIO OE30MacHOCTH
MEPCOHAJBHBIX JaHHBIX, 00pabaThIBaeMbIX B HMH(OPMAIIMOHHBIX CHUCTEMaX IMEPCOHATBHBIX
naHHbIX, yTB. 3aM. aupekrtopa DCTIK Poccun 15.02.08 r. (ACII)

9. baszoBas Mozaens yrpo3 0€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX MpH HX 00paboTKe B
MH(OPMAIIMOHHBIX CHCTEMaxX MEePCOHANBHBIX TaHHBIX, YTB. 3aM. qupekropa PCTIK Poccun
15.02.08 r. (JACII)

10. Meroauka onpesieneHus aKTyanbHbIX YIPO3 6€30HaCHOCTH NMEPCOHANBHBIX JAHHBIX P HX
o0paboTke B WH(MOPMAIMOHHBIX CHUCTEMaX IEPCOHATBHBIX JAaHHBIX, yTB. 3aM. JHPEKTOpA
OCTIK Poccum 15.02.08 r. (ACII)
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