NHOPOPMALIMOHHAA ITAMATKA

JJIA OBYYAIOIIUXCA JJIAA PASMEIIEHUSA

HA OPNINAJIBHBIX MTHTEPHET-PECYPCAX
C KaxIbIM TOAOM MOJOJICKH B MHTEPHETE CTAaHOBUTHCS OOJIbIIE, a MIKOJbHUKH
OIHM W3 CaMbIX AaKTHUBHBIX I[OJb30BaTenell PyHera. Mexny TeMm, HOMHMO
OTPOMHOI0 KOJIMYECTBA BO3MOXXHOCTEH, HMHTEPHET HECeT W MpobsieMbl. Jta
naMsTKa JI0J>KHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.
KoMmnbroTepHblie BUPYChI
KoMIbroTepHBIE BUPYC - 3TO Pa3HOBHJIHOCTh KOMIBIOTEPHBIX IPOTPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTh
BCe (pailsibl U JaHHBIE, IOJJKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3alynieHa 3apaKeHHasi MporpamMma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
OIEPAIIMOHHYIO CUCTEMY CO BceMM (aiizamu B 1eJ0M. B OONBIIMHCTBE ciy4yacB
PacIpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.
MeToasbl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:
1. HMcnonp3yli COBpEMEHHBIE OIIEPALMOHHBIE CHCTEMBI, HMMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;
2. IloctosHHO ycraHaBnuBail mautd (UUGpPOBBIE  3allIaTKH, KOTOpPbIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C LEIbIO JOPAa0OTKH MPOTpamMMbl) U JIpyrue
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummanbHoro  caira paszpadborunka OC. Eciaum  cyliecTByeT  pexum
aBTOMATU4YECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;
3. PabGoraii Ha cBoeM KOMIIBIOTEpPE TMOJ MpaBamMH IOJIb30BATENs, a He
aMUHHUCTpATOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;
4. Hcnonb3yili  aHTUBHPYCHbIE  INPOTPAMMHBIE  MPOIYKTHI ~ W3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;
5. Orpanuupb pU3NUECKUM JOCTYI K KOMIBIOTEPY 151 TOCTOPOHHUX JIMLL;
6. Mcnonp3yil BHEIIHWE HOCUTENM HMH(OpMAaLMU, Takue Kak (premka, TUCK WM
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbIBaii KOMIIbIOTEpHBIC (halibl, TOJYyYCHHbIE W3 HEHAJACKHBIX
ucTOYHUKOB. Jlaxke Te (pailyibl, KOTOphIEe MpUcal TBOK 3HAKOMBIH. Jlyumie yTounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.
Cern WI-FI
Wi-Fi - 310 He BHI mepelauu JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 rony HujaepiiaHjckass KOMIIAHUSI 3aperucTpupoBaja OpeH.
"WECA", urto o6o3navyasio cioBocoueranue "Wireless Fidelity", xoTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".
Jlo Hamiero BpeMeHH Joluia apyras a00peBHaTypa, KOTopas sIBISIETCS TaKOM ke
TexHonorue. Ito abopesuatypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM
Ha CTaHAapT BbIclIel 3BykoBoW TexHuku Hi-Fi, uyto B mepeBoge o3Havaer
"BBICOKAsi TOYHOCTB".



Jla, OecrnaTHBI WHTEPHET-AOCTYN B Kade, OTEIsIX M a’pornopTax sBIAETCA
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOrMe sKcnepThl CUHUTAIOT,
yto obmienocTynHbie Wi-Fi ceTr He SIBISIFOTCS 0€30IaCHBIMH.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro imuHyto uHpopmaruio yepes odmenoctynasie Wi-Fi cern.
PaboTast B HuUX, KellaTeIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEDA;

2. Ucnonb3yit U 0OHOBIIANM aHTUBUPYCHBIE IPOrpaMMbl U OpaHamMayep. Tem cambim
ThI 00€30MacHuIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonwszoBanun Wi-Fi otkmoun gynkumio "OOmmit goctyn k ¢aigam u
npuntepam". JlaHHas (QyHKIUS 3aKpbITa MO YMOJYAHHUIO, OJHAKO HEKOTOPHIC
M0JIb30BATENM AKTUBUPYIOT €€ JIJIsl y100CTBAa UCIOJIBb30BaHUs B padoTe WK yueOe;
4. He ucnone3yid nyonuunsiidi WI-FI nis nmepenaym JTUYHBIX aHHBIX, HAIpUMEP
JUTSL BBIXO/Ia B COLMATIbHBIE CETH UITU B JIEKTPOHHYIO TTOUTY;

5. Ucnonb3yi TosbKO 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.c.
npu Habope BeO-asipeca BBOAM UMEHHO "https://";

6. B wmoOunbHOM Tenedone otkiaroun ¢yHknutoo "TloakmoueHune k  Wi-Fi
aBromatudecku". He momyckail aBTOMaTW4YeCKOTrO MOIKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CouuajibHble ceTH

CommanbHble CeTH aKTUBHO BXOJST B HAINly JKM3Hb, MHOTHE JIIOU PabOTarOT |
KHUBYT TaM TMOCTOSIHHO, a B Facebook ye 3apeructpupoBan MUILIHAP YEIOBEK,
qTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHMMAIOT, YTO HWH(OpMaILNS, pa3MEIIeHHAas UMH B COIMAIBHBIX CETSIX, MOXKET
ObITh HalileHa M HCIIOJIb30BaHA KEM YTOAHO, B TOM YHCIE HE 00s3aTeNbHO C
0JIaruMU HaMEPEHUSIMHU.

OcHoBHbBIE COBETHI 10 §€30IIACHOCTH B COIMATBbHBIX CETAX:

1. Orpannyb cMcOK Apy3ei. Y TeOs B APY3bsiX HE JIOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIIOJICH;

2. anmiiail CBOIO 4YacTHYIO >ku3Hb. He ykaswpiBail maposin, tenedoHbI, aapeca,
JaTy TBOETO POXACHUS W APYTYIO JUYHYIO HHPOPMAUIO. 3JI0yMBIIIICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl W TBOU POJUTETH
IUTAHUPYETE TIPOBECTH KAaHUKYIIBI;

3. 3amminail CBOIO pemyTaluio - JIEpKU €€ B YHCTOTE W 3a/aBail cebe Bompoc:
XoTen OBl ThI, YTOOBI JPyrWe TOJb30BATEIM BHUACTH, YTO ThI 3arpykKaeuib?
[Tomymaii, mpesx/ie 4eM 4To-TO OMyOJIMKOBATh, HATIMCATh U 3arPy3UTh;

4. Ecnu TBI TOBOpHIIb C JIOJBMH, KOTOPBIX HE 3HAClIb, HE HCIIOJb3YH CBOE
peasibHOE UMS W APYTYIO JTUYHYI0 HHPOPMAIMH: UMS, MECTO KUTEIbCTBA, MECTO
y4eObl U poyee;

5. U3Geraii pasmemenust ¢dotorpaduit B MHTEpHETE, TAe Thl HU300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEEIUTh TBOE MECTOTIOJIOKEHHE;

6. [lpu peructpamuu B COIMAIBHON CETH HEOOXOIMMO HCHOJIb30BaTh CIIOKHBIC
apoJx, COCTOSIIINE U3 OYKB M IU(P U C KOJTUUYECTBOM 3HAKOB HE MEHee §;



7. Ang couuanbHON CETH, MOYTHI U APYTUX CANTOB HEOOXOIMMO HCHOJIb30BaTh
pazHble maponu. Torga eciu TeOs B3JIOMAlOT, TO 3JIOYMBINUICHHUKHA TOJydat
JIOCTYT TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H

ONeKTpOHHBIE JEHBIM - OTO OYEHb YJIOOHBIM CHoco0 IUIaTexed, OJHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DNEKTPOHHBIE JIEHBI'M IMOSBHIMCh COBCEM HEIABHO M HMMEHHO H3-3a ATOTO BO
MHOTHX TOCYyAapCTBax O CUX MOP HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QYHKIMOHMPYIOT U O HUX YXK€ MPOMHCAHO B 3aKOHE, TJE UX
pa3zeNsaoT HA HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs MPOBOAUTH oOmepanuu 0e3
UJEHTU(UKALIMK [TOJIb30BATENs], @ B HEAHOHUMHBIX UJICHTU(DUKALMS MOJIb30BATENS
ABJIAETCS 0053aTENBLHOM.

Taxke ciemyer  pas3nuyarh — JJCKTPOHHbIE  (QUaTHBIE JCHBIU  (paBHbBI
rOCyJapCTBEHHBIM BaJIIOTaM) M DJIEKTPOHHbIE HedUaTHbIE JACHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IACHOM padoTe ¢ ITEKTPOHHBIMH ICHbIAMMU:

1. IlpuBsku K cuery MOOWIBHBIA TenePoH. DTO camblii yTOOHBIA M OBICTPBIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN TeneoH MOMOXKET, €Ciu
3a0y/ielib CBOM IJIATEKHBIA Tapoib WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. HWcnone3yit opHopa3zoBble mnaponu. llocne mepexoma Ha  yCHIIEHHYIO
aBTOpHU3alMI0 TeOe yke He OylIeT YrpoKaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BoiOepu cnoxHbIi mapois. [IpectynHrkaMm OyneT He MPOCTO yraaaTh CIOXKHBIN
napoiib. Hajexxuple maposiu - 3T0 mapoyiv, KOTOpbIE COAEpKaT HE MEHEee § 3HAKOB
U BKJIIOYAIOT B ce€0d CTPOYHBIE W TMPOMHCHBIC OYKBBI, IUMPHI U HECKOIBKO
CUMBOJIOB, TaKuMe€ KaK 3HAK JoJiapa, (yHTa, BOCKJIMIIATENBHBIA 3HAK W T.II.
Hamnpumep, $tROng!;;

4. He BBOJIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEIIb.
DJIeKTPOHHAS MOYTA

DONEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHUS U MPENOCTaBISIEMBbIE €I YCIYTrd IO
NEPECHUIKE U MOIYYECHHIO JIEKTPOHHBIX COOOIEHUH, KOTOPBIE paCIpeesSIoTCs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBINM TMOYTOBBIA SIIUK  BBITJISIUAT
CJIeIyIOUUM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMS_ToMeHa. Takxe Kpome nepeaadn
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh TIEpe/iaBaTh (pailiibl.

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ JJIEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh mpaBWIbHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIy4YIlle JOBEPSATH TEM, KOTO
3HACIb, U KTO MEPBBIM B PEUTHUHTE;

2. He ykas3piBail B OUYHOM mouTe JUYHyl uHpopmaumio. Hampumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";

3. Wcnonp3yil NBYXATAlHYIO aBTOPU3ALMI0. DTO KOT/a MOMUMO MapOojis HYXKHO
BBOJIUTH KOJI, MPUChUTaeMbIi 10 SMS;



4. Be10bepu CIIOKHBINA Maposib. J[JIs KaXKI0T0 MOYTOBOTO SITUKA TOKEH OBITh CBOU
HAJICKHbIN, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Ecinn ecTb BO3MOXXHOCTh HANMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
3Ty BO3MOYXHOCTb;

6. Mcronp3yil HECKOIBKO MOYTOBBIX SIIIUKOB. IIepBhIil 1151 4aCTHOM MEPENUCKU C
aapecaTaMy, KOTOPBIM Tbl JOBEpSCHIb. DTO DJEKTPOHHBIA aJpec HE HaJO0
UCIT0JI30BaTh NIPU PErucTpalui Ha (opyMax u cailTax;

7. He oTkpbiBaii ¢ailyibl U ApyTUE BIOKEHUS B MHChbMaX, JIaXe €CIU OHH MPHILLIH
OT TBOMX Jpy3el. JIyule yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (DalbL;

8. Ilociie okoHYaHHs padOTHI HA MOYTOBOM CEPBUCE NEPEN 3aKPBHITUEM BKIIAJIKH C
caiiToM He 3a0yJp HaxXaTh Ha "BeiidTu".

Kun0epOyniimHr wiin BUPTyaibHOE U3/1eBaTE/IbCTBO

KubepOymuHr - mpeciieloBaHHE COOOIICHUSIMH, COJACPKAIUMH OCKOpPOJICHUS,
arpecculo, 3aryruBaHue; XyJIUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHHE C TTIOMOIIIBIO
PAa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 0 00pbHle ¢ KHOEePOYIIMHIOM:

1. He 6pocaiics B 60ii. JIyumuii crmoco0: MocoBeTOBaTLCSA Kak ce0s BECTH U, €CIIU
HET TOr0, K KOMY MOXHO O0OpaTUThCsI, TO BHAYAJIE YCIIOKOUThCS. Eciii Thl HauHeIIIb
OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €IIe OOJbIlE Pa30XIKellb
KOH(DITUKT;

2. Ynpapnsii cBoe kudeppenyTaiuuei;

3. AHOHUMHOCTH B ceT MHHMMas. CyIeCcTBYIOT ClIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKayHTOM;

4. He crouT BecTM XyJIUTaHCKUM oOpa3 BUPTyaJdbHOU Ku3HU. MHTEpHeT
(GuKcUpyeT Bce TBOM JEUCTBHS M COXpAHSET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobmroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit enuandHbI HeraTuB. OMHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
Jy4iie urHopupoBath. OOBIUHO arpeccus MpeKpaniaeTcsi Ha Ha4aabHOUW CTaInu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B
COIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKUA COOOIIECHUIA C
OIPENIEIICHHBIX aJPECOB;

8. Ecnmm Th1 cBuperenpy kuOepOyinuHTra. TBOWM JEHCTBUSA: BBICTYIUTH IPOTUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NoAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpkKaT B ceOe BIOJIHE B3POCIHbIN
byHKIIMOHAT, W TEemepb OHU MOTYT KOHKYPHUPOBAaTH CO CTAallMOHAPHBIMHU
KoMIibroTepamMu. OHAKO, CPEACTB 3AIUTHI IJIs1 TIOJJOOHBIX YCTPONUCTB TIOKA OYEHB
Masio. TecTMpoBaHWE€ W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOJUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMIIBHBIX TIPHIIOKEHUH.
CoBpeMeHHbIE MOOWIBbHBIE Opay3ephl YK€ NPAKTUYECKH JOTHAIM HACTOJBHBIC
aHAJIOTH, OJHAKO pacmmupeHne (yHKIHMOHATIA BIIEYET 3a CO0O0M OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUILEHHOCTD.



Jlaneko He Bce NPOM3BOAUTENN BBITYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIIHE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI JIJI1 0€30IACHOCTH MOOWIBHOTO Tesied)oHa:

Huyero He siBisieTcst mo-HacTosiemMy OecriaTHbIM. By ocToposkeH, Beab Koraa
Tebe mpejuiaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

Hywmaii, mpexsie uem ornpaButb SMS, ¢hoTo wiu Buaeo. Thl TOUHO 3HAEIIb, TIE
OHHU OYJyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

He 3arpyxail mnpuioXeHuss OT HEHW3BECTHOIO HCTOYHHKA, BEAb OHH MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUECHHUE;

[Tocne Toro Kax Thl BBIMIEIIb C CaliTa, IJI€ BBOJIWI JIMYHYIO HH(DOpMALUIO, 32111 B
HACTPOWKH Opay3epa u yaanu cookies;

[leproguyeckn MpOBEpsAN, KakWe IUIATHBIE YCIYTM AKTUBUPOBAHbI HAa TBOEM
HOMEpE;

JlaBaii cBOIl HOMEp MOOMJIBHOTO Tene(OoHa TOJIBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U
KOMY J1OBEpsICILb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAAa Thl UM HE THoJb3yelibes. He 3a0biBait
WHOT/1a IPOBEPATH 3TO.

Online urpsi

CoBpeMEHHBIE OHJAWH-WUTPBI - ATO KPACOYHBIE, 3aXBATHIBAIOIIUE Pa3BICUYEHUS,
OOBEAUHSIONINE COTHU ThICAY 4YEJNOBEK MO Bcemy Mupy. Wrpoku wuccnemayrot
JAHHBIM UM MHUp, OOLIAIOTCA JIPYT C APYTOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCS C
MOHCTPaMH M TOJYyYarOT ONBIT. 32 YAOBOJBCTBUE OHHU IUIATAT: MOKYHAKOT JIHCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUU.

Bce 3t cpencrtBa MayT Ha MOJAEpP’KaHWE M PAa3BUTHUE WUIPBI, a TAKXKE HA caMy
0€30I1aCHOCTb: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE
naTuu (UQPpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX Wrpax CTOUT omacaTrhCsli HE CTOJBKO CBOMX COINEPHHUKOB, CKOJIBKO
Kpa)ki TBOET0 MapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3ALMU OOJBIINHCTBA
Urp.

OcHOBHBIE COBETHI 110 0€30IACHOCTH TBOET0 HTPOBOI0 AKKAyHTA:

1. Ecau npyroit urpok BejeT ceOs MIOX0 WM Cco3JaeT Tebe HENMpUSTHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. Tloxanyiicss aAMUHUCTpPATOpaM HWIPhl HA ILJIOXO€ IMOBEAECHHUE ATOr0 WIPOKa,
YKEJIATEJIbHO NIPUJIOKUTHh KAKHE-TO JI0KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaiil muuHyto nHpopmMaluio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuImaabHbIC TaTIYU U MOJIBI;

6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MapOJIH;

7. Jlaxe BO BpeMsi UTPbl HE CTOUT OTKJII0YaTh aHTUBHUpYC. IIoKa ThI urpaeus, TBON
KOMIIBIOTEP MOTYT 3apPa3uTh.

OUIIUHT WM KPAXKa JTHYHBIX JAHHBIX



OOBIYHON Kpaxkell AEHEer W JOKYMEHTOB CErOJHs YK€ HHUKOTO HE YJIMBHILb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3I0YMBIIUIICHHUKHA EPEMECTUIIMCh B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS "TFOOMMBIM'" ICJIOM.

Tak mosiBuiIach HOBasi yrpo3a: HHTEPHET-MOILIEHHUYECTBA WM (DUIIUHT, TiaBHas
1e’db  KOTOPOr0  COCTOUT B TMOJYYEHUM  KOH(HMIICHUIHUANBHBIX  JaHHBIX
MOJIb30BaTENEeH - JTOrMHOB U maposiei. Ha anrmmiickom si3bike phishing uurtaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHoBHBbIE COBETHI 110 00pbLOE ¢ PUIIMHIOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciii Tl mogo3peBacib, YTO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBAaTH €€ W COOOIIUTH aJIMHUHHUCTPATOpaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Wcnonb3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJI€, WHTEPHET-MAara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yii cinoxkHble U pa3Hble napoiu. Takum obpa3zom, eciii Te0s1 B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKHU TIOJy4YaT JTOCTYII TOJBKO K OJTHOMY TBOEMY IPO(DUIIIO B CETH,
a He KO BCEM;

4. Ecnu Tebst B31OMaIN, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J00aBieHbl Y T€Os B JPY3bsiX, O TOM, 4TO T€Os B3JIOMAJU U, BOZMOXHO,
OT TBOETO UMEHHU OYJIET pacchliaThCsl ClIaM U CChUJIKU Ha (PUILIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbid apois (PIN) Ha MOOWIBHBIN Tene(OH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIiBaii (haiiibl U ApyTHUE BIOKEHUS B MHUCbMaX, AK€ €CJIM OHU MPUILLIH
OT TBOMX Jipy3el. Jlydllle yTouHU y HUX, OTIPABIISIIN JIK OHU TeOe 3TU (Dailsibl.
Hudposas penyrauus

[MuppoBas penyranusi - 3T0 HEraTUBHAS WM MO3UTHBHAs MH(OpMaLUsi B CETU O
tebe. Kommpometupyromasi uHpopmaiusi, pa3MelieHHass B UHTEPHETE, MOMKET
CEphE3HBIM 00pa30M OTpPa3UThCS Ha TBOEH peanbHOM xu3HU. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIN (popmupyercs u3 nadopmaiuu o tede B
WUHTEPHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOEHHOCTHU
XapakTepa M paccKkasbl O OJIM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICICHHO OTHOCATCA K MyOJUKalUUWd JIMYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHencTBUi. Thl maxe He
CMOXeEITb J0TagaThcsi 0 ToM, uyTo doTorpadus, pa3MellleHHas 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pasmeiienue TBoux ¢oTorpaduil U Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh JAXKE IMOCJE TOro, KaK Thl UX YJalHIlb. Thl HE 3HACIIb, KTO COXPAaHUI
3Ty MH(OpMaIHIO, IToNaia JIM OHAa B TOUCKOBBIE CUCTEMBI M COXPAHMIIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KAIOIIME JIIOAH, KOTOPhle HAMAYT U YBUIAT
sTo. Haiftn mHpOpMannio MHOTO JIET CIYCTS CMOKET JI000H - Kak M3 J0OphIX
noOyXJIeH!I, TaK ¥ C HaMEpPEHHEeM MPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOIHO.

OcHOBHBIE COBETHI 10 3a1UTe NM(PPOBOH penmyTalMu:

1. [Tomymaii, mpexxie 4em 4To-To MyOJUKOBATh U MepeaaBaTh y ceOs B 010re Uiiu B
COIIMAJIbHOM CEeTH;



2. B nmactpotikax npouiis yCTaHOBH OTPaHUYCHHS Ha TIPOCMOTP TBOETO MPOhUIIs
1 €T0 COAEPKUMOTr0, CAeIal ero ToIbKO "1st apy3eit”;

3. He pa3memaii u He yka3piBail uHGOpMAIMIO, KOTOpash MOXET KOT0-JIM00
OCKOPOJIATH MJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MIKOJbHUKHU - aKTUBHBIC MOJIb30BaTEIU U(POBOro MPOCTPAHCTBRA.
OpHako [Oalleko HE BCE 3HAKOT, YTO IIOJb30BaHUE MHOTMMH BO3MOYKHOCTSIMHU
mudpoBOro  MHUpa TpeOyeT CoOOMIOAeHUs TIpaB Ha  HMHTEIUICKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "HHTEIIEKTyalIbHAsI COOCTBEHHOCTB" OTHOCUTCS K Pa3JIUYHBIM TBOPEHUSIM
YEeJIOBEYECKOTO yMa, HauMHas C HOBBIX M300pPETEHHMI M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOJAYKTHI M YCIYTH, U 3aKaHuMBasi KHUTamu, pororpadusamu,
KUHO(PUIBMAMH U MY3bIKAIbHBIMU TIPOU3BEICHUSIMU.

ABTOpCKHME TMpaBa - 3TO IpaBa Ha WHTEIUICKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUSI HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHUE IIpaBa BBICTYIAIOT B
KaueCcTBE TapaHTUH TOTO, YTO HMHTEIJICKTYaJbHBIM/TBOPUECKUNA TPYJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyJAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 06e3
pa3pelieHusi aBTOpa HE  MOXKET BOCIPOU3BOJWTH €r0  IPOU3BEIICHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IIPOJiaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCHOJHSTH, MOKa3bIBATH/UCIOJIHITL B dpUpe WU
pasmemate B MHTEpHETE.

Hcnonb3oBanue "MUpaTcKOro' MporpaMMHOro OOECIEUYEHHUS! MOXKET MPUBECTH K
MHOTUM pUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, TJI€ YCTAaHOBJIEHA HeJerajdbHasi mporpamma. He crouT Takke
3a0bIBaTh, YTO CYIIECTBYIOT JieTajbHbIe W OECIJIaTHBIE MNPOrpaMMBbI, KOTOpPbIC
MOYKHO HAUTH B CETH.

O nopraJue

CereBHUOK.p¢ - TBOW TJIaBHBIM COBETYMK B CETH. 371€Ch Thl MOXEIb Y3HATh O
0€30MacHOCTH B CETU TMOHSATHBIM M JIOCTYITHBIM SI3bIKOM, a TIPH BO3HUKHOBEHHUH
KPUTUYECKON CHUTyaIlluu OOPAaTHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



