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OIIPEJAEJIEHUA

B HACTOAIICM NOKYMCHTC HMCIIOJIb3YIOTCA CICAYIOIINC TCPMUHBI U UX OIPCACIICHUSA.

ABTOMATH3MPOBAHHAS CHCTEMA — CHUCTEMA, COCTOSIIAs U3 MEepPCOHAIa U KOMILIEKCA CPEJICTB
ABTOMATHU3AIMH €T0 JIeATEIHbHOCTH, peaTn3yoias HHOOPMAIMOHHYIO TEXHOJIOTHIO BBITTOIHEHUS
YCTaHOBJICHHBIX (DYHKIIUH.

AyTeHTI/I(l)I/IKaIII/Iﬂ oTnpaBuTe/isi MAAaHHBIX — TIOATBCPXKIACHHUEC TOIro, 4YTO OTIPABUTCIIb
IMOJIYUYCHHBIX JAHHBIX COOTBECTCTBYCT 3asBJICHHOMY.

Be3onacHoCTh NepcoOHANBHBIX JAHHBIX — COCTOSTHHE 3AIIUIICHHOCTH NIEPCOHAIBHBIX JAHHBIX,
XapaKkTepu3yeMoe CIOCOOHOCTBIO TMOJIB30BATENEH, TEXHUUECKUX CPEACTB M MH(OPMAIIMOHHBIX
TEXHOJIOTHI 00ecreynTh KOH(QUACHINAIBHOCTD, IIEIOCTHOCTh U JOCTYIMHOCTH MEPCOHATBHBIX
JAHHBIX IPU UX 00paboTKe B MH(YOPMAIIMOHHBIX CUCTEMaX NEPCOHAIbHbBIX JAHHBIX.

Buomerpuueckne mepcoHaNbHbIe [JaHHbIE — CBEJCHUS, KOTOPHIE XapaKTEpH3YIOT
¢bu3nonornuecKue OCOOCHHOCTH YEIOBEKAa W Ha OCHOBE KOTOPBIX MOXHO YCTaHOBUTH €ro
JMYHOCTB, BKIIOYas ¢ororpaduu, OTIEYaTKH MajbIeB, 00pa3 CeTYaTKH TIja3a, 0COOEHHOCTH
CTPOCHHMS TeJa U IPYryIo NOJOO0HYI0 HHPOPMAIIHIO.

BJIOKHpOBaHI/Ie NMEePCOHAJBHBIX JAHHBIX — BPEMCHHOC IIPCKpAILICHUC c60pa, CHUCTEMATHU3aluu,
HaKOINNICHUSA, HCIIOJIb30BaHHA, PACIIPOCTPAHCHHUA, IMCPCOHAIBHBIX HdHHBIX, B TOM 4YHCJIC HX
rnepcaadu.

Bupyc (KOoMNbIOTEepHbIH, NPOrPAMMHBINA) — UCHOJHAEMBIM IPOrPaMMHBIM KOJI WIH
MHTEPIPETUPYEMbIi HAO0Op MHCTPYKUMH, OOJIafaroluil CBONCTBAMU HECAHKLMOHUPOBAHHOTO
pacrpocTpaHeHus U camoBoctipon3BeaeHns. Co3aanHbIe AyOIUKaThl KOMITBIOTEPHOTO BHpYyCa He
BCErJa COBNAJAIOT C OPUTHMHAIOM, HO COXPAaHAIOT CHOCOOHOCTh K  JaJIbHEHIemMy
pacpoOCTPaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

BPEIIOHOCHZIH nporpamma - nporpamma, IMpeaAHa3HAYCHHAA JJIsA OCYHICCTBJICHUA
HCCAHKINHUOHUPOBAHHOT'O JOCTYIIA U (I/IJ'II/I) BO3JCHCTBHUS Ha NEPCOHAIBHBIC JaHHBIC NJIN PECCYPChI
HH(bOpMaHHOHHOﬁ CHUCTCMBI IICPCOHAJTIBHBIX NAHHBIX.

BcnomMorareabHble TEXHHYECKHE cpeacrea U CUCTEMbBI — TCXHUYCCKUEC CPEACTBA U CUCTEMEI,
HC TMPCAHA3HAYCHHBIC [UIA HEpeaavu, O6pa6OTKI/I U XpPAaHCHUA TCPCOHAIBHBIX JAaHHBIX,
YCTaHaBJIMBAEMBIC COBMCCTHO C TEXHHUYCCKUMH CPECACTBAMH U CUCTEMAaMU, NPCAHA3SHAUYCHHBIMU
JJIA 06pa60TKI/I NEPCOHANIBHBIX JAHHBIX HWJIKM B MNOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI
I/IH(l)OpMaI_[I/IOHHBIC CHUCTCMBI IICPCOHAJTIBHBIX NAHHBIX.

JocTyn B onepanuoHHyI0 cpeay KoMnbioTepa (MHGOPMALMOHHOI cHCTeMbl 1ePCOHAJIBHbBIX
AAHHBIX) — TOJIyYeHHE BO3MOKHOCTH 3allyCKa Ha BBITIOJHEHHE IITAaTHBIX KOMaHI, (QyHKIUH,
IpoLelyp ONEPAIMOHHONW CHCTEMBbl (YHMUYTOXKEHHS, KONUPOBAHMS, MNEepeMelleHHs U T.IL.),
UCIOJIHSAEMBIX (DalJIOB MPUKIIATHBIX IPOTPaMM.

IlOCTyl'[ K I/IH(l)OpMa].[I/II/I — BO3MOXHOCTD ITOJIYUCHUA I/IH(I)OpMaI_II/II/I 1 €€ UCIIOJIb30BaHUA.

3akJ/al0uHOe YCTPOMCTBO — 3JIEMEHT CPEJCTBAa CheMa MH(POpPMAIMH, CKPHITHO BHEAPSEMBIi
(3aKIaAbIBae€Mblil MJIM BHOCHUMBINM) B MECTa BO3MOXKHOTIO cheMa HMHpopmanuu (B TOM 4YHCIE B
orpax/ieHue, KOHCTPYKIINI0, 000pyI0BaHuE, MPEAMEThl HHTEphepa, TPAHCIIOPTHBIE CPEACTBA, a
TaKXXe B TEXHUYECKUE CPE/ICTBA U CUCTEMBI 00pabOTKH HHPOpPMALIUN).

3amumaemass uHpopManuss — wHPOPMAIHS, SBISIOMAACS TPEIMETOM COOCTBEHHOCTH H
MOAJNeKAaIasi 3alldTeé B COOTBETCTBUU C TPEOOBAHUSAMU TIPABOBBIX JOKYMEHTOB WIIU
TpeOOBaHUSAMU, YCTAHABIMBAEMBIMH COOCTBEHHHKOM WH(OpMAIIUH.

NaenTndukanuss — npucBoeHue CyObeKTaM M O0bEeKTaM J0CTyna HJeHTH(UKaTopa U (WIH)
CpaBHEHHE MIPEIBSBIISIEMOT0 HICHTH(PHUKATOPA C TEPEUYHEM IPUCBOCHHBIX HIEHTH(PHUKATOPOB.
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HNudopmMaTHBHBIA CHIHAJ — 3JIEKTPUUYECKUE CUTHANbI, aKyCTHYECKHE, SJIEKTPOMAarHUTHBIE U APYTrue
¢usnueckue nois, Mo napameTrpaM KOTOPBIX MOXKET OBITh PacKpbiTa KOH(HUACHIMATbHAS WHPOPMALUL
(mepcoHanbHbBIE JaHHbIE) 00padaTbiBaeMasi B HHPOPMAIHOHHOHN CHCTEME MEePCOHAIbHBIX TaHHBIX.

Nudopmanuonnass cucrema mnepcoHadbHbIX AaHHbIX (MCII[AH) — wunbopManuoHHast
CUCTEeMa, MPEICTABISIIONIAsi COO0OKW COBOKYITHOCTHh IMEPCOHATBHBIX JAHHBIX, COJCPIKAIIUXCS B
0a3e aHHBIX, a TaK)Ke MHPOPMAIIMOHHBIX TEXHOJOTUN M TEXHHUUYECKUX CPEACTB, MO3BOJIIOIINX
OCYIIECTBIATh 00pabOTKY TaKUX [MEPCOHANbHBIX JAHHBIX C KCIONb30BAaHUEM CPEICTB
ABTOMATH3AIMH UIH 0€3 NCIIOJIb30BAHUS TAKUX CPEJICTB.

HNudopmanuonHble TeXHOJOTHH — TPOIECCHI, METOBI ITOUCKa, cOopa, XpaHeHHs, 00paboTKH,
MIPEOCTABICHUS, PACIIPOCTPAHEHUSI MH(POPMALIUU U CIIOCOOBI OCYIIECTBICHUS TAKUX MPOLIECCOB
U METOJIOB.

Hcnonb3oBanne NepCcOHANBHBIX [JAaHHBIX — JeicTBUs (omepanuu) C MEPCOHAIBHBIMU
JAHHBIMHU, COBEPILIAEMBIE ONEPATOPOM B IIEJIAX NPUHATUS PELICHUH WIM COBEPIICHUS HHBIX
NeUCTBUH, MOPOXKIAIOIIUX FOPUANYECKHE MTOCIEICTBUS B OTHOLICHUU CyOBEKTa MEepPCOHAIbHBIX
JAHHBIX WM JAPYTHX JIML JUOO MHBIM 00pa3oM 3aTparuBaroIluX MpaBa U CBOOOJBI CyOBEKTa
[IEPCOHANBHBIX JaHHBIX WJIU JAPYTUX JIHII.

Hcrounnk yrpo3sl 6e30nacHOCTH HH(OPMAIMU — CYOBEKT JOCTYNA, MAaTepUALHBIA OOBEKT WU
¢du3nueckoe sBICHUE, SBISIOMINECS IPHYUHON BOZHUKHOBEHUS YIPO3bl 0€30IacHOCTH HH(OPMAIIHH.

KonTpoumnpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHUS, 3/aHUE, YACTh 3/1aHUs, TOMEIIECHUE), B
KOTOPOM  HCKJIIOUEHO HEKOHTpOJUpyemMoe MpeOblBaHHE IOCTOPOHHUX JIMI, a TakKkke
TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIBHBIX CPEJICTB.

KOH(l)I/IJIeHIII/IaIII)HOCTI) MEPCOHAJIBHBIX JAaHHBIX — 00s13aTelIbHOE JJIA CO6JHOI[€HI/I$I
OICpaTopoOM HUJIM MHBIM IMOJYUYUBIIUM AOCTYII K NIEPCOHAJIbBHBIM AJAHHBIM JIMIIOM Tpe6OBaHI/I€ HE
AOIIYCKATh UX PaCIIPOCTPAHCHHUC 0e3 coriacus CY6LeKTa MNCPCOHAJIIbHBIX NTAHHBIX WJIM HAJIWNYUS
HMHOI'o 3aKOHHOT'O OCHOBAaHMHA.

Me:xceTeBoii IKpaH — JOKaJIbHOE (OJJHOKOMIIOHEHTHOE) WU ()YHKIIMOHATILHO-pACIIPEAeIEHHOE
nporpaMMHoe (TIpOrpaMMHO-aINMapaTHOe) CPEACTBO (KOMIUIEKC), pealu3yroliee KOHTPOJIb 3a
uHpopMalnuel, nocrynarouei B "HPOPMALMOHHYIO CUCTEMY NMEPCOHAIBHBIX JAaHHBIX U (MJIH)
BBIXOZsIIEN U3 NH(OPMALIMOHHON CUCTEMBI.

Hapymmreas 06e30macHOCTH NMEPCOHATBHBIX AAHHBIX — (U3WYECKOE JIMIIO, CIy4allHO WU
MpeIHaMEPEHHO COBEpILAIolee JCHCTBUS, CIEICTBUEM KOTOPBIX SBISIETCS HapyllIEeHUE
0€30MaCHOCTH MEPCOHAJBHBIX JaHHBIX NpU HUX 00paboTKe TEXHWYECKHMMHU CpEeACTBaMHU B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHATbHBIX TaHHBIX.

HeaBTomaTu3npoBanHas o0padoTka NepCcOHAJBHBIX JAAHHBIX — 00pabOTKa MEpPCOHANbHBIX
JAHHBIX, CcoJiepXKaluxcs B HHPOPMAIMOHHOM CHCTeMEe MEepPCOHAIbHBIX JAaHHBIX JHO0
U3BJICUEHHBIX W3 TaKOW CHCTEMBI, CUMTAETCS OCYIIECTBICHHOW 0€3 MCIOJb30BaHUS CPEACTB
aBTOMAaTH3alMK (HEaBTOMATHU3UPOBAHHOM), €CIIM TaKue JNEHCTBUS C MEPCOHATBHBIMU JTAHHBIMU,
KaK MCIIOJIb30BaHHUE, YTOUHEHHUE, PaclpOCTpaHEHHE, YHUUYTOXKEHHE MEPCOHANbHBIX JaHHBIX B
OTHOLICHUM K&XJOIO0 U3 CYOBEKTOB TMEPCOHAJBbHBIX JIaHHBIX, OCYIIECTBISIOTCA IpH
HENOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

He)leKJ'[apI/IpOBaHHble BO3MOKHOCTH - (I)YHKLII/IOHaHBHLIC BO3MOXXHOCTH CpcaACTB
BBIYHCIIUTEIILHOM TCXHUKH, HC OIHNCAHHBIC WM HC COOTBCTCTBYIOIIUC OIMCAHHBIM B
AOKYMCHTAIUU, MIpU HCIIOJIB30BAHUU KOTOPBIX BO3MOXHO HApYHICHUC KOH(I)I/IILCHI_II/IaHBHOCTI/I,
AOCTYIMTHOCTH WJIN HNCJIOCTHOCTHU O6pa6aTBIBaCMOﬁ I/IH(I)OpMaI_[I/II/I.

HecaHKnMOHMPOBAHHBIA J0CTYN (HECAHKIMOHHMPOBAHHbIC JeHCTBHUA) — JOCTYD K
nH(popMaLUY WK AeHCTBUS ¢ HH(OpMaLuel, Hapylaolye MpaBuia pa3rpaHuueHus 10CTyIa C
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HCIIOJIb30BAHHUECM HITATHBIX CPCACTB, ITPECAOCTABIACMBIX I/IH(I)OpMaI_[I/IOHHI:IMI/I CUCTEMaMU
INEPCOHANIBHBIX JaHHBIX.

Hocureas ungopmanuu — GU3HUECKOE JIUIO WIN MaTepPHAIbHBIN 00BEKT, B TOM 4YHCiIe (PU3NIECKOe
moje, B KOTOpoM HH(OpMaIys HaXOAUT CBOE OTPaXCHHWE B BHJIE CHMBOJIOB, 00pa3oB, CHUTHAJIOB,
TEXHUYECKUX PEIICHUN U MPOIECCOB, KOINYECTBEHHBIX XapAKTEPUCTUK (PU3NUECKUX BEIUIHH.

Oo0e3anuuBaHue MEPCOHAJTBHBLIX NAHHBIX — HCﬁCTBHH, B PE3YJIbTAaTC KOTOPBIX HCBO3MOXKHO
OMPCACIIUTL MPUHAMJICIKHOCTD NCPCOHAILHBIX JaHHBIX KOHKPETHOMY Cy6'beKTy NEPCOHAJIbHBIX
JaHHBIX.

O0padoTKa MepPCOHAJBHBIX JAHHBIX — JICHCTBUs (ONepamnuu) ¢ MEPCOHAIbHBIMH JIaHHBIMHU,
BKIIIOYast cOOp, CHUCTEMAaTH3alliio, HAKOIUICHHWEe, XpaHEHWe, YTOYHEeHUe (OOHOBIICHHE,
W3MCHEHHUE), WCIIOJIb30BAHKUE, PACIPOCTPAaHCHHE (B TOM 4YHUCIE Iepenady), OO0e3THYhBaHUE,
OJIOKMpOBAaHUE, YHHUTOXKCHHUE TICPCOHANBHBIX JaHHBIX.

OOmenoCcTynnHbIe  NMEPCOHAJIbHbIE JaHHble —  [EPCOHAJbHBIC  JIAaHHBIC,  JOCTYII
HEOTPaHUYEHHOI'O KpyTa JIMI[ K KOTOPBIM IMPEIOCTABJICH C COMIACUsl CYOBEKTa MEPCOHAIBHBIX
JAHHBIX WU Ha KOTOPHIC B COOTBETCTBHU C (efiepalbHBIMU 3aKOHAMH HE PACIpPOCTPAHSIETCS
TpeboBaHUE COOIIOICHNS KOHPUACHITUATBHOCTH.

Oneparop (nmepcoHANbHBIX JAHHBIX) — TOCYIAapPCTBEHHBIH OpraH, MYHUIMIAIbHBIA OpraH,
IOpUANYECKOe WM (DPM3MUYECKOE JIMIO, OpraHu3yroliee W (WIM) OCYHICCTBISIONIEe 00padOTKy
NEPCOHATBHBIX JIAaHHBIX, a TakXe OIpeNeIIoNIe M[edM | COAep)KaHHe 00paboTKU
MEPCOHAJIBHBIX JaHHBIX.

TexHu4yeckne cpeacrea HH(l)OpMaHHOHHOﬁ CHUCTEMbI TIIEPCOHAJBHBLIX JAaHHBIX — CpPCACTBA
BBIYHCITHUTEIHLHOMN TCXHUKH, I/IH(1)OpMaL[I/IOHHO-BI)I‘II/ICJ'II/ITGJ'H)HLIQ KOMITJICKCHI U CETU, CPEACTBA U CUCTEMBI
nepenaym, mnpuemMa u o0Opabotku IIJIH (cpeacTBa M CHCTEMbI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOU3BECACHHA, IMCPETOBOPHBIC W TCJICBU3MOHHBIC YCTpOﬁCTBa, Cpe€acTtBa HU3IrOTOBJICHHA,
TUPAKUPOBAHUS TOKYMEHTOB H JPyTHe TEXHUIECKHE CPEIICTBA 00paboTKH pedeBoi, rpadueckoil, BUIeo
u OykBeHHO-IIM(POBON HH(pOPMAlLIMK), TPOrpaMMHBIE CpeAcTBa (ONEPaLOHHBIE CUCTEMBI,
CHCTEMBI yIpaBieHUs 0a3aMu JaHHBIX U T.II.), CPEJICTBA 3aIUTHl HHPOPMAIH, IPUMEHSIEMBbIE B
MH(OPMALIMOHHBIX CHUCTEMAX.

IlepexBat (MHoOpManMu) — HEMpPaBOMEpPHOE MOJy4YeHHE HHPOPMALMHU C HCIOJIb30BaHUEM
TEXHHYECKOTO  CPEJCTBa, OCYLIECTBIAIONIET0  OOHapykeHHe, TNpueM U  00paboTKy
MH(GOPMATHUBHBIX CUTHAJIOB.

IlepconasnbHble AaHHble — Jr00as MH(OpPMaLMs, OTHOCSIIAACA K ONpPENEICHHOMY WU
Olpe/iesIIeMOMY Ha OCHOBaHMM Takodl uHpopmauuu ¢Qusnyeckomy iy (CyOBEKTY
NEPCOHATBHBIX JIaHHBIX), B TOM 4YHUCIIe ero (paMuius, UMs, OTYECTBO, IO/, MeCALl, aTa U MECTO
POXIEHMs, aJpec, CeMeWHOe, COLUAIbHOE, HMYIIECTBEHHOE IIOJIOKEHHE, 00pa3oBaHUE,
npodeccus, 10X0bl, Apyras UHHopMaIus.

IoGouHbIe 31eKTPOMATHMTHBbIE W3JIYYEHUS] U HABOAKHM — DJICKTPOMArHUTHBIC W3IIY4YCHHS
TEXHUYECKUX CPEJICTB OO0paOOTKU 3amuiaeMoil WHGOpMAIMH, BO3ZHUKAIONINE KaK MOOO0YHOE
SIBJICHUE M BbI3BAHHBIC AJIEKTPUUYECKUMU CHUTHAJAMU, JCUCTBYIOIIMMHU B UX AJIEKTPUUECKUX U
MarHUTHBIX LEMAX, a TaKXKe AJIEKTPOMArHUTHbIE HABOJKHU 3THX CUTHAJIOB HA TOKOIPOBOJAIINE
JIUHUW, KOHCTPYKITUH U TIETTH TTUTaHUSI.

IMouTHKA «YHCTOrO CTOJIA» — KOMIUIEKC OPTraHU3allMOHHBIX MEPONPUATUNA, KOHTPOIUPYIOLIUX
OTCYTCTBHE 3alHCHIBAaHUSI Ha OyMaKHbIE HOCUTENM KIIoUYel u aTpulOyToB AocTyma (maposeii) u
XpaHEeHHs UX BOJIM3H O0BEKTOB JOCTYIIA.

IHonb30BaTe b HH(POPMALMOHHOM CHCTEMBI NEPCOHATBHBIX JaHHBIX — JIMIO, YIaCTBYIOLIEE
B (YHKIIMOHUPOBAHUH WH(OPMALIMOHHON CUCTEMbI IEPCOHAIBHBIX JAHHBIX WIH
UCIOJIb3YIOLIEE PE3YIbTAThI €€ (PYHKIIMOHUPOBAHMSL.
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IIpaBuja pa3rpaHuyYeHUsi AOCTYNa — COBOKYINHOCTh TPaBWJI, PETVIAMEHTHUPYIONIUNX IpaBa
JOCTYIIa CYOBEKTOB JIOCTyNa K 00beKTaM J0CTyIIA.

IIporpaMmmHas 3akjaaKka — KOJ IMpPOTrpaMMbl, IIPEIHAMEPEHHO BHECEHHBI B IMPOTrpaMMy C
LENbI0 OCYIIECTBUTHh YTE€UKY, H3MEHHTb, OJOKMPOBATh, YHHUYTOXHUTH HWH(POPMALUIO WIH
YHUYTOXXUTh U MOAUGDUIUPOBATH MPOTrpaMMHOE obecrieueHne WH(POPMALMOHHON CHCTEMBI
MEePCOHANBHBIX JAHHBIX U (WJIH) OJIOKUPOBATH allllapaTHbIE CPE/ICTBA.

IIporpamMmmHoe (NIpPOrpaMMHO-MAaTEMATHYECKOE) BO3JAeHCTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICHCTBUE Ha Pecypchl aBTOMAaTU3UPOBAHHON MH(GOPMAIIMOHHON CHUCTEMBI, OCYILECTBISIEMOE
C UCIOJIb30BAaHUEM BPEAOHOCHBIX MPOTPaMM.

PackpbiTHEe T1EPCOHAJBHBIX JAHHBIX — YMBIIUJICHHOE WM ClydailHOe HapylleHue
KOH(UICHINATLHOCTH TIEPCOHATBHBIX JTaHHBIX.

PacnpocTpaHeHue mnepCcOHAJbHBIX JaHHBIX — JICWCTBHS, HaIpaBJICHHbIE Ha TNepenavy
MEPCOHANBHBIX JAaHHBIX ONPEACIEHHOMY KPYTY JIUIl (Tiepeaaya MepcoHaIbHbIX JIaHHBIX) UM Ha
O03HAKOMJICHUE C TMEPCOHAIBHBIMU JIaHHBIMH HEOTPAaHUYCHHOTO Kpyra JUIl, B TOM YHCIIE
0o0HapoJ0BaHKUE TMEPCOHANBHBIX JaHHBIX B CPEACTBAX MAacCcOBOl MH(OpMalHH, pa3MelleHue B
WH()OPMAIMOHHO-TESJICKOMMYHHKAIIMOHHBIX ~ CETSAX WM NPEIOCTaBICHUE  JOCTyma K
MEPCOHANBHBIM JIAaHHBIM KaKUM-THOO0 HHBIM CIIOCOOOM.

Pecypc uH(pOpMaALIHOHHON CHCTEMbI — HMEHOBAHHBIN AJIEMEHT CUCTEMHOIO, MTPUKIATHOTO WUIIN
anmnapaTHOro obecrneyeHus: PyHKIMOHUPOBAaHUS UHPOPMAIITMOHHON CHCTEMBI.

CnennajibHble KaTeropuu NepPCOHAJIbHBIX JAHHBIX — IEPCOHAJBHBIE JAHHBIE, KAacaroluecs
pacoBOil, HAUMOHAIBHOW NPHUHAJICKHOCTH, IOJUTUYECKUX B3IVIANOB, PEIUTHO3HBIX WM
¢bunocopckux yoexIeHul, COCTOSHHS 3I0pPOBbSl 1 MHTUMHOM JKM3HU CYyOBEKTa IepCOHATBHBIX
JAHHBIX.

CpeI[CTBa BBIYHCJIUTEILHOH TEXHHKH — COBOKYIIHOCTb MPOTPAMMHBIX MW TCXHHYCCKUX
9JICMCHTOB CHCTCM 06pa6OTKI/I JaHHBIX, CITOCOOHBIX (I)YHKL[I/IOHI/IPOBaTB CaMOCTOATCIIBHO HUJIK B
COCTaBC APYTHUX CUCTCM.

Cy0bekT gocryna (cy0beKT) — JHMIIO WIM MPOLECC, AEHCTBUS KOTOPOTO PEriaMEHTUPYIOTCS
IIpaBUJIaMU pasrpaHUYECHU TOCTYIIA.

TexHuyeckuii KaHajJ yTedkn HHGPOPMAIMM — COBOKYMHOCTH HOCHTENs WHGOpMALUU
(cpenctBa 00paboOTKH), (U3MUECKOU Cpeabl pachpocTpaHeHUss WH(OOPMATUBHOTO CUTHAJIA U
CPENICTB, KOTOPBIMH JTOOBIBAETCS 3alIIaeMasi HHGOpMaIusi.

TpancrpaHuyHasi mepeaadya IMepCOHAJbHBIX JaHHBIX — IepeJaya MEepPCOHAJIbHBIX JaHHBIX
onepatopoM uyepe3 ['ocymapcTBeHHyto rpanully Poccuiickoit ®eaepanuu opraHy BIIACTH
WHOCTPAHHOTO TOCYNapcTBa, (U3MUECKOMY WM HOPUIUYECKOMY JHUIy HWHOCTPAHHOTO
rocyJ1apcTaa.

Yrpo3bl 6e30MaCHOCTH MEPCOHANBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH M (DakTOpPOB, CO3TAFOIINX
OIMMaCHOCTb HECAHKIIMOHHMPOBAHHOI'O, B TOM YHCJIIC cnyqaﬁHoro, O0CTyIla K NEPCOHAJIBHBIM [IaHHBIM,
pe3yabTaTOM KOTOPOTO MOXET CTaThb YHHUYTOXKEHHE, H3MEHEHHe, OJIOKMpOBaHHE, KOIUPOBAaHUE,
pacnpocTpaHeHHe NEePCOHATBHBIX JAHHBIX, & TAKXKE HHBIX HECAHKIMOHWPOBAHHBIX ICHCTBUH NPH HX
00paboTke B MH()OPMAITMOHHOM CHCTEME MTEPCOHANBHBIX TaHHBIX.

YHuuYTOXKEHHE NEePCOHATBHBIX JTAaHHBIX — HeﬁCTBHH, B PE3YJIbTATC KOTOPLIX HCEBO3MOXKHO
BOCCTAaHOBHUTD COJACPpIKaHUC NEPCOHAIBHBIX JaHHBIX B HH(I)OpMaHHOHHOﬁ CHUCTEMC
MNEPCOHANIBHBIX AAHHBIX WM B PE3YJIbBTATE KOTOPBIX YHHUYTOXKAKOTCA MAaTCPUAIbHBIC HOCHUTCIIA
NEPCOHANIBHBIX JaHHBIX.

YTeuka (3ammumaemMoiil) MHGOPMaNMH MO TEeXHHYECKMM KaHAJIaM — HEKOHTPOJIUPYEMOE
pacnpocTpaHeHue MHPOpMAIMU OT HOCHUTENS 3aluilaeMoil mHpopManuu depe3 (HU3NUECKyIo
Cpeny 0 TEXHHUYECKOI'0 CPeCTBa, OCYLIECTBIISIONIErO epexBaT NHPOpMaIUH.
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Ys3BUMOCTH — clTa00CTh B CPENICTBAX 3aIIUTHI, KOTOPYIO MOYKHO HCIIOJIB30BATh JIJISl HAPYIICHUS
CUCTEMBI HJI COJIepIKaIIeiicss B Hel nHpopmaruu.

LenoctHocTs uHGOPMAUMU — CHOCOOHOCTH CpPEICTBA BBIYMCIUTENIBHON TEXHUKH WIU
aBTOMATHU3HPOBAHHOW CHCTEMBbl OO€CcleyuBaTh HEU3MEHHOCTh HWHGOpPMAalUU B YCIOBHSX
CIIy9aifHOTO W/WJIM TIPETHAMEPEHHOTO UCKaXKCHUS (pa3pyIleHus).

OBO3HAYEHUSA 1 COKPAIIIEHUSA

ABC — anTHBUpPYCHBIE CPEJCTBA

APM — aBTOMaTH3MpOBaHHOE paboyee MECTO

BTCC — BcriomoraTesibHbIE TEXHUYECKHE CPEICTBA U CUCTEMBI
NCTIdH — nadopManimoHHas cucTeMa MepCOHAbHBIX JTaHHBIX
K3 — xonTponupyemas 301a

JIBC — nokanbHasi BBIYMCIUTENIbHAS CETh

MDD — MexceTeBol 3KpaH

HC]] — HecaHKIIMOHUPOBaHHBIN AOCTYII

OC — onepannoHHas cucTemMa

[1/I1 — mepcoHanbHbIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ICHCTBUE

I10 — mporpamMmMHOe obecrieueHue

[ISMUH — no604HbI€ 3JIEKTPOMATHUTHBIE U3TYyUEHHS] U HABOAKU
CA3 — cuctema aHanu3a 3alIMILEHHOCTH

C3U — cpencTsa 3amMThl THPOPMATUU

C3I1H — cucrema (moacucTeMa) 3alIUThI IEPCOHATIBHBIX JaHHBIX
COB — cucrema 00HapyKeHHs BTOPKEHU I

TKVYU — Texunueckne KaHaibl yTedku HHGOpMauu

YBII/I1 — yrpo3sl 6€30MacHOCTH MEePCOHANBHBIX JaHHBIX
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BBEJAEHHUE

Hacrosmas Konnenus nadopmanunonsoi 6ezomacuocta UCITa MBIOY Ne 111 «/lerckuii
caJl KOMOMHUPOBAHHOTO BUJA» SIBJIsSIETCA O(UIIMATBHBIM IOKYMEHTOM, B KOTOPOM OIpefesieHa
cucTeMa B3TJIAI0B Ha obecrieuenrne napopmannonHoi 6ezonacHoct MBJIOY Ne 111 «Jlerckuit
cal KOMOMHHMpOBaHHOTO BHIa». HeoOxomumocts paszpaborku Konuemnuu o0ycioBieHa
CTPEMUTENIBHBIM paCIIpEeHreM ChEepbl MPUMEHEHUST HOBEUITUX WH()OPMAIIMOHHBIX TEXHOJIOTUI
u npoueccoB B MBJIOY Ne 111 «Jlerckuii cajg KOMOMHMPOBAHHOTO BHJA», IPH 00pabOTKe
uHpopManud BOOOIE, M MNEPCOHAIBHBIX JaHHBIX B 4acTHocTU. Hactosimas Konuenuus
OTpesieNisieT OCHOBHBIE IEJNIM M 3a7aud, a TakKe OOIIyI0 CTPAaTEerHi0 MOCTPOEHUS CUCTEMBbI
3amuThl epcoHanbHbIX MaHHbIX (C3I1JIn) MBJIOY Ne 111 «/leTckuii can KOMOMHHPOBAHHOTO
Buja». Konuenmus omnpenenseT oCHOBHbIE TpeOoBaHMs M 0a30Bble MOAXOMAbI K UX pean3allli,
IUIS TOCTIXKEHUsl TpeOyeMoro ypoBHs 6e3omacHoctu uHopmanuu. Konuenmus pazpabortana B
COOTBETCTBUHM C CHUCTEMHBIM IOAXOAOM K oOecredeHno HHGOPMAIMOHHON O€30M1aCHOCTH.
CucreMHBI MOAXOJA MpEANoiaraeT NPOBEIACHHE KOMIUIEKCa MEPOINPUSATUH, BKIIOYAIOIINX
HCCIIeIOBaHNe yrpo3 UHPOPMAIIMOHHON 0€30MacHOCTH U pa3paboTKy cucTembl 3amuThl [1/1H, ¢
MO3UIUU KOMILUIEKCHOTO MPUMEHEHHS] TEXHMYECKUX U OPraHM3allMOHHBIX Mep M CpElCTB
3aIUTHI.

ITon wundopmanmonHoi Oe3zonacHocThio II/[H MOHMMaeTcs 3alUIIEHHOCTh IE€PCOHATBHBIX
TAHHBIX ¥ 00pabaThIBaroNIel UX HHPACTPYKTYpe OT JIFOOBIX CIyYalHBIX WM 3JIOHAMEPEHHBIX
BO3/ICHUCTBUI, pe3yIbTaTOM KOTOPBIX MOKET SIBUTHCS HAHECEHME yliepOa camoil HHpopMaru,
ee Biazenbuam (cyobektam IIJIH) wnm  uH@pactpykrype. 3amaun  MHOOPMALMOHHON
0€30IaCHOCTH CBOJATCST K MMHUMH3ALMM ymepda OT BO3MOXKHOW pealu3aluud yrpo3
6e3onacuoctu [1/lH, a Takke K MPOTHO3MPOBAHUIO W TMPEIOTBPAIICHHIO TAKUX BO3JCHCTBHIA.
KoHuenuust ciyUT OCHOBOW Ui pa3pabOTKU KOMIUIEKCA OPTaHU3ALMOHHBIX U TEXHUUYECKUX
Mep 1o obecnieueHuto nHpopmanmonHou o6e3omacaoctu OB (OMCY), a Takike HOPMAaTHBHBIX
U METOJMYECKUX JIOKYMEHTOB, 00ECIIEUMBAIOIIUX €€ PeaTn3altio, U He IPEAIoaraeT moAMEHbI
(GyHKIMI rocydapCTBEHHBIX oOpraHoB BiacTu Poccuiickoit ®exepanuu, OTBEYAOIIMX 3a
oOecniedyeHre 6€30MacHOCTH HH(OPMALIMOHHBIX TEXHOJOTUH U 3aIUTy HH(OPMALINH.

KOHI_IGHI_[I/ISI SIBJISIETCA METOHOJOTHYECKON OCHOBOM IS

— (dopMHUpPOBaHUS U MPOBEACHUS €AMHON MOJUTHKH B 001aCTH 0OecTiedeHHsT 0€30MacCHOCTH
T 8 UCITa MBIOY Ne 111 «/letckuit cax KOMOMHMPOBAHHOTO BHIAY,
— TPUHATHS YIPABIECHYSCKUX PEIICHUN U Pa3padOTKH MPAKTUIECKUX MEP MO BOTUIOMIEHHUIO

MTOJINTUKK 0€30ITaCHOCTH H,):[H u BBIpa6OTKI/I KOMIIJIEKCa COIrjlaCOBaHHbIX MEP HOPMAaTUBHO-
IpaBoOBOIO, TEXHOJIOTUYECKOTO U OpPraHU3alMOHHO-TEXHUYECKOTO Xapakrepa,
HaIIPABJICHHBIX Ha BBISABICHHUE, OTPAXEHHUE M JIMKBUIALMIO TOCIEACTBUN pealn3alun
pa3nu4HbIX BUAOB yrpo3 [1/1H;
— pa3paboTKu NPEJIOKEHUA 10  COBEPIICHCTBOBAHUIO MPABOBOTO, HOPMATHUBHOTO,
METOJIUYECKOT0, TEXHUYECKOTO U OpraHU3allMOHHOTO o0ecrnieueHus 6e3omacuoctu [1/]x B
NCTIIa MBAOY Ne 111 «Jletckuii caq KOMOMHUPOBAHHOTO BUIA.

[IpaBoBoii 6a3oit g pa3paboTku Hactosuled Konnenuuu ciyxar TpeOoBaHus JEHCTBYIOIINX B
Poccun 3akoHOAATENBHBIX W HOPMATHBHBIX JIOKYMEHTOB TIO OOECIIEYEHHIO O€30MacHOCTH
nepcoHaybHbIX AaHHBIX (ITJJH).
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1. OBIIME NMOJIOKEHU A

Hacrosimass KoHneniiust onpeensier OCHOBHBIC LM W 33Ja4d, a TAaKKe OOIIYI0 CTPAaTEeTHIO
MMOCTPOCHHUS CUCTEMBI 3aIUThI epcoHanbHBIX AaHHBIX (C3I1/In) MBJIOY Ne 111 «JleTckuii can
KOMOWHHMpOBaHHOTO BHaa», B coorBeTcTBUU ¢ [lepeunem MCII[n. Konuemnmuus omnpenenser
OCHOBHBIC TpeOOBaHUS M 0a30BbIC MOAXOMBI K MX peaTu3allyu, IS JOCTIKEHUS TpeOyeMoro
ypoBHs  Oe3omacHocTu  uHpopMmarmu. C3I[[[H  mpexacraBnser co00il  COBOKYIMHOCTH
OpPraHU3alMOHHBIX U TEXHUYECKUX MEPONpUsATUd g 3ammThl [1/IH oT HEempaBoMepHOro Wiu
CIIy4allHOTO JOCTyla K HHM, YHHUYTOXKEHHUS, HW3MEHEHHUs, OJIOKHPOBaHUS, KOMUPOBAHUS,
pacnpoctpanenust I1/[H, a Takke HMHBIX HENPABOMEPHBIX ACHCTBHM C HUMHU. be3omacHOCTb
MEPCOHANIBHBIX JAHHBIX IOCTUTAETCS IyTeM UCKIIOUECHUSI HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CIIy4allHOTO, JOCTyna K TEPCOHATbHBIM JaHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET CTaTh
YHUUTOKEHUE, W3MEHEHHUe, OJOKHpOBaHHE, KOIMPOBAHUE, PACIPOCTPAHEHHUE MEPCOHAIBHBIX
JAHHBIX, @ TAK)K€ MHBIX HECAHKIMOHUPOBAHHBIX AeicTBUH. CTPYyKTypa, COCTaB U OCHOBHbBIC
¢ynkuun  C3II[Jn  ompenensitorcss ucxons w3  kimacca  WCIIAn.  C3II[An  Brirouaer
OpraHHW3aIliOHHBIE MEpPhl W TEXHHYECKHE CPEICTBAa 3allUThl WHQPOPMAIUHU, CPEICTBA
MPEeIOTBPALCHUS] HECAaHKIIMOHUPOBAHHOTO JIOCTYNa, yYTeYKH HHGPOPMAIUU IO TEXHHUYECKUM
KaHajiaM, IPOrpaMMHO-TEXHUYECKUX BO3JICHCTBUI Ha TEXHUUECKUE cpencTBa oopadorku [1][H),
a TaKKe UCIOoJIb3yeMble B HH(OpPMALIMOHHOW cucTeMe HH(OpMallMOHHBIE

TEXHOJIOTHH. JTH MCPLI ITPU3BAHbI 00ecIeynTh:

— KOHQUICHIMATBHOCTh HH(POpMAIMHU (3aIUTa OT HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHHS );

— MEJOCTHOCTh MH(OpMANUH (aKTYaTbHOCTh U HEMPOTHBOPEUNBOCTh HH(POPMAIIHH, €€
3alIMIICHHOCTD OT pa3pylICHUsI U HECAHKIIUOHUPOBAHHOI'O I/I3M€HCHI/I${);

— JOCTYMHOCTH MH(GOpMAIUH (BO3MOXHOCTD 332 IPUEMIIEMOE BPEMS MO YUUTh
TpeOyemyto HHOOPMALIMOHHYIO YCIIYTY).

Craaguu cozmanus C3I1/IH BKIIFO9AIoT:

— TpEeINpOoeKTHas CTajaus, BKItoUaroias npeamnpoektaoe oocienoanne MCII/IH, pazpaboTky
TCXHUYCCKOI'O (qaCTHOFO TeXHI/IquKOFO) 3aJlaHuA Ha €€ CO3JaHHC,

— cTaaus npoeKkTupoBanus (pazpadboTku npoekToB) u peanusanuu UCII/IH, Bkirovaromas
pa3paborky C3I1/1x B cocraBe MUCI1/IH;

— craaus BBoja B jnedctBue C3II/IH, BKIIIOUarOmias OMBITHYIO SKCIUTyaTalldi0 M TPHEMO-
CHATOYHBIE HUCIBITAHUS CPEACTB 3alIMTHl WH(GOpPMAIMU, a TAaKXKE OIEHKY COOTBETCTBUSA
NCTIIn TpeboBanusiM 6€30MacHOCTH UH(OpPMAIUH.

OpraHu3anMoHHble Mepbl TPEIYCMATPUBAIOT CO3JAHWE W MOJAJCpKAaHWE MPaBOBOW Oa3bl
6esonacHoctu II/IH u pa3paboTky (BBeAeHHE B JeiCTBHE) NperycMOTpeHHbIX IlonnTukoi
uHpopmannonHoit 6e3onacHoctu MCII/IH crnenyronmx opraHM3allMOHHO-PACTIOPSIUTENbHBIX
JOKYMEHTOB:

— IInan meponpustuii no odbecnevenuto 3amuthl /{1 npu ux o6padotke B UCII/IH;
— [Inan MeponpusaTHii MO0 KOHTPOJIO0 oOectieueHus 3anuThl [1)]H;
— Tlopsinok pezepBupoBanus U BocctaHoBieHus padorocnocooHoct TC u I10, 6a3 nqaHHBIX U
C31;
— JlomxrocTHas uHCTpyKus anmuanctparopa MCII/Ix B yactu oGecriedeHust 6€30MmacHOCTH
I11x npu ux obpadorke B ICII/1H;
— JlomkHOCTHAst MHCTPYKIUS agMuHucTpaTopa 6esonacHoctr UCT1/IH;
— JlomkaocTHas nHCTpYKIUs mosibs3oBarens UCIIIH B gactu obecnieuennst 6€30macHOCTH
I11x npu ux obpadorke B UICII/1H;
— I/IHCprKLII/Iﬂ Ha cnyqal‘/’l BO3HUKHOBEHHMS BHEIITATHOM CUTyaluu,

— PexomeHzanmy mo MCIoIb30BaHHUIO MMPOTPAMMHBIX U allllapaTHBIX CPENICTB 3aIIUTHI
uHpOpMaINH;
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— TexHuueckne Mepbl 3aIIUTHI PEATU3YIOTCS IPU MOMOIIK COOTBETCTBYIOIIUX MPOTPaMMHO-
TEXHUYECKUX CPEJICTB U METOOB 3ALUTHI.

2.3AJAYHA C3I10n

OcHoBHoii neabo C3I1/In siBasieTcss MUHMMH3AIUA yiep0a oT BO3MOXKHOM peain3anuu
yrpo3 oezonacaoctu I1/{H.

Jst nocTukeHnst 0CHOBHOM nesm cucrema oezonacuoctu In UCIIAn nonxna
o0ecnneunBaTh I(P(PeKTUBHOE pellieHne CJAeTYIOIUX 3a1a4:

— 3aIIMTY OT BMelAaTeabcTBa B nmpounecc pynkuuonuposanns UCIIIH nocTopoHHUX JIUIX
(BO3MOKHOCTH MCNO0JIb30BaHus AC U 10CTYII K ee pecypcaM J0J5KHbI HMETh TOJbKO
3aperucTPMpPOBAHHbIC YCTAHOBJICHHBIM NOPAIKOM

nonbaonaTe.nn)l; .
— pasrpaHnyeHe A0OCTyNa 3aperMCTPUPOBAHHLIX MOJb30BaTeNleld K anmnapaTHbIM,

nporpaMmMHbIM U nHGopManuoHHbIM pecypcam UCIIH (BO3MOKHOCTH J0CTYNA TOJBKO K
TeM pecypcaM H BbINOJHEHHUS] TOJbKO TeX onepanuii ¢ HUMH, KOTOpble HeOOXOAMMbI
KOHKpeTHbIM  moJb3oBateasiMm  HCIIJn  gas  BbINOJHEHMS  CBOMX  CJIY:KeOHBIX
00513aHHOCTEI), TO €CTh 3AIIUTY OT HECAHKLIIMOHUPOBAHHOIO JI0CTYIA:

a) k unopmanuu, nupkynupytomieit B UCI1IH; 6)

cpeacTBam BeruucauTeabHoM Texuuku UCII/IH;

B) anmapaTHbIM, IPOrPaMMHBIM U KPUNITOrpapUUECKUM CPEICTBAM 3aAIIUTHI,
ucnons3zyemsim B UCII/1H;

— pErucTpaluio JeHCTBUN MOIb30BaTEIEH IPU UCIOIB30BaHUM 3auuiaemMbix pecypco UCII/
B CHCTEMHBIX XypHaJlaX U MEpPUOJNYECKUN KOHTPOJIb KOPPEKTHOCTH JEHCTBUI I0JIb30BaTENCH
CHUCTEMBI IyTEM aHaJIU3a COAEPKUMOI0 3TUX KYPHAJIOB;

— KOHTPOJIb IIEJIOCTHOCTH (00eCTIeYeHEe HEM3MEHHOCTH ) CPE/Ibl UCTIOTHEHHUS ITPOTPaMM U €€
BOCCTaHOBJICHUE B CIIy4ae HAPYyILICHUS;

— 3aIIUTy OT HECAaHKIIMOHUPOBAHHON MOIU(PUKAIIUYA U KOHTPOJIb [IEJIOCTHOCTH MCTIOIB3YEMbIX
B MHCII[lH mnporpaMMHBIX CpEICTB, a TaKXe 3alllUTy CHCTEMbl OT BHEIPECHUS
HECAHKIIMOHUPOBAHHBIX IIPOTPaMM;

— 3amuTy [1/IH OT yTeuku mo TeXHUYECKUM KaHaiaM MpH ee 00paboTke, XpaHEeHUH U
Tnepeaayde 1o kaHajiaM CBA3H,

— 3amuty [1/1H, XpaHumoii, 06pabaTbiBaeMoii U TiepeIaBaeMoi 10 KaHaIaM CBS3H, OT
HECAHKIIUOHUPOBAHHOI'O PA3TIAIICHUA UJIA UCKAXKCHUA,

— o0ecrneyeHue )XUBYUYECTH KPUNTOTPAPUIECKUX CPEICTB 3aIUTH HH(DOPMAITUU TIPH
KOMITpOMETAllUN YaCcTH KITFOUEBOM CHCTCMBI,

— CBOEBPEMEHHOE BBISBIIEHHE UCTOYHUKOB Yrpo3 06e3omnacHocTH [1/IH, npuunH 1 yciaoBuii,
CITOCOOCTBYIOIMX HaHECEHUIO ymepOa cyowektam IIJIH, co3manme MexaHW3Ma

OIICPATUBHOI'O PCAarupOBaHUSA HA YTI'PO3bI 0€30ITaCHOCTH HI[H N HCTAaTHUBHBIC TCHACHIINH

— CO3/IaHWEe YCJOBUW JJIi MUHUMH3AIMU W JIOKAJIW3AIMd HAHOCHMOTO yiepoa
HETPAaBOMEPHBIMU ACHCTBUSAMH (PU3MYECKUX W IOPUIAYSCKUX JIAI, OCIa0JICHUE

HEraTMBHOI'O BIMSHUS 1 JTUKBUAALMS HOCIEACTBUM HapyIICHUA 0e30ImacHOCTH HI[H

3. OBBEKTbI 3AHINTHI
3.1. Tlepeyenb MHGOPMALMOHHBIX CHCTEM

B MBJIOVY Ne 111 «/lerckuii cajg KOMOMHUPOBAHHOTO BUIa» MTPOU3BOIUTCS 00paboTKa
MEPCOHANBHBIX TAHHBIX B HHPOPMAIIMOHHBIX CUCTEMaxX 00pabOTKU MEePCOHATBHBIX
nanasix (UCITH).

3.2. IlepeyeHb 00bEKTOB 3aIMUTHI

OObexkTamu 3alIUTHI SBISIOTCS — WHGopManusi, odpabateiBaemast B UCIIJIH, u TexHHUYeCKue
cpenctBa ee 00pabOTKM W 3amuThl. [lepedeHpr mepcoHaIbHBIX JaHHBIX, MOJJICKAIINE 3alHUTE,
onpexeneH B [lepeune nepcoHANbHBIX JaHHBIX, Tomiexkamux 3anmre B MCII/I.
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OOBEKTHI 3allIUThI BKJIFOYAKOT:

— O6pabar
— TexHoMornyecKs
— IIporpaMMHO-TEXHHUYECKHE CPEJICTBA 00PaOOTKH;
— Cpenctsa 3amuthl [1/1H;
— Kanansr uHGOpMAITIOHHOTO OOMEHA U TEJIEKOMMYHHUKAIUY;
— OOBEeKTHI U MOMEIICHUS, B KOTOPBIX pa3MenieHbl komrnoHeHTsl UCIIH.

4. KTIACCU®UKALMSA MOJIL30BATEJIENR UCIIn

[Tons3zoBarenem  MCII[In  sBaseTcs  Jumo,  ydvacTBymomiee B (DYHKIIMOHHMPOBAHHUH
MH(OPMALIMOHHONW CHUCTEMBbl TEPCOHATBHBIX JAHHBIX WM HCIIOJB3YIONIee pPe3yJabTaThl ee
¢ynkunonuposanusi. Ilonp3oBarenem WCIIAu sBisercs moboi corpynauk MBJAOY Ne 111
«erckuit cang xoMOuHupoBaHHOTO BHja», umeromuid noctyn k UCIIIH u ee pecypcam B
COOTBETCTBHUM C YCTAHOBJICHHBIM IMOPAIKOM, B COOTBETCTBUU C €ro (yHKIIMOHAIHHBIMU
00513aHHOCTSIMH.

[Tonb3oBarenu UCII/AH nendrcsa Ha TpU OCHOBHBIE KATETOPUU:

1. Aavunucrparop HUCIHAn. Corpymauku OHNB (OMCY), KoTopble 3aHHMAIOTCS
HACTPOMKOH, BHeApEeHUEM U compoBoxaeHHeM cuctembl. Aamunuctparop MCII/n obnamaer
CIICAYIONIMM YPOBHEM JIOCTYyTIA:

— o0JsagaeT MoNHOM HHPOPMALIE 0 CUCTEMHOM U MPUKJIATHOM ITPOTPAMMHOM 00ECTIeYeHUN
NUCTId#n;

— obnazaet nonHOM MH(pOpManueil 0 TeXHHYECKHX cpenctBax u koHpurypamun UCI1/IH;

—— HWMeEeT JOCTYI KO BCEM TEXHHYECKUM CpeACTBaM 00pabOTKH HH(OPMAIIUU ¥ TAaHHBIM
ACTI/Tx;

— o0sagaer nmpaBaMu KOH(GUTYPUPOBAHUS U aJIMUHACTPATUBHON HACTPOWKH TEXHUICCKUX
cpeacts UCII/x.

2. Aamunucrparop T3 HUCIIAH, 310 cotpynHuk MY "Vhopasienue oOpa3oBaHus"
agmuaucTpanun  MOT'O  "VxTa" wnM CTOpOHHMX OpraHu3anuii, KOTOPbIE 3aHUMAIOTCS
pa3paboTkoii mporpamMmmHoro obecrneuenus. Paspabotuuk WCII[IH oOnamaer criemyromum
YPOBHEM JIOCTYIA!

— obnagaer nHdopmanuen 00 anropuT™Max U mporpamMmax 00paboTku MHPOpPMALMK Ha
UCI1/d#;

— o0yajjaeT BO3MOYKHOCTSIMM BHECEHMsI OILIMOOK, HE JEeKJIapUPOBAHHBIX BO3MOKHOCTEH,
IIPOrPaMMHBIX 3aKJIaJIOK, BPEOHOCHBIX NporpaMm B mporpamMMHoe obecnieuenue MCIIIn
Ha CTaJiM ee pa3padOTKH, BHEAPCHHUS U COIPOBOXKIACHHUS;

—— MOXeT pacrojiaraTh JI00bIMH (parmeHTamu uHGopmanun o Tonojoruu VCII[AH n
TEXHUYECKUX CpeJicTBax o0paboTku u 3amuthl [1/1H, o6padaTteiBaembix B UCII/IH.

3. Omeparop HUCIIIAn. Cotpymuuku nonpaszneneHuii MY "Vmpasnenue oOpa3oBaHus"
anmuHucTpanuy MOI'O "YxTa", yuactByromux B npouecce 3kcrutyarauuu MCITIH. Onepartop
NCTIdx o6namgaet cieayronmM ypoOBHEM JOCTYIIA:

— 00nagaeT BceMu HEOOXOAUMBIMH aTpruOyTaMu (Hanmpumep, naposieM), 00ecrnedrBaroMMU
JIOCTYII K HEKOTOPOMY IOAMHOXECTBY [1J1H;

— pacmnojgaract KOH(bI/I)IeHIII/IaJ'H)HBIMI/I JaHHBIMH, K KOTOPBIM UMECT NJOCTYII.

Kareropuu monws3oBareneid MT0oMKHBI ObITh ompeneneHbl ans kaxaon MCII[n. JomxkHO OBITH
YTOUHEHO pA3JEJICHUE COTPYAHUKOB BHYTPU KaTe€ropuil, B COOTBETCTBUM C THUIIAMH
MoJTh30BaTesel onpeneneHHbiMA B [lomuTke nHPOpMAIIMOHHON O€30MaCHOCTH.
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Bce BbIsIBIEHHBIE TpYyNIBI MOJIB30BATENEH OTpakatoTcsi B OT4eTe Mo pe3yibTaraM BHYTPEHHEH
npoeepku. Ha ocHoBanum Otuera ompenenstorcss nmpasa poctyna kK anementam WCIIIH nns
BCEX I'PYII I0JIb30BATEIEN U OTpa)aroTcsl B nepedyHe Aoctyna B [lonoxeHun o pa3rpaHnyeHuu
paB JI0CTyma K 00padaThIBaeMbIM IEPCOHAIBHBIM JIaHHBIM.

5. OCHOBHBIE MPHUHIUIIBI HOCTPOEHUSI CUCTEMbI
KOMIIVIEKCHOHU BE3OITACHOCTHU HH®OPMAILINHU

[TocTpoenue cucrembl obecrieuenus 6ezonacuoctu [11n UCITIn MBJIOY Ne 111
«JleTckuii can KOMOMHHPOBAHHOTO BHUJIa» U ()YHKITMOHUPOBAHUE JIOJDKHBI OCYIIECTBISATHCS
B COOTBETCTBUU CO CIICTYIONTUMH OCHOBHBIMH IPUHITUITAMH:

— 3aKOHHOCTb;
— CHCTEMHOCTb;

—  KOMIUIEKCHOCTD;

— HENpPEepHIBHOCTH;

— CBOCBPEMCHHOCTbD,

— TMPEEeMCTBEHHOCTh M HEMPEPHIBHOCTH COBEPIIICHCTBOBAHMS;
— TepCcoHaIbHasi OTBETCTBEHHOCTH;

— MHUHHUMH3AIUS TOJTHOMOYHIT;

— B3aUMOJICHCTBHE U COTPYIHUYECTBO;

— THOKOCTHh CUCTEMBI 3aIllHMThI,

— OTKPBITOCTh aJITOPUTMOB M MEXAaHU3MOB 3aIlUTHI,

— IIPOCTOTA IIPUMCHCHUA CPCACTB 3allIUThI;

— Hay4dHaA 00OCHOBAHHOCTb M TEXHUYECKAS PCAIN3yCMOCTbD,
— chacnyaian3anusa 1 HpO(beCCI/IOHaJ'II/ISM;

— 0043aTeaBHOCTD KOHTPOJIA.

5.1. 3akoHHOCTDH

[Ipenmnosnaraer ocyuiecTBIeHNE 3alUTHBIX MeponpusaTuil u pazpadotky C3I1/1n MBJIOY Ne 111
«JleTrckuii cal KOMOMHHPOBAHHOTO BHU/Ia» B COOTBETCTBHUHU C JIEHCTBYIOIIMM 3aKOHOATEIbCTBOM
B oOnactu 3amuthl IIJ[H M Ipyrux HOPMATHBHBIX AaKTOB MO OE€30MaCHOCTH HH(OpMAINH,
YTBCPXKACHHBIX OpraHaMu FOCYI[apCTBeHHOﬁ BJIaCTU W YIpPaBJICHUA B IpCACIax HUX
KOMIICTCHIIUHU.

[Tons3zoBarenu u oOcmyxuBaronuit nepconan WCII[Ix MBJOY Ne 111 «Jlerckuii can
KOMOWHHUPOBAHHOTO BHUA» JOKHBI OBITH OCBEIOMIICHBI O MOpPsAKE PabOTHI C 3alIUIIACMOM
nHpopmalyen 1 00 OTBETCTBEHHOCTH 3a 3aiuThl [1J[H.

5.2. CHCTEeMHOCTH

Cucremnsrii mogaxos k mocrpoennto C3I1Jx MBJIOY Ne 111 «Jletckuii cai KOMOMHMPOBAHHOTO
BHJIa» TIPEIIONIaraeT y4eT BCeX B3aMMOCBSI3aHHBIX, B3aUMOJICUCTBYIOMIMX U M3MEHSIIOIIUXCS BO
BPEMEHH JJIEMEHTOB, YCJIOBHH H (DAKTOpOB, CYIIECTBEHHO 3HAYMMBIX JIJIi TIOHUMAaHUS |
pemenust mpodiemsl obecnieuenus 6ezonacHoctu [1JJx UCTI[a MBIOY Ne 111 «Jletckuii caxg
KOMOMHHPOBAHHOTO BHJIA.

HpI/I CO3JaHU CUCTEMBI 3alllUThl JOJIKHBI YUHUTBIBATHCA BCC ci1abple 1 Haubolee YA3BUMBIC
MecTa cuctembl 00padoTku I1/[H, a Takxke XapakTep, BO3MOKHbIE OOBEKTHI M HAIIPABICHUS aTaK
Ha CHCTEMy CO CTOPOHBI  HapymuTelaed (0COOGHHO  BBICOKOKBATH(UIIMPOBAHHBIX
3MIOYMBINUJICHHUKOB), TYTH TPOHUKHOBEHUS B pacmpenenennele cucreMel u HCJ
I/IHCbOpMaI_[I/II/I. Cucrema 3aIlUTHI JOJDKHA CTPOUTHCA € YYETOM HE TOJIBKO BCEX H3BCCTHBIX
kaHanoB npoHukHoBeHUss U HCJl x mH(bOpManuu, HO U C y4eTOM BO3MOKHOCTH TOSIBICHUS
MPUHIMITUAIBHO HOBBIX ITyTEH peanusainuu yrpo3 0e30MacHOCTH.
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5.3. KoMILIeKCHOCTH

KommiiekcHOoe HCHoIb30BaHWE METOAOB U CPEJACTB 3aLIUTHI IPEANOJAraeT COINIACOBAHHOE
IIPUMEHEHHE DPA3HOPOAHBIX CpPEACTB NpU IOCTPOCHHUU ILEJIOCTHOW CHCTEMBbl 3allUTHI,
IIEPEKPHIBAIOLIEH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHAJIBI PEAIM3aLUU YTPO3 U HE cofepKallen
c1a0bIX MECT Ha CTBIKAX OTACIBbHBIX €€ KOMIIOHCHTOB.

3amuTa I0JKHA CTPOUTHCS SIIEIOHUPOBaHO. [ KaXa0ro KaHana yTedykd HHGopMauu U AJis
KaX/I0i yrpo3bl 0€30MacHOCTH JOJDKHO CYIIECTBOBAaTh HECKOJIBKO 3aIIUTHBIX PYOEKei.
Coznanue 3alMTHBIX pyOexeil OCyHIECTBISETCA C YYETOM TOro, YTOOBI JUIsl UX MPEOJOJICHUS
MOTEHIIUAJILHOMY 3JIOYMBIIIEHHUKY TPeOOBaINCh MPOPECCHOHANbHbIE HABBIKU B HECKOJIBKHX
HEB3aMMOCBSI3aHHBIX 00JIACTSX.

BHemHsaAs 3amuTa gokHa 00ecrieunBaThesl (PU3NYECKMMHU CPEJICTBAMM, OpPraHU3allMOHHBIMU U
npaBoBbIMU Mepamu. OJHUM M3 Hanbojee YKpEeIUIEHHBIX pyOexkeil mpu3BaHbl ObITH CPEICTBA
KpUNTOTpaQUUECKOW 3alUThl, pPEAIN30BAaHHBIE C HCIIOJb30BaHHEM TexHosorud VPN.
[IpuknagHoil ypoBeHb 3allUThl, YYUTHIBAIOIIUMN OCOOEHHOCTH MpeIMETHOH obsacTy,
MIPE/ICTaBISET BHYTPEHHUN PYOEsK 3alUTHI.

5.4. HenpepsiBHOCTD 3amuThl [1/In

Jamura I[JlH — He pa3oBoe MEpONpUATHE M HE MPOCTasi COBOKYIHOCTb HPOBEIECHHBIX
MEpPOIPHUATHA ¥ YCTAaHOBJICHHBIX CPEACTB 3allUThl, & HEMPEPHIBHBIA IIeJeHANpPaBICHHBIN
MIPOLIECC, MPEANOoNaralofil MPUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX AdTamax >KM3HEHHOTO
nukita UCIHdx.

I/ICHI[H AOJDKHBI HAXOAWUTHCA B 3alllUIIICHHOM COCTOSAHHMHU Ha MPOTSKCHHUH BCCTO BPECMCHU HUX
(bYHKIlI/IOHI/IpOBaHI/IfL B coorBeTcTBHH C A>THM MNPUHIOUIIOM JOJIKHBI HNPUHUMATBCA MCEPBI 110
HenonyuieHuto nepexoaa UCIIIH B He3auUIIIEHHOE COCTOSTHUE.

BOJIBIHPIHCTBy (1)I/ISI/II-IGCKI/IX U TCXHUYCCKHUX CPCACTB 3alUThI JJIA 3(1)(1)CKTI/IBHOI‘O BBIITOJIHCHU L

cBoux  (yHKUMH  HeoOXoauMmMa  TOCTOSIHHAs ~ TEXHUYECKas W OpraHM3allMOHHAas
(amMUHHCTpaTUBHAs) TIOAJEPKKAa (CBOEBpEMEHHAass CMeHa U o0ecredeHue MPaBUILHOTO
XpaHeHUs W MpPUMEHEHMs MMeH, Maposied, Kiaoded mudpoBaHus, mepeornpeaesieHne
nosHoMouuil U T.1.). IlepepbiBbI B paOoTe CpeACTB 3aIlMTHl MOTYT OBITh MCIOJIb30BaHbI
3JIOYMBIIIJICHHUKAMH JIJIsl aHAJIM3a IPUMEHSEMbIX METOJIOB U CPEACTB 3alllUTHI, AJI1 BHEAPEHUS
CHEeIMAbHBIX MPOTPAMMHBIX M amMapaTHBIX "3aKiagok" M APYTUX CpPEeACTB IPEOJOJICHUS
CHCTEMBI 3aIIUTHI [TOCIIE BOCCTAHOBICHUS €€ (PYHKIIMOHUPOBAHMUSL.

5.5. CBoeBpeMEeHHOCTh

[Ipennonaraer ympexxaaromuil xapakrtep Mmep obecredeHuss OezomacHoctu IIJ[H, TO ecTb
MIOCTaHOBKY 3afady 1o komiuiekcHoW 3amurte MCII[AH u peanuzauuio Mep obecrnieueHus
6e3onacuHoctu [1/]n Ha panHux cragusax pazpadorku MCIIx B 11e10M U €€ CHCTEeMBI 3allUTh
nH(pOpMaIY, B YaCTHOCTH.

Pa3zpaOoTka cucTeMBbl 3alIUTHI JOJDKHA BECTUCh MApAJIENBHO € pa3padOTKON M pa3BUTHEM
caMOi 3alIMIIAeMON CHCTEMbl. JTO TO3BOJIUT Y4ecTh TpeOoBaHHs O€30MacHOCTH MpHU
MIPOEKTUPOBAHUM APXUTEKTYPHl M, B KOHEYHOM cyeTe, co3faTh Oonee d3(dexTuBHbIE (KaK IO
3aTpaTaMm pecypcoB, TaK U MO CTOMKOCTH) 3aIIUILIEHHbIE CUCTEMBI.

5.6. IIpeeMCTBEHHOCTHb M COBEPILIEHCTBOBAHHE

[IpenmonararoT MOCTOSHHOE COBEPIICHCTBOBAHWE MEP U CPEJCTB 3allMTHl WH(GOpMAIUK Ha
OCHOBE TMPEEMCTBEHHOCTH OPTAaHU3AIIMOHHBIX M TEXHUYECKUX PEIICHUH, KaJpOBOrO COCTaBa,
ananu3a gynkruonuposanusi UCIIJIH u ee cucTeMbl 3alUThHI C YU€TOM WU3MEHEHUN B METO/IaX U
CpeacTBax IMepexBara WH(POpPMAIUU, HOPMATHUBHBIX TPEOOBaHHWH IO 3allUTEe, TOCTHUTHYTOTO
OTEUECTBEHHOTO M 3apyOEKHOTO OIbITa B 3TOW 00JIACTH.
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5.7. TlepconajbHasi 0OTBETCTBEHHOCTh

[Ipenmonaraer Bo3n0okKeHHE OTBETCTBEHHOCTH 3a oOecrieueHue OezonmacHoctu [1/IH u cuctemsl
UX 00pabOTKH Ha KaXKIOro COTPYIHHUKA B Ipeleiax ero nojiHomouuii. B coorBercTBUU € 3TUM
MNPUHIUIIOM paclpeiesieHne NpaB M O00S3aHHOCTEH COTPYIHUKOB CTPOUTCS TakuM 00pas3om,
4TOOBI B Cilydae J000r0 HAapYIIEHUs KPYyr BUHOBHUKOB OBUI YETKO M3BECTEH HJIM CBEICH K
MUHUMYMY.

5.8. TIpuHUMI MUHUMHU3ALIMU TOJTHOMOYHA

O3Hayaer MpenoCTaBlIEHWE MOJB30BAaTEISIM MHUHHUMAJIbHBIX IMpPaB JOCTYNa B COOTBETCTBUU C
MPOU3BOJICTBEHHON HEOOXOJAMMOCTBbIO, HAa OCHOBE IMPHUHIMIA «BCE, YTO HE pa3pelieHo,
3aIpeIIeHO.

Hoctyn k IIJIH momkeH NpPeaoCTaBIsTHCS TOJIBKO B TOM Cliydae ¥ O0BEMe, €ClId ITO
HE00XOIMMO COTPYIHUKY JJIsl BBITIOJIHEHHSI €0 JOJKHOCTHBIX 00S3aHHOCTEH.

5.9. B3aunmoaeiicTBHe U COTPYIHMYECTBO

[Ipennonaraer co3maHue ONIarompusATHONH atMochepbl B KOJUIGKTHBAX MOJPa3/eIeHUH,
obecneunBaromux nestenbHocTh UCITIa MBIOY Ne 111 «Jlerckuit cag KOMOMHUPOBAHHOTO
BHJIA», Ui CHUXCHHS BEPOSTHOCTH BO3HUKHOBEHUS HETATUBHBIX JCHCTBHIA, CBS3aHHBIX C
YEIIOBEYCCKUM (PAKTOPOM.

B Ttakoii 06cTaHOBKE COTPYIHUKH JOJIKHBI OCO3HAHHO COOJIIOAATh YCTAaHOBIICHHBIE TIPaBUiIa U
OKa3bIBaTh COJIEHCTBUE B IEATEILHOCTH MOAPA3ACIICHIH TEXHUUECKON 3allIUThl HHPOPMAIUH.

5.10. I'mboxocThb cuctembl 3ammThl 111

[IpuHsATHIE MEpPBl U YCTAHOBJICHHBIE CPEICTBA 3aLUTHI, OCOOEHHO B HAYallbHBII MEPUOJ HX
9KCIUTyaTalK, MOTYT 00eclieunBaTh KaK Ype3MEepHbIN, TaK U HEJIOCTATOYHbIN YPOBEHb 3aIUTHI.
st obecnieueHus] BO3MOXXHOCTH BapbUPOBAHMs YPOBHEM 3alMIEHHOCTH, CPEICTBA 3aIUTHI
JIOJKHBI 0071a/1aTh ONpeeeHHON THOKocThi0. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SIBJISIETCS B TEX
CllyyasiX, KOIJla YCTaHOBKY CPEJACTB 3allUThl HEOOXOAMMO OCYLIECTBIATh Ha pPAaOOTAIONLIYIO
cHCTeMy, He Hapyllas npolecca ée HOpMaJIbHOro GyHKIIMOHUPOBAHUS.

5.11. OTKpPBITOCTH AJTOPUTMOB H MEXaHU3MOB 3aIIUTHI

CyTb npuHIUIIA OTKPHITOCTH AJITOPUTMOB M MEXAHU3MOB 3aLUTBI COCTOUT B TOM, YTO 3allUTa
HE JI0JDKHAa OO0ECreunBaThCs TOJBKO 3@ CYET CEKPETHOCTU CTPYKTYPHOW OpraHM3aiuu u
aIropuTMOB (QYHKIIMOHUPOBAHUSI €€ TIOJICUCTEM. 3HAHUE aIrOPUTMOB PabOThI CHCTEMBI 3AIIUThI
HE JI0JDKHO J1aBaTh BO3MOXKHOCTHU €€ NMpeoAosieHus (Jaxe aBTopam). OgHaKo, 3TO HE O3HAUaeT,
4yTO UH(GOPMAIUsl O KOHKPETHOW CUCTEME 3alllUThl JOJKHA OBITH OOIIEAO0CTYITHA.

5.12. IIpocToTa NpMMeHEeHHUs CPEACTB 3alMThI

MexaHu3Mbl 3alIUThl JODKHBI OBITh WHTYUTHUBHO TOHSATHBI W TPOCTHI B HCIIOJH30BAHUM.
[IpuMmeHeHne CpeICTB 3alIUThl HE TOJKHO OBITh CBS3aHO CO 3HAHUEM CIEIHANIBHBIX S3BIKOB WU
C BBIMOJTHEHHEM [EHCTBUH, TpeOYIOMIMX 3HAYUTENHHBIX JOMOJHUTEIBHBIX TPYI03aTpaT IMpHU
0OBIYHOM paboTe 3aperUCTPUPOBAHHBIX YCTAHOBJIEHHBIM MOPSIKOM TOJB30BaTENIel, a TaKKe He
JOJHKHO TpeOOBaTh OT MOJIB30BATEINS BBIMOJHEHUS PYTUHHBIX MAJOMOHSATHBIX €My OMNepanui
(BBOJ HECKOJIBKUX MApOJIEH U UMEH U T.1.).

JlomxHa mOCTHUTaThCs aBTOMATH3allMS MaKCUMAaJIbHOTO YHCJa JCWUCTBUH IOJb30BaTeleH H
anmuHuctparopos UCIT/IH.

5.13. HayyHast 000CHOBAHHOCTh M TEXHHYECKasl Peain3yeMocTh

NudopmaniioHHble TEXHOJOTHUH, TEXHUYECKHE U MpPOTrpaMMHBIE CpPEACTBa, CPEICTBA U MEpPHI
3alUThl HTHPOPMAIMH JOKHBI OBITh pealn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAyKH U
TEXHHUKHU, HAYYHO OOOCHOBAHBI C TOYKU 3pEHUS JOCTHXKEHHUS 3aJJaHHOTO YPOBHS O€30MMaCHOCTH
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uHpOpMAlMM U JOJDKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOPMaM M TpPEOOBaHHSM IO
oe3omacaocTu I1/1H.

C3IIIn nomkHa OBITh OPUEHTUPOBAHA HA PEIICHUS, BO3MOXHBIE PUCKU JUISI KOTOPBIX U MEpPbI
MIPOTUBOACHUCTBUS 3TUM PHUCKaM IMPOLUIM BCECTOPOHHIOI TEOPETHYECKYI0 M MPAKTHUUYECKYIO
IIPOBEPKY.

5.14. Cneunaau3zauus u npogeccuoHATUIM

[Ipenmnonaraer npuBiiedeHHe K pa3pabOTKe CPENCTB M peau3aluyd Mep 3allUThl WH(opManuu
CHEIMAIM3UPOBAHHBIX ~OpraHu3aluii, HauOoJiee TOJArOTOBICHHBIX K KOHKPETHOMY BHUIY
JesTeNIbHOCTH 10 obecriedeHuto OezonacHocty [1JIH, UMEIOMMX OMBIT MPAKTHUYECKOH pabOTHI U
TOCYJapCTBCHHYIO JIMIICH3MIO Ha MPaBO OKa3aHHs yCIyr B O3Toi obOmactu. Peanmszanms
aJIMUHHUCTPATUBHBIX MEp M OKCIUIyaTalMsi CpEJICTB 3allMThl JOJDKHA OCYILIECTBISATHCS
npodeCcCuOHAIBHO MOATOTOBICHHBIMHU criennanictamu OB (OMCY).

5.15. O6s13aTeIbHOCTH KOHTPOJIA

[Ipennonaraer o0053aTe€IbHOCT M CBOEBPEMEHHOCTh BBISBICHHMS M IPECEYCHUS IOIMBITOK
HapylIeHHUsl yCTAHOBJEHHBIX HpaBwil obecrneueHuss Oe3zomacHoctu IIJIH Ha oOcHOBe
HCIIOJIb3YCMbBIX CUCTEM U CPEACTB 3alllUThI I/IH(i)OpMaIII/II/I IIpU COBCPIICHCTBOBAHNHN KPUTCPUECB U
METOOB OLIEHKU YPPEKTUBHOCTH ITUX CUCTEM U CPE/ICTB.

KOHTpOHI) 3a JCATCIbHOCTBIO JIF000T0 MMOJIB30BATCIIA, KaXJ0ro CpcacTBa 3alllMTbl U B
OTHOIIICHUU JIF000ro oOBeKTa 3al0UTHl OOJDKCH OCYHICCTBJIATBCA Ha OCHOBEC MNPUMCHCHHA
CpCaACTB OIICPaTUBHOI'O KOHTPOJIA n perucTtpanuu n JOJIKEH OXBaTbIBaTh KakK
HCCAHKIIUOHUPOBAHHBIC, TAK U CAHKIIUOHUPOBAHHBIC IIGﬁCTBPISI II0JIb30BaTEIICH.

6. MEPbI, METObI 1 CPEACTBA OBECITIEYEHUSI
TPEBYEMOI'O YPOBHS SAINMINEHHOCTHU

ObecnieueHne TpeOyeMOro ypoBHS 3aIIUIIEHHOCTH JOJDKHOCTH JIOCTUTATHCS C UCTIOIb30BaHUEM
Mep, METOJIOB M cCpeacTB Oe3zomacHOCTH. Bce mepsl oOecneuenus Oezomacnoctu UCIIH
MOJIPA3IeIISIOTCS Ha:

— 3aKOHOJaTeNbHbIE (TIPaBOBBIE);

— MOpaJIbHO-ITUYECKHUE;

— OpraHu3aloHHbIE (AMUHUCTPATHBHBIE);
— (pusmnueckue;

— TEXHHUYECKHE (armapaTHbIe U MPOTPaMMHBIE).

[lepeuens BbIOpaHHBIX Mep oOecrieueHus: 6e30macHoCTH oTpaxaercs B [lnane meponpusaruit
110 00€CTIEYeHHIO 3alIUThl IEPCOHAIBHBIX JAHHBIX.

6.1. 3akononarejbHbIe (IPABOBbIE) MEPHI 3AIATHI

K mpaBoBBIM MepaM 3aIIUTHl OTHOCATCS IEUCTBYIOIINE B CTPAHE 3aKOHBI, YKa3bl 1 HOPMaTHUBHBIE
aKThl, perjJaMeHTupyomue npaswia oopamenus ¢ [1/1H, 3akpemsioniye npasa u 00s3aHHOCTH
Y4aCTHUKOB MH(GOPMAIMOHHBIX OTHOIIEHMH B Mpolecce ee 0O0pabOTKM M HCIOJb30BaHUA, a
TAaK)K€ YCTaHAaBJIMBAIOIIUE OTBETCTBEHHOCTb 3a HAPYILIEHUs OTHUX IPaBUJI, IPEHATCTBYS TEM
camMbIM HETIPaBOMEPHOMY HCIOJIb30BaHMIO [1/[H U sBisIONIMEcs clep KUBAIOIINUM (PaKTOPOM IS
MMOTEHIMATIBHBIX HAPYIIUTENEH.

[IpaBoBBIE MEpHI 3aIUTHI HOCAT B OCHOBHOM YIPEXIAIOMINKN, TPOPHIAKTHISCKUN XapaKTep U
TpeOYIOT TOCTOSIHHOM Pa3bsCHUTEIBHOW pPaOOThI C TIOJB30BATEISIMU W OOCITYKHUBAIOIINM
MIEPCOHAJIOM CUCTEMBI.
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6.2. MopaJbHO-ITHYECKHE MePbI 3AUIHThI

K MoOpalbHO-3THYECKMM MepaM OTHOCSTCS HOPMblI TIOBEACHHS, KOTOpBIE TpPaJUIIMOHHO
CIIOKMJIMCh WJTH CKJIAJIBIBAIOTCS 110 Mepe pacnpoctpanenuss OBM B crpane wium obuiectse. DTu
HOPMBI OOJIbIIIEH YacThlO HE SIBIIAIOTCS 00A3aTENbHBIMH, KaK 3aKOHOJATEIbHO YTBEPXKICHHBIC
HOPMATUBHBIC aKThl, OJHAKO, MX HECOOJIOJIEHUE BeAeT OOBIYHO K TAJCHUIO aBTOPHUTETA,
MIpeCTHUKa YeJIOBEKa, IPYIIIbI JIUI] WK OpraHu3anud. MopaibHO-3THUYECKHE HOPMBI OBIBAIOT KaK
HernucaHble (HampuMmep, OOUIeNpPU3HAHHBIE HOPMBI YECTHOCTH, MAaTPUOTHU3MAa U T.I.), TaK H
MUCaHbIe, TO €CTh O(hOPMIICHHBIC B HEKOTOPBIN CBOJ (YCTaB) MPaBUJI MU TIPEITUCAHHA.

MopanbHO-3THYECKHE MEPhI 3alIUTHI SIBISIFOTCS MPO(PHUIAKTUYECKUMU U TPEOYIOT TMOCTOSHHON
paboThl MO CO3JAHMIO 3J0POBOTO MOPAITBHOTO KJIMMaTa B KOJUIEKTHBAX IOJpa3/eiCHUN.
MopanpHO-3TUYECKHE MEpbl 3AIUUTHI CHUKAIOT BEPOSTHOCTh BO3HUKHOBEHUS HETATHBHBIX
JCHCTBHI CBSI3aHHBIX C YEJIOBEYECKUM (aKTOPOM.

6.3. OpraHu3aumoHHbIe (AAMUHUCTPATHBHBbIE) MePbI 3aIIUTHI

OpranuzanvoHHble (aAMUHHUCTPATUBHBIE) MEPHI 3allUTBl - 3TO MEPhl OPraHU3alKUOHHOIO
Xapaktepa, perjameHTupyromue muporeccsl ¢yakinuonupoBanus MCII[H, wucnoias3oBaHue
pecypcoB UCII[IH, nesTenbHOCTh OOCIYKHUBAIOIIETO IMEpPCOHANa, a Takke MOPSI0K
B3auMozeiicTBus nosp3oBareneid ¢ UCII[AH Ttakum o06pa3zom, 4TOObI B HAMOOJBIIEH CTENECHU
3aTPyJHUTh WM HCKIIOYUTH BO3MOXHOCTH pealH3aliil yrpo3 Oe30MacHOCTH WM CHU3UTH
pa3Mep IOTEPH B CIIy4ae UX pean3aliu.

['maBHast menb aAMUHUCTPATHUBHBIX MeEp, MPEANPUHUMACMBIX Ha BBICIIEM YIPABICHYECKOM
ypoBHe — cdopmupoBarh [lomutuky wmHbopmanmonHoi OezomacHoctu [1/[H (oTpakaromryro
MOAXOJbl K 3amuTe HHpOpManuu) U OOECIEeYUTh €€ BHINOJHEHHUE, BBIICISIS HEOOXOIUMBIC
pecypchl U KOHTPOJIUPYS COCTOSTHUE JIE.

Peanuzanus Ilonutuku wunbopmanmonnon OezonmacHoctu [IJJn B UCII[IH coctoar u3 mep
aJIMHHHCTPATHBHOT'O YPOBHS M OPTaHU3AMUOHHBIX (ITPOIEAYPHBIX ) MEp 3aIUThI HH(pOpMAIIHH.

K aaMMHMCTpaTHBHOMY YPOBHIO OTHOCSTCS pEUIEHUS PYKOBOJCTBA, 3aTparuBarollne
nestensHocTh MCII/IH B nenom. OTu pemenus 3akperuisitoress B [lomuTrke nHpopMannoHHON
6e3onacHocTH. [IpumMepom Takux pereHuii MOryT ObITh:

— IMIPUHATHUC PCHICHUSA O (bOpMI/IpOBaHI/II/I HJIN TICPECMOTPC KOMILJIEKCHOH MporpamMMmal
obecnieuenust 6e3omacHoctu [1]IH, onpeiesicHne OTBETCTBEHHBIX 3a €€ PealH3aluio;

— q)OpMy.]'II/IpOBaHI/Ie ueneﬁ, MMOCTAHOBKaA 3a1a4, OIIPCACIICHUC HaHpaBJ’ICHI/Iﬁ ACATCIBbHOCTH B
obnactu 6e3onacuoctu [1/1H;

— I[IPUHATHC peH.[eHI/Iﬁ Mo BOIIpOCaM peain3alu IMPOrpaMmbl 6G3OH8.CHOCTI/I, KOTOPELIC
paccMaTpuBarOTCs HAa YPOBHE yIpaBlieHUsl 00pa3zoBaHus aqMuHucTpaiuu . Kemeposo B

LIEJIOM;
— o0ecrneyeHne HOpMAaTUBHOM (ITPaBOBOIT) 0a3bl BONIPOCOB 0€30MACHOCTH U T.II.

[TonuTHKa BEpXHEro ypOBHsS JOJDKHA UYETKO OUYEPTUTH c(hepy BIUSHHUS U OTpaHUYEHUS IPU
ornpeneneHun neneit OesomacHocty IIJIH, ompenenuTh KakuMHU pecypcamH (MaTepualbHBIE,
MepCcoHaN) OHU OYAyT NOCTUTHYTHI M HAWTH Pa3yMHBIM KOMIPOMHCC MEXIY MNpUEMIEMbIM
ypoBHeM Oe3onmacHOCTH U GpyHKIMOHanbHOCTBIO CTI/IH.

Ha oprannzanMoHHOM ypOBHE OIIPENEISAIOTCS MPOLEAYpbl M IpaBWiIa JOCTHXKEHHUS LEIeH U
pemenus 3ana4u [lonutuku nudopmannonHoii 6ezonacuoctu [1/{H. DT npaBuia onpeaensior:

— KaKoBa 00J1acTh IMPUMCHCHUA TTOJIUTHKU 0e30IMacHOCTH HI[H,
— KaKOBBbI pOJIK U 00S13aHHOCTH JOJDKHOCTHBIX JIMII, OTBEYAIOIHE 3a IPOBCACHUC TTOJIUTHKHU

0€30IacHOCTH HI[H, a TaK JX€ UX YCTAaHOBUTH OTBETCTBCHHOCTD,
— KTO uMeeT npasa pocryna k 11/11;
— KakKuMHU MepaMH M cpefcTBaMu odecrnieunBaeTcs 3ammura [1/1x;
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— KaKuMU MCpaMu U CPCACTBAMU obecneunBaeTCs KOHTPOJIb 3a CO6HIOII€HI/ICM
BBCICHHOI'O pEXXUMa 0€30IIaCHOCTH.

OpFaHI/ISaI_II/IOHHBIe MCPBI JOJIKHBI:

— HOpeayCcMarpuBaThb pEriIaMCHT I/IH(l)OpMaI_[I/IOHHBIX OTHOIHCHPIP'I, HCKIIIOYArOIK1X BO3MOXHOCTb
HECaAaHKIIMOHHUPOBAHHBIX HGfICTBHﬁ B OTHOIIICHHH 00BEKTOB 3allINThI,

— OIpeacCIATh KOATUIIMOHHBIC H HCPAPXUUYCCKHUEC NPUHIHNIIBI U METOABI pa3sTpaHUYCHUA
nocryna K I1/1H;

— OIpEACIATh MOPAIT0OK pa60TbI C IporpaMMHO-MaTEMAaTHICCKUMHU U TCXHUYCCKUMU
(anmapaTHBIE) CPEACTBAMH 3AILUTHI U KPUNTO3AIIUTHI M APYTUX 3aIIUTHBIX MEXaHH3MOB;

— OpraHu30BaTh MCPHBI HpOTI/IBOI[GfICTBHH HCI[ ITOJIB30BATCIIIMU Ha 3Tanax aYTeHTI/I(l)I/IKaI_II/II/I,
ABTOpU3alnHU, I/IILGHTI/I(bI/IKaLII/II/I, O6CCHC‘II/IB3,IOIJ_II/IX rapaHTu pcajavu3aliuu 1paB U
OTBCTCTBCHHOCTHU Cy6’beKTOB I/IH(l)OpMaI_[I/IOHHBIX OTHOILICHUH.

OpFaHI/ISaI_II/IOHHBIe MCPBI JOJIKHBI COCTOATD HU3:

— pernamMenTa gocryna B nomeuienuss UCI/H;
— TOPSAIOK JOIYCKa COTPYIHUKOB K UCIIOJIb30BAHUIO PECYPCOB YIIPABJICHHUs 00pa30oBaHUs

agMuHUCTpanyn . Kemeposo;

— perjamMeHTa IIPOoLEeCcCOB BeACHU 0a3 JaHHBIX U OCYILIECTBIECHUS MOAU(UKALIUN
MH(POPMAIIMOHHBIX PECYPCOB;

— PperiiaMcHTa IIpouccCoB O6CJIy>KI/IBaHI/I$I " OCYHICCTBJICHUA MO,Z[I/I(I)I/IKaI_II/II/I allrmapaTHbIX U
nporpammHbIx pecypcoB UCI1/IH;

— wuHcTpykuuit nons3oBarenei UCIIu (anmunuctparopa UCIQH, anmuHucTparopa
6e3onacHocty, oneparopa UCI1/In);

— HWHCTPYKLUA ITOJB30BATECIA IPHU BOSHUKHOBCHUH BHCIITATHBIX CI/ITyaIII/If/'I.

6.4. ®usnueckue MepbI 3aUIUTHI

dusznueckue MCEpPbI 3allIUTBl OCHOBAHBI HA IIPUMCHCHHUHU PA3HOI'0 poaa MEXaHHYCCKUX, DIJICKTPO-
HJIN 3JICKTPOHHO-MCXAHUYCCKUX yCTpOﬁCTB u COOpy>K€HPII>i, ClicHUaJIbHO NIPCAHA3HAUCHHBIX IJIA
Cco3aaHusA (1)I/ISI/I‘ICCKI/IX HpGHfITCTBI/IfI Ha BO3MOXHBIX NYTAX IMIPOHUKHOBCHUA HW OOCTYyIIa
OTCHIMAJIbHBIX HaPYIHHTeHGﬁ K KOMIIOHEHTaM CHUCTEMBbI U 3amnmaeM0171 HHq)OpMaHHH, a TaKXeE
TEXHUYCCKUX CPCACTB BU3YaJIbHOI'O Ha6J'II-OI[CHI/I$I, CBA3U U OXpaHHOP’I CUTHAJIM3allnu.

dusnueckas 3alMTa 3JaHUNA, MOMEUIEHUH, OOBEKTOB M CPEACTB HMH(OpMaTH3alMM JIO0JKHA
OCYHIECTBIATBCA IIyTEM YCTAHOBJIEHUS COOTBETCTBYIOUIMX IIOCTOB OXPaHbl, C IIOMOIIbIO
TEXHUYECKUX CPEJCTB OXpaHbl WIM JIIOOBIMU JIPYTHMH CIIOCOOaMH, MPEJOTBPALAIOIINMU UIIH
CYLIECTBEHHO 3aTPYAHSIOIMMH IPOHUKHOBEHUE B 3[aHUE, TOMEIICHHs ITOCTOPOHHUX JIWIL,
XHILEHHE HMH(OPMAIIMOHHBIX HOCHUTENEH, caMMX CPEJCTB MH()OPMATH3AIMH, UCKIFOYAIOUMMU
HaXO0XICHUE BHYTPU KOHTPOJIMPYEMOI (0XpaHsIeMOii) 30Hbl TEXHUYECKUX CPE/ICTB Pa3BEIKU.

6.5. AnnmapartHo-mporpamMMubie cpeacTsa 3amuThl ITIn

TexHuueckue (amnmapaTHO-IPOrpaMMHBIE) MEpPbI 3alIUThl OCHOBAHbI HA HCIIOJIb30BAHUU
Pa3IMYHBIX IEKTPOHHBIX YCTPONCTB U CHENUAIBHBIX Nporpamm, Bxoasmux B coctaB UCII/IH n
BBIMOJIHSAIONINX (CAaMOCTOATENBHO WM B KOMIUIEKCE C APYTUMH CPEACTBaMHU) (DYHKIIMM 3aIUTHI
(mpeHTHGUKANIO W ayTEeHTH(PUKAIMIO TOJh30BaTelICH, pa3rpaHHYeHHUE JOCTyNa K pecypcam,
perucTpaiuio coobITui, KpUnrorpapuyeckoe 3akpbITHe HHYOPMALIUU U T.11.).

C ydyetroM Bcex TpeboBaHuil u mpuHIUIOB obecrieueHus: 6ezonacHoctu [1/1n 8 UCII/IH mo BceM
HaMpaBJICHUSIM 3aIUTHI B COCTAaB CHUCTEMBI 3AIUTHI JOJDKHBI OBITh BKJIIOYEHBI CIEIYIOIINE
cpencTna:

— cpeAcTBa UASHTH(PUKAIUMY (OTIO3HABAHMS ) U ayTeHTU(UKALIUN
(moaTBepx)AeHUs MOATMHHOCTH) monb3oBaTeneit UCII/H;
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— CpE€ACTBa pasrpaHUYCHUA JOCTYIIA 3apETUCTPUPOBAHHBIX ITOJB30BAT eJIell CHCTEMEI K
pecypcam UCITJIa MBIOY Ne 111 «/lerckuii cax KOMOHHHUPOBAHHOTO BUIAY;

— cpexacTBa 00ecreYeHrs: ¥ KOHTPOJIS [EIOCTHOCTH MPOTPaMMHBIX U HHPOPMAITHOHHBIX
pecypcoB;

— CpE€ACTBa ONIEPATUBHOI'O KOHTPOJIA U PETUCTPaAlUN COOBITHH 66301’IaCHOCTI/I;

— KpI/IHTOFpa(bI/I‘leCKI/IC Cpe€acTBa 3alllUThI HHH

VYcnemHoe NpUMEHEHHE TEXHUYECKUX CPEACTB 3alMThl HA OCHOBAaHMM NPUHLMIOB (pas3znen S)
IpearnoiaraeT, 4YTO  BBIIOJIHEHHWE TMEPEYMCICHHBIX HW)KEe TpeOoBaHMH  0OecredeHo
OpPraHU3alIOHHBIMU  (aIMHUHHUCTPATUBHBIMH) MEpPAMHU UM  HUCHOJIb3YyeMbIMH (U3HYECKHUMU
CPEICTBAMMU 3aLUTHI:

— obecrieueHa pusmveckast menocTHOCTh Bcex komnoneHT UCII/Ix;

— Kaxapli corpynHuk (mosb3oBartens MCII/[IH) wnm rpynma mois3oBareneidl  HMMeeT
YHHUKAQJIbHOE CHCTEMHOE UMS U MUHUMAJIbHO HEOOXOJIMMBIEC JJIsi BBINOJIHEHUS MM CBOMX
(GYHKIIMOHATBHBIX 0053aHHOCTEH MOJIHOMOYHS TI0 JOCTYITY K pecypcaM CUCTEMBI;

— B UCII[Ixr MBZIOY Ne 111 «/lerckwmii cajq KOMOMHUPOBAHHOTO BUIa» pa3pa0d0TKa U OTIAJKa
nporpamm ocymectsisiercs 3a npenenamu MCI1/IH, Ha HCIIBITaTENBHBIX CTCHAX;

— BCe H3MEHEHHMS KOH(UTrypaluu TeXHUYeCKuX M mporpaMmMmHubix cpeacts HCII/In
MIPOU3BOJISATCS CTPOTO YCTAHOBICHHBIM MOPSAIKOM (PETUCTPUPYIOTCS U KOHTPOIHPYIOTCSI)
TOJBLKO HAa OCHOBaHWHU pacmopstkeHuit pykoBojctBa MBJIOY Ne 111 «/lerckmii can
KOMOWHHUPOBAHHOTO BUJIAY;

— ceTeBoe O00O0pyaoBaHHE (KOHILIEHTPATOPbl, KOMMYTATOpBI, MapIIpyTHU3aTOpPbl W T.II.)
pacroyiaraercsi B MeCTax, HeZJOCTYITHBIX JUIsl TOCTOPOHHUX (CHEIUATBHBIX TTOMEIICHUSIX,
mkadax, u T.11.);

— cneruanuctamu MBJIOY Ne 111 «JleTckuii cajy KOMOMHUPOBAHHOTO BUIA»
OCYIIECTBIISIETCS HETIPEPHIBHOE YIIPABJICHUE U aIMUHUCTPATUBHAS
MOIEPKKA (DYHKIIMOHUPOBAHUS CPEACTB 3aIIUTHI.

7. KOHTPOJIb DO®EKTUBHOCTU CUCTEMBbI 3AIIUTHI UCIIT/IH

Kontpons sdpdexkrusaoctn C3II[IH nomKeH oOCyIIecTBIsSETCS Ha MEpUOJAMYECKON OCHOBE.
Henpto xoHTPONS 3G(DHEKTUBHOCTH SBISETCS CBOCBPEMEHHOE BBISBICHHE HEHAUICKAITUX
pexxumoB pabotel C3IIJIH (oTKiIIOUEHHME CpEeACTB 3aIIMTHI, HApYLIEHHE PEXHUMOB 3alllUThl,
HECaHKLIMOHUPOBAaHHOE HW3MEHEHUE peXuMa 3allUThl U T.I.), a TaK M[POTHO3ZUPOBAHUE U
IIPEBEHTUBHOE PearupoBaHue Ha HOBbIE yrpo3bl 6e3omacHocTH [1J1H.

KoHTponp MoxkeT mpoBOAUTHCS Kak aaMuHuUcTparopamu Oe3omacHocTu MCII/IH (omepaTuBHbBIN
KOHTpPOJIb B Tporiecce nHpopmanronnoro Bzaumoeicteust B UCIIJIH), Tak U mpuBIeKaeMbIMU
JUIL 3TOW 1EeJIM KOMIETEHTHBIMH OpraHu3alysMHi, HMEIOIMMU JIMIEH3UI0 Ha JTOT BHJ
nesitenbHOCTH, a Takke PCTIOK Poccun u @Ch Poccnu B npenenax ux KOMOETEHIUU.

KoHTposib MOKET OCYIIECTBIATHCS aIMUHUCTPATOPOM 0€30MMaCHOCTH KaK C TMTOMOIIBIO IMMTATHBIX
cpenctB cucteMbl 3amuThl [1/IH, Tak ¥ C MOMOINBIO CIENHAIBHBIX TPOTPAMMHBIX CPEACTB
KOHTPOJISL.

Onenka >¢ddextuBHOCTH Mep 3amuThl [[JI[H TPOBOAUTCS C WCMONB30BAHUEM TEXHHUYECKUX W
MIPOTPaMMHBIX CPEJICTB KOHTPOJIS Ha IPEIMET COOTBETCTBUSI YCTAHOBJICHHBIM TPEOOBAHUSIM.

8. COEPBI OTBETCTBEHHOCTMU 3A BE3OITACHOCTD I1/In

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTpPOJb HaJl oOecreyeHHeM Oe30IacHOCTU
MIEPCOHAJIBHBIX  JaHHBIX sBsercsa pykooautens MBJIOY  Ne 111  «Jlerckuii can
KOMOMHHpPOBAaHHOTO BUAa». PykoBoaMTEnh MOXKET JAeIerupoBaTh 4YacTb IOJHOMOYMH IO
o0ecrniedyeHnto 6€30MaCHOCTH MEePCOHANBHBIX JAHHBIX.

Cdepa OTBETCTBEHHOCTH DPYKOBOIMTENS BKIIFOYAET CIICAYIOIIME HAmpaBIeHUS OOECIeUCHHS
oe3onacHoctH [1]1H:
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— IInanupoBanue u peanuzanus Mep no odecrneyenuro 6eszonacHoctu [1/1H;

— AHnanus yrpo3 6e3onacxoctu [1/1H;

— Pa3paboTtky, BHepeHHEe, KOHTPOJIb CIIOJIHEHUS U MOIep)KaHre B aKTyallbHOM COCTOSIHUU
MOJINTHK, PYKOBOJACTB, KOHUENUMH, MNPOUEAYP, PErIAMEHTOB, MHCTPYKLUMN U JIPYTrUX
OpraHMU3alMOHHBIX JOKYMEHTOB I10 00ecTeueHnI0 Oe30MacHOCTH;

— Konrpons 3anmmennoctu UT undpactpykrypst MBJIOY Ne 111 «Jlerckuii can
KOMOMHUPOBAaHHOTO BUa» OT yrpo3 1B myrem;

— OO0yuenue u uapopmupoBanue noiabzopareneit UCIIIx, o mopsiake padotsl ¢ [1/IH
Cpe€ACTBAaMU 3allIUThI;

— [IpenoTBpaienue, BoIsIBICHUE, pearnpoBaHKE U pacciieloBaHUE HApYyILIEHUN 0e301MacHOCTH
I1/1n.

[Ipy B3auMOAEMCTBUM CO CTOPOHHUMH OpPraHU3ALMIMHU B CIy4asix, KOIJIa COTPYJHUKAM 3THX
OpraHM3alfii TMPEAOCTABISICTCS JOCTYl K OO0BEeKTaM 3amuThl (pa3gen 3), ¢ JITUMH
OpraHu3alysIMu JOKHO ObITh 3akioueHo «CornameHue O KOH(PHUAESHIUATbHOCTHY, OO0
«Cornamenue o codoaeHr pexkuma 6ezonacHocT [1J1H npu BeimonHernu padot B UCIT{a».

9. MOJAEJIb HAPYHIUTEJIA BE3OITACHOCTH

[Tox napymmrenem B OMIB (OMCY) noHumaercs Ju1o, KOTOPOE B Pe3yabTaTe YMBIIUICHHBIX
WJIA HEYMBIIIUICHHBIX JCHCTBUN MOXKET HAHECTH yIiepO 00beKkTaM 3aiuThl (paszaen 3).

Hapymurenu noapasaenstorces no npusHaky npuHamiexHoctu Kk UCIT/IH. Bee
HapyLUTEIU ACIATCS Ha 1BE TPYIIIbL:

— BHeEUIHHEe HApymIuTeau — (QU3WYECKUe IMIa, HE HMEIOIUEe MpaBa NpeObIBaHHUS Ha
TEPPUTOPUU KOHTPOIMPYEMO 30HBI, B IIpeieTaXx KOTOPOH pa3mMeliaercsa 000pyaoBaHue

UCTIIx;

— BHYTPeHHHe HapymMTeJu — (Qu3uueckue Inuna, UMEIOUIMEe NpaBo MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJUPYEMOW 30HBI, B Mpejesiax KOTOPOW pa3MellaeTcs 00O0pyIOBaHHE
NCITAn.

Knaccudukanusa napymmureneit npeacrapieHa B Mojenu yrpo3 6€30MacHOCTH
MepCOHANBbHBIX NaHHbIX Kaxaou UCII/H.

10. MOJAEJIb YT'PO3 BE3OITACHOCTHA

Jns UCTT I MBZIOY Ne 111 «/lerckuii cafy KOMOMHUPOBAHHOTO BU/1a» BBIICISIOTCS
CJIeTyIOIIe OCHOBHBIE KATETOPUHU yIpo3 O€30MacHOCTH MEPCOHATBHBIX TaHHBIX:

I.erosbl OT YTCUKHU IO TCXHUYCCKUM KaHaJlaM.

2.Y1po3bl HECAHKIIMOHUPOBAHHOTO J10CTyNa K MH(OpMaIuu:

— YTrpo3bl yHUUTOKEHUS, XulieHus anmnapatHbix cpenctB UCII/Ix HocuTenel nndpopmanuu
nyTeM gusnueckoro gocryna k 3nementam UCII/IH.

— YTpo3bl XUIIEHUS, HECAHKITHOHUPOBAHHON MOAM(PHUKAIIUYN WU OIIOKUPOBAHUS MHPOPMAITUU
3a cueT HecaHKIuoHUpoBaHHOTO HocTtyma (HCJI) ¢ mpuMeHeHneM ITporpaMMHO -alapaTHBIX

Y IPOrpPaMMHBIX CPEJCTB (B TOM UHKCIIE MPOrPAMMHO-MaTEMaTUYECKUX BO3/IEHCTBU).

— VYTrpo3bl HE MpeAHaMEpPEeHHbIX NEHCTBHUI MoJib30BaTeNe M HapylmeHud O0e30macHOCTH
¢byaxkuuonupoBanus WCII[Ix u C3II/IH B ee cocraBe M3-3a COOEB B NMPOTPaMMHOM

o0ecrieyeHnr, a TakXke OT yrpo3 He aHTPOMNOreHHoro (cOoeB ammaparypbl H3-3a
HEHAJC)KHOCTH JJIEMEHTOB, COOCB AJICKTPOIUTAHUS) W CTUXHUHOTO (YIapOB MOJIHHM,

M0KapoB, HABOJHEHUH U T.11.) XapaKTepa.
— Yrpo3sl IpeAHAMEPEHHBIX AEUCTBUI BHYTPEHHUX HAPYILIUTEICH.
— YTrpo3bl HECAaHKIIMOHUPOBAHHOIO JTOCTYIIA IT0 KAHAJIAM CBS3H.
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OHI/IcaHI/Ie yrp03, BCPOHTHOCTB nux peanmauml, OIIACHOCTHh U aKTyaHLHOCTB HpeI[CTaBHCHLI
B Mozenu yrpo3 6€3011acHOCTH IEPCOHANIBHBIX MaHHbIX Kaxaon UCITIH.

11. MEXAHU3M PEAJIM3AIIMUA KOHUEITIUA

Peammzanms KOHHCHHI/II/I AO0JIDKHa OCYHIECTBIIATECA HAa OCHOBE IIEPCIICKTUBHBIX ITPOrpaMM U
IJIaHOB, KOTOPBIC COCTABJIAIOTCA HA OCHOBAHWU U BO UCITIOJTHCHHE!

— (enepanbHBIX 3aKOHOB B 001acTH obecrieueHus: HHPOPMAIMOHHOW O€30MTaCHOCTH U 3aIIUTHI
uHpopmanuy;

— noctaHoBieHu [IpaButensctBa Poccuiickoii denepanum;

—  PYKOBOISIIUX, OPTaHU3AIMOHHO-PACIOPSAUTEIBHBIX H METOJHUECKUX JOKYMEHTOB
OCTOK Poccun;

— mnotpebnocteit UCII/IH B cpeacTBax obecneueHus: 6e30macHOCTH HHPOpMAITUH.

12. O)KAJTAEMBINA Y®PEKT OT PEAJIM3AIIMA KOHIIENIIIUA

Peanu3anus Konnenmuu 6e3omacuoctu [1/{a 8 UCII/{H mo3BomuT:

— oueHuTh cocrostare 6ezonacnoctu naHGopmaruu MCII/IH, BEISIBUTh HCTOYHUKHA BHYTPEHHUX
U BHEIIHUX Yrpo3 HMHPOPMAIIMOHHOM OE30MacHOCTH, OINPEAETUTh MPUOPUTETHHIC
HamnpaBJICHUSA ITPEAOTBPALICHUA, OTPAKECHUA U HeﬁTpaJ'II/ISaL[I/II/I OTHX YI'po3;

— pa3paboTaTh pacOPSIUTEIbHBIE U HOPMATHBHO-METOIUYECKUE TOKYMEHTHI
npumenutensHo k UCI1/IH;

— nposectH Kinaccudukanuio u cepruduxauo MCIL/H;

— TMPOBECTU OPTAaHU3AIMOHHO-PEKUMHBIC M TEXHUYCCKHE MEPOIIPHSTHS 10 00SCTICUCHUTO
6e3omacHoctu [1/1n B UCIT/H;

— o0ecneynTh HEOOXOAMMBIA YPOBEHb 0€30MaCHOCTH 0OBEKTOB 3AIUTHI.

OcyiecTBieHHe 3TUX  MEPONPUATUNA  OOECIeYuT CO3JaHHe EAMHOM, IIeIOCTHOW U
CKOOpAMHUPOBAHHON cucTembl nHMopmannonHon OezomacHoctu MCIIH u co3mact ycnmoBus
JUTSI €€ TajbHEHIIIEro COBEPIIIEHCTBOBAHUSI.

13. ClIUCOK UCHTOJBb30OBAHHBIX NCTOYHHUKOB

OCHOBHBIMU HOPMATUBHO-TIPABOBBIMU U METOIMUECKUMU JOKYMEHTAMH, Ha KOTOPBIX
Oasupyercs Hactosmas KoHmenus sBiastoTcst:

1. ®enepanpubliit 3akoH oT 27.07.2006 1. No 152-®3 «O mepcoHanbHBIX JaHHBIX» (anee —
®3 «O mepcoHATBHBIX JIAHHBIX»), YCTAHABIIMBAIOIINNA OCHOBHBIC TPHHIMIBI W YCIOBHS
o0pabotku I1/1H, mpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTh YYACTHUKOB OTHOIIICHUH, CBA3aHHBIX
¢ obpabotkoit [1/[H.

2.  «llonoxenne 06 obecrieueHNH OE30MACHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKE B
MH(OPMALIMOHHBIX CHUCTEMaX TMEPCOHANBHBIX JAaHHBIX», YyTBepkAeHHoe I[locraHoBIEeHHEM
[IpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3. «llopsmox mpoBeneHus Kiaccu(uKaud WHPOPMANMOHHBIX CHCTEM MEPCOHAIBHBIX
JaHHBIX», yTBepkAeHHbIN coBMecTHBIM [Ipukazom @CTIK Poccun Ne 55, ®CB Poccun Ne 86 u
Mununpopmcsszu PO Ne 20 ot 13.02.2008 r.

4, «[Tonoxenne 00 0coOEHHOCTAX 00PaOOTKM MEPCOHATBHBIX JAaHHBIX, OCYIIECTBIsIeMON Oe3
WCIOJIb30BAaHUS CPEJICTB aBTOMATHU3AINIY, YTBepxkIeHHoe [ToctanoBnenuem [IpaButensctBa PO
ot 15.09.2008 r. Ne 687.

5.  «TpebGoBaHus K MaTepUANTBHBIM HOCHTEISIM OMOMETPHUECKUX TMEPCOHATBHBIX TaHHBIX U
TEXHOJIOTUSIM XPaHEHUS TaKUX JIaHHBIX BHE HMH(POPMALMOHHBIX CHCTEM IE€PCOHAIBHBIX
JaHHBIX», yTBepkIeHHbIe [locTranoBnenunem [Ipasurenscrea PO ot 06.07.2008 . Ne 512.
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6. HopmaTtuBHO-MeTonuyeckue IOOKyMeHThl DenepanbHOil CIy’KObl MO TEXHHUYECKOMY H
JKCTIepTHOMY KOHTpoJto Poccuiickoit denepanun (nanee - ®CTOK Poccun) mo obecnieueHno
6e3omacuoctu [1/1a mpu ux o6padotke B UCII/IH:

7. PekoMenpamu 1o oOecrieueHUI0 OE30MacHOCTH TEPCOHANBHBIX JAHHBIX MPH  HX
00paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JAHHBIX, yTB. 3aM. JIHUPEKTOpa
OCTOIK Poccun 15.02.08 r. (JICII)

8.  OcHOBHBIE MEpOIPUATHS [0 OPraHU3AINU M TEXHHYECKOMY OOECHEUCHHIO 0e30IacHOCTH
NEPCOHATBHBIX JaHHBIX, 00palbaThIBaeMbIX B HMH(OPMAIIMOHHBIX CHUCTEMaxX MEPCOHAIBHBIX
naHHbIX, yTB. 3am. qupektopa @CTOK Poccun 15.02.08 r. (JCII)

9.  ba3oBas Mojenp yrpo3 0€301acHOCTH IEPCOHANIBHBIX IaHHBIX NPH UX 00paboTKe B
MH(GOPMAIMOHHBIX CHCTEMax MEePCOHANBHBIX TaHHBIX, YTB. 3aM. aupekropa PCTIK Poccun
15.02.08 r. (JICII)

10 MeTO,I[I/IKa OIIPECACIICHUS aKTYaJIbHBIX YI'PO3 0e30macHOCTH MCPCOHAJIBHBIX JAHHBIX IIPU UX

00paboTke B HMH(POPMANMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX HAaHHBIX, YTB. 3aM. JHUPEKTOpa
OCTIK Poccuu 15.02.08 r. (JACII)
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