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OITPEJAEJIEHUA

B HACTOAIICM NOKYMCHTC HMCITIOJIb3YIOTCA CICAYIOIUC TCPMUHBI U UX OMPCACIICHUA:

ABTOMATH3HMPOBAHHAS CHCTEMA — CHUCTEMA, COCTOSIIAs U3 MEepPCOHAIa U KOMILIEKCA CPEJICTB
ABTOMATHU3AIMH €T0 JIeATEIHbHOCTH, peaTn3yoias HHOOPMAIMOHHYIO TEXHOJIOTHIO BBITTOIHEHUS
YCTaHOBJICHHBIX (DYHKIIUH.

AyTeHTI/I(l)I/IKaIII/Iﬂ OTHpaBUTECIA JAHHBIX — INOATBCPIKACHHUEC TOT'O, YTO OTIIPABUTCIIb ITOJTYUCH-
HBIX JAHHBIX COOTBETCTBYCT 3asBJICHHOMY.

Be3onacHoCTh NMepPCOHAIBHBIX JAHHBIX — COCTOSHUE 3aIUIIEHHOCTH NI€PCOHAIbHBIX JaHHBIX,
XapaKTepu3yeMoe CIOCOOHOCTBIO MOJB30BATENEH, TEXHUYECKHX CPEACTB M MH(OPMAIIMOHHBIX
TEXHOJIOTHI 00ecTeYnTh KOH(QUACHIHATIBLHOCTD, IETIOCTHOCTh U JOCTYIMHOCTH MEPCOHAIBHBIX
JTAHHBIX TPU UX 00paboTKe B MH(HOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX.

BuoMerpuyeckue nepcoHajbHble JaHHbIE — CBEJCHHS, KOTOPHIE XapaKTePU3YIOT (HPU3HOIIOTH-
YEeCKUE OCOOCHHOCTH YEJIOBEKA U HA OCHOBE KOTOPBIX MOKHO YCTaHOBUTH €0 JINYHOCTh, BKJIIO-
qas (oTorpaduu, oTneyaTku manblieB, 00pa3 CeTYATKH TIJ1a3a, OCOOEHHOCTU CTPOEHUS Tela U

JPYTYI0 0100HYI0 HH(GOPMAIIHUIO.

BiokupoBaHue nmepcoHATbHBIX JAHHBIX — BpEMEHHOE MpeKpaleHue coopa, CucTeMaTH3aIlu,
HAaKOIUICHHUSI, UCIIOJIb30BaHMsI, PACIIPOCTPAHCHHUSI, IIEPCOHATBHBIX JIAHHBIX, B TOM YHCJIE UX Tepe-
Javu.

Bupyc (koMnbTEepHbIi, IPOrPaMMHbIN) — UCIIOJIHIEMBIA IIPOrPAMMHBIA KOJ WIA UHTEPIIpE-
TUPYEMbIil HA0Op UHCTPYKIMIA, 001aJar0IKil CBOMCTBAMU HECAHKIIMOHUPOBAHHOT'O paclpocTpa-
HEHMsI M caMmoBocnpousBerieHus. Co3aHHble JyOiaMKaThl KOMIBIOTEPHOTO BUpyCa HE BCEr/a
COBIAJAI0T C OPUTMHAJIOM, HO COXPAHSAIOT CHOCOOHOCTh K JaJbHEHIIEMY PacIpOCTPAHEHUIO U
CaMOBOCIIPOU3BEIACHUIO.

BpenonocHas mporpamMma — nporpamma, NpeiHa3Hau€HHas JUIsl OCYIIECTBIICHUS HECAHKIIHMO-
HUPOBAHHOTI'O JOCTYNa U (WIM) BO3JEHCTBUS Ha MEPCOHANIbHBIE TaHHbBIE WIIM PECypChl HH(pOpMa-
LIUOHHOW CHUCTEMBI IEPCOHATBHBIX JAHHBIX.

BcnomMorareabHble TEXHHYECKHE cpeacrea U CUCTEMbBI — TCXHUYCCKUEC CPEACTBA U CUCTEMEI,
HC TMPCAHA3HAYCHHBIC [UIA HCpeaavu, 06pa6OTKI/I U XpPaHCHUA TCPCOHAIBHBIX JIAdHHBIX,
YCTAaHABJIN-BACMBIC COBMCCTHO C TCXHUUCCKHUMU CPEACTBAMU U CUCTEMAMU, ITPEAHA3HAYCHHBIMU
JJIA 06pa-6OTKI/I NNEPCOHATIBHBIX JAaHHBIX HWJIIM B IMOMCIICHHUAX, B KOTOPBIX YCTAHOBJICHBI
HH(bOpMaL[HOHHBIC CHU-CTCMbI ICPCOHAJIIBHBIX TaHHBIX.

JlocTyn B onepanmoHHYI0 cpeay KOMIbIOTepa (MHPOPMALMOHHOI CHCTEeMbI IEPCOHATBHBIX
AAH-HbIX) — MOJIyY€HUE BO3MOXHOCTHU 3allyCKa Ha BBINOJHEHHE IITATHBIX KOMaHI, (QyHKIUH,
IpoLelyp ONEPAIMOHHONW CHCTEMBl (YHMUYTOXKEHHS, KONMPOBAHMS, MNEepeMelleHHs U T.IL.),
UCHOJIHSAEMBIX (halJIOB MPUKIIATHBIX IPOrpaMM.

IlOCTyl'[ K I/IH(l)OpMa].[I/II/I — BO3MOXHOCTD ITOJIYUCHUA I/IH(I)OpMaI_II/II/I " €€ UCIIOJIb30BAaHUA.

3aki1a104HOe YCTPOIMCTBO — JJIEMEHT CpeJCTBAa CheMa MH(OPMAIMU, CKPBITHO BHEAPSIEMBbIil
(3aKaabI-BaeMblii MJIM BHOCHUMBIHM) B MECTa BO3MOXKHOTO CheMa MHQOpMaIuu (B TOM YHCIE B
orpaxJieHue, KOH-CTPYKIIHIO, 000pyJ0BaHHUe, peAMEThl HHTEpPbEpa, TPAHCIIOPTHBIE CPE/ICTBA, a
TaKXXe B TEXHUYECKUE CPEJICTBA U CUCTEMbI 00pabOTKHU HHPOPMALIUN).

3amumaemass uHpopmanuss — uHbOpMaLUA, SBIAIOMIAACA NPEIMETOM COOCTBEHHOCTH H
MoJyIeXamasl 3alluTeé B COOTBETCTBUM C TpPeOOBAaHUSAMH TPABOBBIX JIOKYMEHTOB WJIH
TpeOOBaHUSAMH, yCTAaHABINBAC-MbIMH COOCTBEHHUKOM HH(OpMAIUH.
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NnenTndukanus — npucBoeHue cyObekTam U 0OBEKTaM JOCTyNa HAEHTH(HKaTopa U (W)
CpaBHEHHE MPEABSIBIIEMOr0 HICHTU(PHKATOPA C TIEPEUHEM NTPHCBOCHHBIX UICHTH()UKATOPOB.

I/IHq)OpMaTI/IBHBIﬁ CHI'HAJI — JJICKTPUYCCKUEC CUTHAJIbI, aKyCTHYCCKHE, SJICKTPOMArHUTHBIC U APYyIrue
(1)I/I3I/IquKI/Ie IoJisg, Mo mapamMeTpaM KOTOPBIX MOXET OBITH PpacKpbITa KOH(i)I/IIICHLH/IaJ'ILHaﬂ I/IH(l)OpMaHI/IH
(HepCOHaJ’IBHLIC I[aHHI)Ie) 06pa6aTLIBaeMas[ B PIH(l)OpMaHPIOHHOfI CUCTCMC NEPCOHAJIBHBIX JaHHBIX.

HNudopmanuonnas cucrema nepcoHaabHbIX 1aHHbIX (MCIIIH) — uHpOpMaOHHAas CUCTe-
Ma, MpEeACTaBIAMmAas coO00l COBOKYMHOCTh NEPCOHAIBHBIX TaHHBIX, COAEpXKalIuXcs B 0aze
JaHHBIX, & TaKkKe WH()OPMALMOHHBIX TEXHOJOTUN U TEXHUYECKHUX CPEICTB, MO3BOJISIIOIIUX OCY-
IIECTBIIATH 00PAaOOTKY TaKUX MEPCOHATBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEACTB aBTOMATH3a-
MU WK 0€3 MCTIOIh30BAHMS TAKUX CPEIICTB.

HNudopmanuonHble TeXHOJOTHH — MPOIECCHI, METOBI ITOUCKa, cOopa, XpaHEeHHs, 00paboTKH,
Mpelo-CTaBICHHUs, paclpocTpaHeHuss WHGPOPMAIMM U CHOCOOBI  OCYIIECTBICHHS TaKHX
IIPOLIECCOB U METO-]I0B.

Hcnosb30Banue mepcoHATbHBIX JAHHBIX — JACUCTBUS (ONepalyu) ¢ MepCOHATbHBIMU JTaHHbI-
MH, COBEpILIAEMbIE ONIEPaTOPOM B IIEJSIX MPUHSATUS PELICHUH MM COBEPIICHHS MHBIX JICHCTBHH,
MOpOKAAOINX HOPHUAWXYCCKUC NOCICACTBUA B OTHOIICHHUU CY6T)CKT3 NEPCOHANIBHBIX AHaHHBIX
WIH IPYTUX JIHI JTHOO WHBIM 00pa3oM 3aTparuBarOINX MpaBa U CBOOOJBI CyOBEKTa MEPCOHATD-
HBIX JJAHHBIX WU IPYTUX JIUIL.

Hcrounnk yrpo3sl 6e3onacHocTu HHGOpMAIUN — CyOBEKT AOCTYIA, MaTEPUANBHBIA O0BEKT W (HU3H-
YecKoe SBJICHUE, SBISIOIINECS TPUIMHON BO3HUKHOBEHHUS YTPO3bI 0€30MacHOCTH HH(OpMAaIHH.

KonTposamnpyemasi 30Ha — IpocTpaHCTBO (TEPPUTOPHS, 3aHKUE, YaCTh 3/1aHHU, [TIOMEILEHUE), B
KOTOPOM  HCKJIIOYEHO HEKOHTPOJIMpYyeMOoe TMpeOblBaHHE IOCTOPOHHMX JIMI, a TaKxke
TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTEPUAIIBHBIX CPEJICTB.

KOH(l)H}]CHIIHﬂ.TILHOCTL NEPCOHAJIBHBIX TAHHBIX — 00s13aTeNBHOE JUIA CO6JHOILCHI/I$I OrepaTopomMm HJIn
HWHBIM NOJYYMBUHIUM AOCTYIl K INMEPCOHAJILHBIM JaHHBIM JIMIIOM Tpe60BaHI/Ie HE OOITYCKAaTh UX pacipo-
CTpaHCHHUEC 0e3 coracus CY6’LGKTa TMEPCOHAJIIBHBIX JaHHBIX WX HAJIUYNA UHOT'O 3aKOHHOI'0O OCHOBAHUA.

MeskceTeBol 3KpPaH — JIOKAJIbHOE (OTHOKOMIIOHEHTHOE) WM ()YHKIIMOHATIBHO-PACIPEAEICHHOE
IporpaMMHOe (IPOrpaMMHO-aNapaTHOE) CPEACTBO (KOMIUIEKC), pealu3yrolllee KOHTPOJIb 3a
uHpopManuel, nocrynarouei B HHPOPMAIMOHHYIO CUCTEMY MEPCOHAIBHBIX JaHHBIX M (WJIN)
BBIXOsIIEN U3 NH(OPMALIMOHHON CUCTEMBI.

HapymnTenL 0e3omacHOCTH MNEPCOHAJIBHBIX NTAHHBIX — (1)I/I3I/I‘ICCKOC JIN1O, cnyqaﬁﬂo NI
NpeaAHAMCPCHHO COBCPHIAIOIICE ,Z[CﬁCTBHH, CJICACTBUECM KOTOPBIX SBJIACTCA HAPYHICHUC
0e30IMacHOCTH NEPCOHAIBHBIX HAHHBIX IIPU HX O6pa6OTKC TCXHUYCCKUMU CpCACTBAMH B
I/IHCbOpMaI_[I/IOHHI)IX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX.

HeaBToMaTu3upoBaHHasi 00padoTKa MEPCOHAIBbHBIX JAHHBIX — 00pabOTKa MEPCOHATBHBIX
JAHHBIX, COJIEPKAIINXCS B MH(POPMAIIMOHHOW CUCTeMe TIEPCOHANBHBIX JaHHBIX JINOO MU3BIICYEH-
HBIX U3 TaKOW CHCTEMBI, CYUUTAETCS OCYIIECTBICHHON 0€3 MCMOIB30BaHMS CPEJCTB aBTOMAaTH3a-
MU (HEaBTOMATHU3UPOBAHHOM), €CIIM TaKue JEHCTBUA C IEPCOHATBHBIMU JAHHBIMU, KaK UCIIONb-
30BaHHE, YTOUYHEHHE, PACIPOCTPAHCHHUE, YHUYTOXKEHNE MEePCOHAIBHBIX JAHHBIX B OTHOIICHUU
KaXJIOTO M3 CYOBEKTOB MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU HEMOCPEACTBEHHOM y4a-
CTHUU YeJIOBEKa.

HepexaapupoBaHHble  BO3MOXKHOCTM —  (YHKUIMOHAJbHBIE  BO3MOXKHOCTH  CPEICTB
BBIYMCIIMTEIIFHOH TEXHUKH, HE OIMCAaHHBIE WJIM HE COOTBETCTBYIOIIME OINMCAHHBIM B
TOKYMEHTAIMH, NPU HCIIOJIb30BAaHMHM KOTOPHIX BO3MOXKHO HapylIeHHE KOHQHICHINAIBLHOCTH,
JOCTYITHOCTH MJIH LIEJIOCTHOCTH 00pabaThiBa-eMoil nH(pOpMaIIHH.
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HecaHKuMOHMPOBAHHBIA J0CTYN (HeCAHKIMOHMPOBAHHbIE JeHCTBUS) — OCTYN K UH(OpMaLUu
WM IeUCTBUS ¢ MH(OpMalmen, HapylIaIlye MpaBuiia pa3rpaHndeHns T10CTyIa ¢ UCIOJIb30BaHUEM
HITAT-HBIX CPEJICTB, IPEIOCTABIIEMBIX HH(POPMALMOHHBIMU CUCTEMAMU TIEPCOHAIBHBIX JJAHHBIX.

Hocureas undopmanun — Guznyeckoe JIMIO WIK MaTEPUAIBHBIA O0BEKT, B TOM YHUCIIe PU3HUECKOe
noje, B KOTOpOM HH(pOpMAaNMs HaXOTUT CBOE€ OTPakeHHE B BUJE CHMBOJIOB, 00pa3oB, CHUTHAJIOB,
TEXHUYEe-CKUX PELICHUH U MPOLEeCCOB, KOMTUUYECTBEHHBIX XapaKTEPUCTHK (PU3NIECKUX BETUUNH.

O0e3MunBaHue NMEPCOHAJIBHBIX JAHHBIX — JCHCTBUS, B pE3yJIbTaTe€ KOTOPBIX HEBO3MOXHO
OTIPENICNIUTh MPUHAIIIC)KHOCTD MEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEpCOHAIbHBIX
JAHHBIX.

O0padoTKa MePCOHATBHBIX JAAHHBIX — JICUCTBHS (ONEpaIu) ¢ MEPCOHATBHBIMH JTAHHBIMH,
BKIIFOYass cOOp, CHUCTEMaTH3alli0, HAaKOIUICHHE, XpaHCHUE, YTOYHEeHHUE (OOHOBIICHHE,
W3MEHEHHUE), HCIOJb30BaHUE, PACIPOCTpaHEHHE (B TOM YHCIE Iepeaady), oO0e3IMYHMBaHHE,
OJIOKMpPOBAHUE, YHHUTOKCHUE TIEPCO-HABHBIX TAHHBIX.

OO0menocTynHble NePpCOHAIbHBbIE JaHHbIE — IEPCOHATbHBIC JaHHBIC, TOCTYIl HEOTPaHUYEHHO-
ro Kpyra JHIl K KOTOPBIM IPEIOCTaBIIEH C COIIACHS CYOBEKTa MEPCOHANBHBIX TaHHBIX WM HA
KOTOpBIC B COOTBETCTBHU C (heJepajbHBIMUA 3aKOHAMH HE PACIpOCTpaHsieTcs TpeOOBaHUE CO-
0o IeHUST KOH(DUICHIIUATLHOCTH.

OnepaTop (MePCOHANBHBIX JAHHBLIX) — TOCYAAPCTBEHHBIM OpraH, MYHHWIMIIAIBHBIA OpraH, HOPHIH-
YECKOe WM (PU3UYECKOE JIMIO, OpraHu3ymollee M (WiKM) OCYIISCTBISAIONICe 00pabOTKy MEePCOHATBHBIX
JAHHBIX, & TAKXKE OTPEIEISIONINE IETH U COAepKaHre 00paObOTKH MEPCOHANBHBIX TaHHBIX.

TexHu4yeckune cpeacTBa MHQOPMANUOHHONW CHUCTEMBbI MEPCOHAJBHBIX AAHHBIX — CPEACTBA BBIYMC-
JIUTEIBHON TEXHUKHU, NH()OPMAIIMOHHO-BEIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA U CUCTEMBI Iepe-
nauu, npuema u oopabotku I1/{H (cpencTa u cucTeMbl 3ByKO3alHMCH, 3BYKOYCHIICHUS, 3BYKOBOCIIPOH3BE-
JIEHHsI, TIEPETOBOPHbIE U TEJIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBIEHUS, TUPAKUPOBAHUS JIOKY-
MEHTOB M JApYrHMe€ TEXHHYECKHE CpeAcTBa OOpabOTKH pedyeBOi, rpaduveckoi, Buaeo- u OyKBEHHO-
nudpoBoii nHOpMaLKH), TPOTPAMMHBIE CPEACTBA (ONEPALMOHHBIE CHCTEMBbI, CUCTEMBI yIpaBiIeHUs Oa-
3aMU JIAHHBIX U T.I1.), CPEACTBA 3aIIUTH HH(OPMAaIUH, TPUMEHIeMbIe B HH)OPMAIIMOHHBIX CHCTEMAaX.

IlepexBaT (MHGoOpManuM) — HENPABOMEPHOE MOJIyY€HNE HH(OPMALIUU C UCIIOJIb30BAHUEM TEX-
HUYECKOTO CPE/ICTBA, OCYIIECTBISAIONIEr0 OOHapYyKEeHHE, TPUEM U 00paboTKy MH(POPMATUBHBIX
CUTHAJIOB.

ITepconanbHbie JaHHBbIE — T100as MH(DOPMAIHS, OTHOCSLIAACS K ONPEACICHHOMY UM OIpejie-
JIiEMOMY Ha OCHOBaHHMH Takoi MHpopManuu puznueckomy JHIly (CyObeKTy MepCoOHaNbHBIX JIaH-
HBIX), B TOM YHCIIe ero (aMuIus, UMs, OTYECTBO, TOJI, MECALl, JaTa U MECTO POXKJIEHHs, ajapec,
ceMeliHOe, COIMalIbHOE, UMYILECTBEHHOE I10JIOKEHHE, 00pa3oBaHue, mpodeccus, 10X0Abl, Apy-
rast ”Hpopmarus.

ITo6ouHbIE IJTCKTPOMATHUTHDLIC U3JTYUYCHHUA U HABOAKH — JJICKTPOMAariuTHLIC U3JIYYCHUS TEX-
HHUYCCKUX CPCIACTB O6pa6OTKI/I 3allUIIaeMOM I/IH(I)OpMaI_II/II/I, BO3HHKAKOIINEC KaK MOOOYHOE SIBJIC-
HHUC W BBI3BAHHBIC JJICKTPUYCCKHUMU CUTHAJIaMU, )IGfICTByIOHII/IMH B UX DJICKTPUYCCKHUX M Mar-
HUTHBIX HCIIAX, a TAKKC 3JICKTPOMAIrHUTHBIC HABOAKHU 3THUX CHUTHAJIOB HA TOKOIPOBOAAIIUC JIU-
HHUH, KOHCTPYKIUHW U OCIIH ITUTAHU.

IMouTHKA «YMCTOrO CTOJIA» — KOMIUIEKC OPTaHU3AIMOHHBIX MEPOTPUSATHIA, KOHTPOIUPYIOIINX
OTCYTCTBHE 3alUChIBAaHUS HAa OyMa)kKHbIC HOCUTENH KJIIOUYeH M aTpuOyTOB JOCTyma (MmapoJieid) u
XpaHeHUs1 UX BOJIM3U OOBEKTOB JIOCTYIIA.
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Ilosb30BaTes b MHGOPMALMOHHOI CHCTEMBbI NMEPCOHAIBHBIX JAHHBIX — JIUIIO0, YYacTBYIOIIEE

B (pyHKIIMOHUpPOBAHUK UH(POPMALIMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX HIIH
UCIOJIb3YIOLIee PE3YyIbTaThl €€ (PYHKIIMOHUPOBAHMSL.

IIpaBuia pasrpaHuveHusi JOCTYNAa — COBOKYITHOCTh IPaBUJI, PErJIAMEHTUPYIOIIUX MpaBa Ji0-
CTyma cyObeKTOB JIOCTyNa K 00BEKTaM JI0CTYIA.

IIporpammMHas 3akiaagka — KOJA IIPOrpaMMbl, NPEJHAMEPEHHO BHECEHHBIM B IMPOrpaMMy C
LENBI0 OCYIIECTBUTh YTEUKY, H3MEHHTb, OJOKHPOBATh, YHUYTOXUTh HH(MOPMAIHMIO WIIH
YHUUYTOXKUTh M MOIU(UIHMPOBATH HpOrpaMMHOE oOecredyeHre HHQPOPMAIMOHHON CHUCTEMBI
MEePCOHANBHBIX JaHHBIX U (WIK) OJIOKUPOBATH alnapaTHbIE CPEJICTRA.

HporpaMMnoe (l'[p()l"paMMHO-MaTeMaTI/I‘leCK()e) BO3JelCTBHE — HCCAHKIITMOHUPOBAHHOC BO3-
,HeﬁCTBHC Ha peCypChl aBTOMaTHSHPOBaHHOﬁ HH(i)OpMaHHOHHOﬁ CUCTCMBbI, OCYHICCTBIISIEMOC C
HCITIOJIb30BAHHUEM BPCAOHOCHLIX IIPOI'paMM.

PackpbiTHE MEPCOHAIBHBIX JAHHBIX — YMBIIUICHHOE WU CIydaifHOe HapylIeHHe KOH(UICH-
[IUATBHOCTH MEPCOHAIBHBIX JTaHHBIX.

Pacnpocrpanenue nepcoHaJbHBIX AAHHBIX — JICHCTBMs, HAIIPaBICHHBIC HA I€pefavy Iepco-
HaJIbHBIX JAHHBIX ONPEAEIEHHOMY KpYTy JuIl (IlepeJadya NepCOHAIbHBIX JaHHbBIX) WU Ha O3Ha-
KOMJIEHHE C MEePCOHATIBHBIMH JTaHHBIMU HEOTPAaHWUYEHHOT'O Kpyra JIMI, B TOM 4ucie 00Hapo10-
BaHUE MEPCOHAIBHBIX JIAHHBIX B CPEICTBAX MAccoBOHM MH(popmaiuu, pazmenieHine B nH(opma-
LIHOHHO-TEJIEKOMMYHUKAIMOHHBIX CETAX WM MPELOCTABICHUE NOCTYIA K IEPCOHAIbHBIM JaH-
HBIM KaKUM-JIH0O MHBIM CIIOCOOOM.

Pecypc uH(poOpMaAIHOHHON CHUCTEMbI — HMEHOBAHHBIN AJIEMEHT CUCTEMHOIO, MIPUKIAAHOTO WUITN
anmapaTHOro obecrneyeHus: GyHKIIMOHUPOBAHUS HH(DOPMALIMOHHON CUCTEMBI.

CrnennanbHble KaTeropuu NEepCOHAJIbHBIX JAHHBIX — IEPCOHAIBHBIE JAHHBIE, KACAIOIINECS
pacoBol, HALIMOHAIBHON NMPUHAIJIEKHOCTH, MOJIUTUYECKUX B3IJIS0B, PEIMTHO3HBIX WIH (PUIIO-
copckux yOEKIEHHM, COCTOSHUS 3/10pOBbS U UHTUMHOM JKU3HU CyOBEKTa MEPCOHAIBHBIX JaH-
HBIX.

CpeacTBa BBIYMCIMTENbHOW TEXHHKH — COBOKYIHOCTh MPOrPAMMHBIX M TEXHHUYECKHX
AJIEMEHTOB CHCTEM 00paOOTKH JaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH CAMOCTOSITENILHO WU B
COCTaBe JAPYTUX CHCTEM.

Cy0bekT gocryna (cy0beKT) — JHMIIO WIM MPOLECC, AEHCTBUS KOTOPOIrO PErIaMEHTUPYIOTCS
MpaBUJIAMU PA3TPAHUYEHUS TOCTYIIA.

TexHnuyeckuii KaHaJ yYTe4KH HMHQOPMALMH — COBOKYIHOCTh HOCHTENS HH(OpMaIUH
(cpenctBa 00pabOTKM), (PU3HYECKOM Cpeabl pachpoCTpaHEeHUs WH(POPMATHBHOTO CHTHAlA U
CpeACTB, KOTOPBIMHU JOOBIBAETCS 3alIuiaeMas HHPOoOpMaus.

Tpchrpa}quaﬂ nepeaada MnmepCcoHaJdbHbIX JAHHBIX — II€pcaada IMEPCOHAIbHBIX OaHHBIX
onepaTopoM uepe3 ['ocyaapcTBeHHYI0 rpanunly Poccuiickoit ®denepanuy OpraHy BIIACTH HMHO-
CTPaHHOTO rOCyAapcTBa, GU3NYECKOMY WIH IOPUINUECKOMY JHIy HHOCTPAHHOTO TOCY/1apCTBa.

Yrpo3sl 6e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTH YCJIOBUH M (haKTOPOB, CO3AAFOIINX
OMAaCHOCTh HECAaHKIIMOHUPOBAHHOT'O, B TOM YHUCIE CIy4alHOTO, JOCTyNa K MEePCOHAIBHBIM JAHHBIM, pe-
3yJIbTATOM KOTOPOTO MOXET CTaTh YHHYTOXXCHHE, U3MEHEHHE, OJIOKMPOBAaHHUE, KOIMPOBAHUE, PaCIpo-
CTpaHEHHe TIePCOHATBHBIX JaHHBIX, & TAKXKE WHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUI MpH X 00paboTke
B WH(OPMAITMOHHON CUCTEME TTEPCOHATBHBIX TaHHBIX.
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YHUYTOXKEHUE NEePCOHAIBHBIX JAHHBIX — HCﬁCTBHH, B PE3YJIbTAaTC KOTOPBLIX HEBO3MOXXHO BOCCTaHO-
BUTH COJACPIKAHUC MCPCOHAIBHBIX JAHHBLIX B PIH(l)OpMaHI/IOHHOfI CUCTCMC IMCPCOHAJIBHBIX JAaHHBIX WJIN B
PE3YIBTATC KOTOPBIX YHUYTOKAIOTCA MaTCPUAJIbHBIC HOCUTCIIU MCPCOHAIbHBIX JaHHBIX.

YTeuka (3ammmaemoii) MHGOPMAIMM MO TEXHHYECKMM KAaHAJIAM — HEKOHTPOJHMPYEMOE
pacnpocTpaneHue MHGOpPMAIMU OT HOCHUTENsS 3aluinaeMoil mHpopManuu depe3 (HU3H4ecKyro
Cpeny 0 TEXHHUYECKOI'0 CPEeCTBa, OCYIIECTBIIAIONIErO NepexBaT HHPOpMaIUH.

Ysa3BUMOCTB — c11a00CTh B CPEICTBAX 3ALIUTHI, KOTOPYIO MOYKHO MCIIOJIb30BATh JUJIsl HApYLLIEHUs
CHCTe-MbI MJIH COZIeprKalleiics B Hell mH(opMarum.

IlesocTHOCTHL MH(pOPMALUMM — CIIOCOOHOCTb CPEJICTBA BBIYMCIMTEIBHONM TEXHUKH WIIH
aBTOMATH3MPOBAHHOM CHCTEMBl 00ecHeunBaTh HEM3MEHHOCTh HH(OpMAIMK B  YCIOBHAX
CIIy4aifHOTO W/MJIHM MPeTHAMEPEHHOTO UCKXEHUS (pa3pyIICHuUs).

OBO3HAYEHUS U COKPALLIEHUA
ABC — anTUBUpYCHBIE CPEACTBA
APM — aBTOMaTHU3MpOBaHHOE paboyee MECTO
BTCC — BciomoratesibHbIE TEXHUYECKUE CPEICTBA U CUCTEMBbI
NCTI/Ix — nadopManroHHas cucTeMa MepCOHABHBIX JaHHBIX
K3 — koHTpOMpyemas 30Ha
JIBC — nokanbHasi BBIYMCIUTENBHAS CETh
MD — mexceTeBoi S3KpaH
HCJI — HecaHKIIMOHUPOBAHHBIN JOCTYTI
OC — onepanroHHas cucremMa
I1/TH — nepcoHaJIbHBIE JaHHBIC
IIMB — nmporpaMMHO-MaTEMaTUYECKOE BO3ICHCTBHE
I1O — mporpamMMHOe obecrieueHne
[ITODMUH — noGouHbIe 371EKTPOMArHUTHbBIE N3YyYEHUS U HABOJIKH
CA3 — cucrtema aHanu3a 3alIUIIEHHOCTH
C3U — cpencTBa 3auThl HHGOPMAITUH
C3I1du — cucteMa (moacucTeMa) 3alUThl IEPCOHATBHBIX JAHHBIX
COB — cucrtema 00HapyKeHUsI BTOPKEHUI
TKY U — TexHnveckue KaHalbl yTeUKH UHOpMaIu

VYBIT/Ix — yrpo3sl 6€30MacHOCTH MePCOHATBHBIX TAHHBIX
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BBEJAEHUE

Hacrosimas Ilonmutuka wunpopmarmonHoit Oe3omacHoctd MBIAOY Ne 111 «/lerckmit can
KOMOMHUpOBaHHOTO BHaa» (manee — llonmuTuka) pazpaboTaHa B COOTBETCTBHM C IIEIISIMH,
3aJjayaMi ¥ IOPUHIUINAMU oOecrieueHus] 0e30IaCHOCTU MEPCOHAIBHBIX JaHHBIX HU3JI0’KEHHBIX B
Konnenmun wundopmanuonnoir 6e3omacHoctu UCIIAax MBJIOY Ne 111 «/lerckuii can
KOMOWHHUPOBAHHOTO BUIA».

[TonuTHka pa3paboTaHa B COOTBETCTBUHU ¢ TpeOoBanusamu dDexepanbHOro 3aKoHA OT 27 HIONA
2006 1. Ne 152-@3 «O nepcoHalIbHBIX JaHHBIX» U nocTaHoBieHus [IpaBurenscTBa Poccuiickoit
®enepanun ot 01 HOsIOpst 20012 1. Ne 1119 «O6 yTBepkaeHUH TpeOOBaHUH K 3alUTE MEPCOo-
HAJIBHBIX JIAHHBIX MPH UX 00paboTKe B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX TAaHHBIXY,
Ha OCHOBAHUMU:

— «Pexomennanuii mo obecriedeHnio 6€30MacHOCTH EPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe
B WH(OPMAIMOHHBIX CHCTEMaX IEPCOHATBHBIX JTaHHBIX», YTBEPKICHHBIX 3aMECTHTEIICM
mupexktopa @CTOK Poccun ot 15.02.2008 1.5

— B cBs3u ¢ BeIBOJOM U3 neiicTBus nocranosieHus [IpaBurenscrBa Poccuiickon @enepauun
or 17 nos6ps 2007 roma Ne781 «Meroaudeckue PEKOMEHIAIMUA IO OOECICUEHUI0 C
MOMOIIbIO KPUIITOCPEACTB OE30MaCHOCTU MEPCOHAIBHBIX JaHHBIX NHpU HUX 00paboTKe B
MH(OPMALIMOHHBIX ~CHCTEMaxX I[EePCOHANbHBIX JIAHHBIX C HCIOJb30BAHHEM CPEJICTB
aBToMatu3anuu» ©u «TumoBsle TpeOoBaHUS 1O OpraHM3ald U  OOECHEYCHUIO
(YHKIIMOHUPOBAHUS HHPPOBANBHBIX (KpUNTOrpauyecKux) CpeAcTB, NpeJHa3HAYCHHbIX
JUTSL 3aIUTHhl MHPOPMAIIMK, HE COJEpsKalleil CBEICHHM, COCTaBISIONINX TOCYAapCTBEHHYIO
TallHy B CIy4ae WX UCIOJIb30BaHUs JJIsl oOecrieueHus 0€3011acHOCTH EPCOHANBHBIX JIaHHBIX
npu ux o0paboTke B HMH()OPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX TAHHBIX» YTPATUIU
aKTyaJbHOCTb.

B mnacrosiiee BpeMst B 001acTi oGecriedeHust 6€30MacHOCTH MEePCOHATBHBIX JaHHBIX
JEHCTBYIOT CllelyIolIe HopMaTuBHO-MeToanueckue qokyMeHTsl @Ch Poccuu:

1) TIpuka3z ®CB ot 10 utons 2014 roga Ne 378 «O0 yTBEp»kIECHUU COCTaBa U COJCPIKAHHMSI
OpPTaHU3AIMOHHBIX M TEXHUYECKUX MEpP IO OO0eCIeYeHUI0 O€30MaCHOCTH TEPCOHATBHBIX JaHHBIX
pu X 00paboTKe B WH(MOPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JAHHBIX C HCIIOJIb30BAHHEM
cpencTtB  Kpunrorpadguueckoi  3amuThl  MHGOPMAIMH, HEOOXOJAMMBIX JUISl  BBITOJHCHHUS
ycraHoBieHHbIX [IpaBuTtenbctBoM Poccuiickoit denepannu TpeOOBaHU K 3aIIUTe MEPCOHAIBHBIX
JAHHBIX JUISl KaXKI0T0 U3 YPOBHEHN 3aIUILIEHHOCTHY;

2) Ilpuka3z ®CB Poccun ot 9 deppans 2005 roga Ne 66 «O0 yTBEp:KIACHUH TOJIOKESHUS O
pa3paboTke, MPOU3BOJICTBE, peau3allui U HKCIUTyaTalluyd MU(PPOBAIBHBIX (KPUITOTpahUIECKHX )
cpencts 3anmthl HHGopmanuu (ITonoxenue [TK3-2005)»;

3) «MucTpykius 00 OopraHU3ali U 00ECIICYCHUU OE30MMaCHOCTH XpaHEHHs], 00pabOTKU |
mepeayd M0 KaHaJlaM CBS3M C HWCIOJNB30BAaHUEM CPEACTB KPHITOTPAUICCKONW 3alTUTHI
nHQOpPMAIMA C OTPAaHUYCHHBIM JIOCTYIIOM, HE COJEp)Kalled CBEJCHUN, COCTaBIISIONIUX
rOCyJIapCTBEHHYIO TailHy», yTBepkaeHHas npukazoM OAIICHU ot 13 urons 2001 roga Ne 152;

4) «Meromuveckue PEKOMEHJAIMU TIO0 pa3padOTKe HOPMATHUBHBIX MPABOBBIX AaKTOB,
OTIPEICIISAIONINX YIPO3bl OE30MAaCHOCTH TEePCOHANBHBIX JaHHBIX, aKTyalbHbIe MPH 00paboTKe
MEPCOHABHBIX JAHHBIX B HH()OPMAIHOHHBIX CHCTEMaX MMEPCOHATBHBIX JaHHBIX, SKCILTyaTHPYEMbIX
MPU OCYIIECTBICHUN COOTBETCTBYIOIIUX BHUOB JCSATCIBHOCTHY», YTBEP)KICHHBIC PYKOBOJCTBOM &
Lentpa ®Cb Poccum (Ne 149/7/2/6-432 ot 31.03.2015).

B Ilonmutuke ompenenensr TpeOoBanus kK mnepcoHany MCIIJIH, cremeHb OTBETCTBEHHOCTH
MepcoHaNa, CTPYKTypa M HEOOXOJUMBIH YpOBEHb 3alllMIICHHOCTH, CTaTyC M JOJLKHOCTHBIE
00sI3aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecredeHne Oe30MacHOCTH MEePCOHATBHBIX
nanabix B ICITIa MBJIOY Ne 111 «Jlerckuii caq KOMOMHUPOBAHHOTO BHUIA.
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1. OBIIME NMOJIOKEHU A

Lenpto Hactosmieit IloauTuku sBIsICTCA oOeciieueHre O€30MaCHOCTH OOBEKTOB 3all[UThI
MBJIOY Ne 111 «/lerckuii cam KOMOMHUPOBAHHOTO BHJIa» OT BCEX BHJIOB yrpo3, BHEIIHUX U
BHYTPEHHUX, YMBIIUICHHBIX W HEMPEIHAMEPECHHBIX, MHUHUMHU3AIMSA yiepoda OT BO3MOXKHOU
peanuzanuu yrpo3 6ezonacHoctu 11 (YBIIdH).

be3omacHOCTh NEPCOHANIBHBIX TAHHBIX HOCTHUIaCTCsA ITYTEM HCKIIIOYCHUSA HCCAHKIMOHUPOBAHHO-
o, B TOM 4YHUCJIC CJIy‘-IﬁjIHOI‘O, AO0CTYIIa K IIEPCOHAJIbHBIM OJAHHBIM, PE3YJIbTATOM KOTOPOT'O MOXKET
CTaTb YHHUUYTOXXCHUC, USMCHCHUC, 6J'IOKI/IpOBaHI/Ie, KOIIMPOBAHUE, PACIIPOCTPAHCHUE NEPCOHAIIb-
HBIX JaHHBIX, a TAKKC HWHBIX HCCAHKIIMOHHUPOBAHHBIX I[CI\/JICTBI/II\/JI.

Wudopmanus u CBA3aHHBIE C HEW pecypchl NOJDKHBI OBITH JTOCTYIHBI IJISi aBTOPU30BAHHBIX
nojp3oBaresnei. JloMKHO OCYyLIECTBIATHCS CBOEBPEMEHHOE OOHApYXEHHME M pearnpoBaHUE Ha
YBII/IH.

I[OJDKHO OCYHWICCTBIIATHCA NPCAOTBPAICHUC NPCAHAMCPCHHBIX WA CHy‘l&fIHHX, HJaCTUYHBIX HUJIN
ITOJIHBIX HCCAHKIIMOHUPOBAHHBIX MO,Z[I/I(I)I/IKaI_II/II‘/'I WJIM YHUYTOXCHUS JAHHBIX.

CocraB 00BEKTOB 3alIUTHI TIpeACTaBieH B llepeuHe mepcoHanbHBIX AAHHBIX, MOJICKAIINX 3a-
LIUTE.

Cocras UCIIln momiexamux 3amure, npexacrasiceH B Oruere O pe3yiapraTax MPOBEIEHUS
BHYTPEHHEHN IIPOBEPKH.

Ora [lonuTnka nHGopMaImoHHO# 6e30macHOCTH ObUTa yTBEpXkKACHA U.0. 3aBenyrolieir MB/I0Y
Ne 111 «Jletckuii can komOuHupoBanHoro Buga» E.I1. JIpynuiskoBoii u BBe[ieHa B ACHCTBUE
npukazoM Ne 98 ot 29.08.2018r.

2. OBJIACTD JEMCTBUS

Tpebosanust HacTosiel [lonuTuku pacnpoctpasstoTcs Ha Becex coTpyaHukoB MBJIOY Ne
111 «/leTckuii cax KOMOMHUPOBAHHOTO BHJIA.

3. CUCTEMA 3AINUTHI HEPCOHAJIBHBIX JAHHBIX

Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTcs HAa OCHOBAHMH:

— Oryera 0 pe3ynbTarax NpoBeIeHUs BHYTPEHHEH NPOBEPKHU;
— Ilepeunst nepcoHaIbHBIX JaHHBIX, TOAJIEKAIUX 3aILUTE;

— Axra K.IIaCCI/Iq)I/IKaHI/H/I PIH(i)OpMaHI/IOHHOfI CHCTEMBI IIEPCOHATIBHBIX TAHHBIX;

— AKTa ycraHoBieHus ypoBHs 3auuiennoctd UCITJIH;

— Mogenu yrpo3 6e30MacHOCTH NMePCOHATBHBIX JAHHBIX;

— [lonoxenus o pa3rpaHMueHUH MpaB AOCTYIa K 00pabaThIBa€MbIM EPCOHATBHBIM JIaHHBIM;
— PykoBonsamux nokymentoB ®CTIK u ®Ch Poccun.

Ha ocHOBaHUM 3THUX TOKyMEHTOB OMpeAesieTcss HEOOXOIUMBIN ypoBeHb 3ammuiieHHocTy [1/H
kaxnoit UCIT[Iax MBIOY Ne 111 «/lerckuit cax koMOMHUPOBAHHOTO BUAa». Ha ocHOBaHMM
aHaM3a aKTyaJdbHBIX yrpo3 6ezonacHocTH [1/1H onrcannoro B Moaenu yrpo3 u Otyera o
pe3ynbTaTax MpoBe/IeHUs] BHYTPEHHEH MpoBepKe, JeN1aeTcs 3aK/II0UeHUe 0 He00X0IMMOCTH
WCIOJIb30BAHUS TEXHUYECKUX CPEJICTB U OPTaHU3AIMOHHBIX MEPONIPUITHN AJIs1 00eCTieUeHUs
6e3onacuoctu [1/1H. BeiOpanHble HEOOX0IUMBIC MEPONIPUATHUS OTpaxaroTcs B [lnane
MEPOIPHUATHIA 10 o0ecrnieueHuto 3amuThl [1/1H.

Jst xaxxnorr UCIIJIH momkeH OBITh COCTAaBJICH CHHCOK HMCIOJB3yeMBIX TEXHUYECKHX CPEIICTB
3aIMTHI, & TaK XK€ IPOrPaMMHOTO oOecTieueHnsl ydacTByromero B oopadorke [1/[H, Ha Bcex ae-
menTax MUCII/H:
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— APM nonw3oBaresen;
— CepBepa NpuII0KEHUI;
— CVYB/J;

— I'panuna JIBC;

— KanasnoB nepenauu B ceTu 00IIEro moib30BaHus U (WJIM) MEKIyHAPOIHOTO OOMEHa,
ecnu 1o HuM nepenarorcs [11H.

B 3aBucumoctu ot ypoBHs 3anuiieHnoctd MCII/IH u aktyanbhbix yrpo3, C3I1H MoxeT BKiItO-
4aTh CIeAYIOIINe TEXHUUYECKHE CPEICTBA:

— QaHTUBUPYCHBIE CPEJICTBA JJisi pabOYMX CTAHIIMM MOJIB30BaTENIe U CEPBEPOB;
— CpEACTBA MEKCETECBOT'O SKPAHUPOBAHUS,

— cpencTBa KpunTorpaduueckoi 3amuTel HHGOpPMAILIMK, IPU NIepeiade 3amunaeMoi nHpop-
Malli1 110 KaHajlaM CBSI3U.

Tak ke B CHUCOK JOJDKHBI OBITh BKJIIOYEHBI (DYHKIIMH 3alUThI, 00ECIEUYNBAEMbIE IITATHBIMU
cpenctBamu o6padotku [1/In onepanuonusivu cuctemamu (OC), npukinagasiM [10 u cnenu-
QIBHBIMU KOMILUIEKCAMHU, PEaTH3yIOIIUMU CPeaCTBa 3alUThl. CIUCOK (PYHKIMA 3aIIUThl MOKET
BKJIFOYATh!

— YNPAaBJIEHUE U Pa3sTPaHUYCHHUE JOCTYIIA NTOJIb30BATEIEH;
— PETHCTPALHUIO U YYeT NCHCTBHUHA ¢ MHPOpMaLUEH;

— o0ecreunBaTh LEIOCTHOCTh JIaHHBIX;

— IPOU3BOJUTH OOHAPYKEHUH BTOPKEHUH.

Crnucok ucnosab3yeMbIX TEXHUYECKUX CPeACTB oTpaxkaercs B Ilnane Mmeponpusruii no obecne-
YEHMIO 3aIIMUTHI IEPCOHAIBHBIX NaHHBIX. CIIMCOK HCIIONIb3YEMBIX CPEICTB JOJDKEH MOAIEPIKU-
BATHCS B aKTyaJIbHOM COCTOSIHUU. [Ipy M13MEHEHNH COCTaBa TEXHUYECKUX CPEJICTB 3allHUThI
niu anemeHToB UCII/IH, cooTBEeTCTBYIOIIME N3MEHEHUSI TOJIKHBI OBbITH BHECEHBI B CIIUCOK U
yrBepxkaeHsl pykoBoautenem MBJIOY Ne 111 «Jletckuii cay KOMOMHUPOBAHHOTO BUJIA» WM
JIMIIOM, OTBETCTBEHHBIM 3a obecnieueHue 3auuThl [1/1H.

4. TPEBOBAHUA K HOACUCTEMAM C3I1/1n

C3I1/11 BKmroyaeT B ceOsl ClIeAYIONIME OJCUCTEMBI:

— yIpaBJEHUS TOCTYIIOM, PETUCTPALIUU U YUETa;
— o0ecrnedyeHus HEeIOCTHOCTU U JOCTYIHOCTH;
— AHTUBHPYCHOM 3alllUTHI;

— MEXCETEeBOI0 SKpaHUPOBAHUS;

— aHanM3a 3alMIEHHOCTH;

— OoOHapy»XeHHs BTOPKEHUH;

— Kpunrorpaduyeckoi 3aIuThl.

[Moncucrempr C3I1/IH umeroT paznuyHblil (yHKIMOHAN B 3aBHcUMOCTH OT kiacca WMCII/IH,
OIpeJIeIEHHOr0 B AKTe Kiaccu(uKaui HHPOPMALIMOHHON CUCTEMBI EPCOHATIBHBIX JaHHBIX U
AKTe YCTaHOBJIEHHUS YpOBHS 3allMUICHHOCTH. CHUCOK COOTBETCTBUS (DYHKUMU MOACHCTEM
C3I1/IH kmaccy u ypOBHIO 3alIMIIEHHOCTH IIpeAcTaBieH B [Ipunoxkenun.

4.1. MoxcucTeMbl yNpaBJIeHHs JOCTYIIOM, PETHCTPAIINA U y4eTa

[Toxcucrema ympaBieHUS TOCTYIOM, PETHCTpAaIlMM W ydeTa MpeAHa3HaueHa sl pealu3aliu
cnenyromux GyHKIAN:

— UaeHTU(UKAIIMY ¥ TIPOBEPKA MOUTMHHOCTH CyObeKTOB jocTyna nmpu Bxozae B UCII/IH;
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— UICHTU(PUKAIUU TEPMUHAIIOB, Y3JIOB CETH, KAHATIOB CBSI3H, BHEITHUX YCTPOMCTB IO JIOTHYE-
CKHM HMCHaM,

— UWISHTU(UKAUHU IPOTrpamMM, TOMOB, KaTajaoros, (haisos, 3anucei, moJeil 3amnucei mo uMe-
HaMm;

— perucrtpanuu Bxoja (BbIX0/1a) CyObEKTOB JOCTYIA B CUCTEMY (M3 CUCTEMBI), THOO peru-
cTpauus 3arpy3Kyd U HHULIMAIN3aLUH OTIEPAIllMOHHOIN CUCTEMBI U €€ OCTaHOBA.

— PErucTpalMy MOMBITOK JI0CTYIA MPOrPaMMHBIX CPEACTB (IIPOrpaMM, IPOIECCOB, 3aa4, 3a-
JIaHU) K 3alUIIaeMbIM (aiiiam;

— PpEerucTpamuu NombITOK JOCTyIIa IPOrPAMMHBIX CPEACTB K TEPMUHAIAM, KaHaJIaM
CBsI3H, IPOrpaMMaM, TOMaM, KaTajioram, ¢daiiam, 3anucsm, MoJIsiM 3arucei.

[Toncucrema ympaBieHHs TOCTYIIOM MOXET OBITh pPealn30BaHa C MOMOUIBIO IITATHBIX CPEICTB
obpabotku [1/11 (onepaumonusix cuctem, npuinoxenuit 1 CYBJ]). Tak xe MoxeT ObITh BHEIpE-
HO CIIEIUAIBHOE TEXHUYECKOE CPEJCTBO MIIM MX KOMIUIEKC OCYIIECCTBIISIONINE JONOTHUTEIbHbIC
MEphI 10 ayTeHTU(UKAIMU U KOHTPOIIK0. HanpuMep, IpUMEHEHHE €MHBIX XPAHWIHI YUETHBIX
3aIMcel ToIb30BaTeNIei U PETUCTPAIIMOHHON HH(POPMALINH, UCTIONB30BaHINEe OMOMETPHUECKUX U
TEXHUYECKHX (C TIOMOIIBIO 3JICKTPOHHBIX MPOITYCKOB) MEp ayTCHTU(DUKAIIMH U IPYTHX.

4.2. Tloacucrema obecnedeHus! HeJOCTHOCTH H JOCTYITHOCTH

IToncucrema obecnedyeHus LEIOCTHOCTH U JOCTYIHOCTH IPeJHAa3HAYCHA JJIs 0OecriedeHus
uenoctHoctu u noctynHocty [1/1H, nmporpamMubix u annapatHeix cpeacts MCITAn MBJIOY Ne
111 «/lerckuit can KOMOMHHUPOBAHHOTO BHJIa», & TAKXKE CPEICTB 3AIIUTHI, IPU CIYYAHOM UK
HaMepeHHOH MoandUKanuu.

IToncucrema peanusyercs ¢ IOMOIIBIO OpPraHU3aALMU PE3EPBHOT0 KOMMPOBaHUsI 0OpadaThIiBae-
MBIX JaHHBIX, a TaK K€ pe3epBUpPOBAaHUEM KiIt0UeBbIX 31eMeHTOB CII/IH.

4.3. TloacucTeMa aHTHBUPYCHOM 3aIIUTHI

Iloncucrema aHTUBHMPYCHOM 3alllMThl IpeJHa3HaueHa JUIsl oOecredeHus aHTHBHPYCHOU
3amuThl cepBepoB U APM monbe3oBateneit UCII[An MBIOY Neo 111 «Jlerckumii capg
KOMOMHHPOBAHHOTO BUJIA».

CpencTBa aHTUBHPYCHOM 3aIUTHI IPEAHA3HAYEHBI JIJIS1 Peasi3aIlui CIeAYIOMUX (YHKIIAN:

— PE3UACHTHBIM aHTUBUPYCHBIM MOHUTOPHHT;
— AHTUBHUPYCHOE CKAHMPOBAHMUE;
— CKpHUINT-0l0KHUPOBAHUE;

— LEHTPAJU30BaHHYIO/yJAJIEHHYI0 YCTAHOBKY/JEMHCTAJUISILIMIO AHTUBUPYCHOTO TPOJAYKTA,
HACTPOIKY, aIMUHUCTPUPOBAHUE, IPOCMOTP OTUYETOB M CTATUCTHUECKON HHPOPMAIIH 110

pabore mpojykra;
— aBTOMAaTHU3HUPOBAHHOE OOHOBIICHHE AHTHBHUPYCHBIX 0a3;
— Or'paHHUYCHUE IIpaB IMOJIB30BATCIIA HA OCTAHOBKY UCIIOJTHACMBIX 3a/1a4 U UBMCHCHUA HACTPO-

€K aHTUBUPYCHOI'O IIPOIrpaMMHOTO 06eCHequHﬂ;

— ABTOMAaTHYECKHH 3aITyCK cpa3y MoCIIe 3arpy3KH ONepaiOHHOW CHCTEMBI.

[Toncucrema peanusyercst yTeM BHEIPEHHS CIIENHATbHOTO aHTUBUPYCHOTO
MPOrpaMMHOTO oOecrieueHus Ha Bce anemMenTsl MCIT/IH.

4.4. TloacucreMa MeKCeTeBOI0 IKPAHHPOBAHUS

[Toacucrema MeXCETEeBOTO SKPAaHNPOBAHMS IPEAHAZHAUCHA /TS PEATN3aIiH CIIETYIONIHX
byHK-1IHi:

— ¢uIbTpayK OTKPHITOTO | 3anudpoBaHHOTO (3akphiToro) IP-tpaduka no ciaemxyromum
na-pameTpam;
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— (¢uKcanyy BO BHYTPEHHUX KypHajaX HHPOPMALIUHU O TPOXOJISAIIEM OTKPBITOM U 3aKPBITOM
IP-tpaduxe;

— I/I,I[GHTI/I(l)I/IKaI_[I/II/I u aYTeHTI/I(i)I/IKaI_[I/II/I AAMHUHUCTpATOPA MEKCETECBOI'O DKpaHa IIpUu €10 JI0-
KaJIBHBIX 3aIIpocax Ha JOCTYII;

— perucTtpaiuu Bxoja (BbIXoAa) aIMUHUCTPATOPa MEKCETEBOI0 SKpaHa B cUCTEMY (U3 CUCTe-
MbI) 100 3arpy3KH ¥ HHHLHAIM3ALIN CHCTEMBI U €€ IIPOrPAMMHOIO OCTaHOBA;

— KOHTPOJIS LEJIOCTHOCTH CBOCH MPOrpaMMHOMN U MH(OPMALIMOHHON YacTH;

— (WIbTpaLUH MMAKETOB CIYKEOHBIX MMPOTOKOJIOB, CIYXKAIIUX I JUATHOCTUKH U YIPaBICHUS
paboTol CEeTEeBBIX YCTPOKCTR;

— (uIBTpAIMK C YIETOM BXOHOTO M BBIXOJHOTO CETEBOr0 MHTep(deiica Kak CpeaCTBO MPo-
BEPKHU MOJUTHHHOCTHU CETEBBIX a/IPECOB;

— PErucTpalyy ¥ y4eTa 3arnpaniBaeMbIX CEPBHCOB MPUKIAIHOTO YPOBHSI;

— OJIOKHpOBAHWMS TOCTYTA HEUICHTH(PHUITUIPOBAHHOTO 00BEKTA WIIH CYOBEKTa, TIOJUTHHHOCTH
KOTOPOT'O MPU ayTeHTU(HUKAIMK HE TTOTBEPANIIACH, METOIaMHU, YCTOWYHNBBIMHU K [IEPEXBATY;

— KOHTpOJIS 32 CETEBOM aKTUBHOCTbHIO MPUIIOKEHUM U OOHAPYKEHUSI CETEBBIX aTak.

[loncucrema peanusyercss BHEAPEHUEM IPOIPAaMMHO-AIAPATHBIX KOMILIEKCOB MEXKCETEBOIO
sKkpaHupoBaHus Ha rpanuue JICB, kinaccom He Huxe 4.

4.5, IMoacucTemMa aHaaM3a 3alIUILEHHOCTH

[Toacucrema ananu3a 3alIUIIEHHOCTH, JOJDKHA OOECIIEYMBATH BBISIBICHUS YS3BUMOCTEH, CBS-
3aHHbIX ¢ omuOkamu B KoHpurypamuu [10 UCII[H, koTOphie MOTYT OBITH HCIOJB30BaHbBI
HapYLIUTEIEM JIJIS peain3alii aTaku Ha CUCTEMY.

qDYHKHI/IOHaJ'I IOACUCTEMBI  MOXKET OBITh pcajin3oBaH MpPOrpaMMHBIMH HW MPOrpaMMHO-
alrapaTHbIMU CPEACTBAMU.

4.6. TlomcucTemMa oGHAPYIKEHHsI BTOPKEHMIA

[Toacucrema oOHapyXeHUsI BTOPKEHUM, MOJDKHA OOECIICUMBAThH BBISIBICHHE CETEBBIX aTaK Ha
anemeHThl UCII/IH MOIKITIOYEHHBIE K CETSM OOILEro IMOJIb30BaHUS U (MJIH) MEXIYHApOIHOTO
oOMeHa.

qDYHKI_II/IOHaJ'I noACUCTEMBI  MOXKCET OBITh pcajin30BaH MTPOTrpaMMHBIMHU MW TPOTrpaMMHO-
arrapaTHbIMU CPEACTBAMMU.

4.7. ToncucreMa KpUNTOrpaduuecKoii 3aUThI

[Toacucrema kpunrorpaduuecko 3amuThl TpeaHasHadeHa a1 uckimouennss HC/ k
samumraemoit uaopmarmu B UCITIn MBJIOY Ne 111 «Jletrckwuii can
KOMOMHHPOBAHHOTO BHJIa» MIPH €€ Nepeiaue Mo KaHalaM CBS3H ceTel 00I1ero
MOJIb30BaHUSA U (WJTH) MEKIYHAPOTHOTO OOMEHA.

Iloacucrema pCaAIN3yCTCA BHCAPCHUSA KpI/IHTOFpa(I)I/I‘-ICCKI/IX MporpaMMHO-alIIapaTHbIX KOMIIJICK-
COB.

5. IMOJIB30BATEJIM UCI11n

B Konuenuuu nnpopMaioHHON 6€30MacHOCTH OIpe/eNieHbl OCHOBHBIE KaTErOpUHU IOJIb30Ba-
tenell. Ha OCHOBaHUM 3TUX KaTErOpHM JIOJKHA OBITh NMPOM3BEJCHA TUIHM3AlMS IM0JIb30BaTeNei
NCII/H, onipeneneH UX ypoBEHb JOCTyNa U BO3MOXHOCTH.

NCTIJa MBIOY Ne 111 «JleTckuii caq KOMOMHUPOBAHHOTO BHIA» MOKHO BBIJICIIUTh
CJICYIONINE TPYIIIBI TOB30BaTENCH, YIaCTBYIOIIMX B 00padoTke u xpanenuu 11/1H:

—  Anmunuctparop UCITdH;
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— AamuHECTpaTOp 6€30MacHOCTH;

— Oumneparop APM;

— AJIMUHUCTPATOp CETH;

— TexHuueckuil COEUAIUCT 10 00CITYKUBaHUIO NiepudepuitHoro 060pya0BaHNUS;
— TIIporpammuct-pazpadotunxk UCII/IH.

JlaHHBIE O TPYMIAX IMOJIb30BATENAX, YPOBHE MX JOCTyNa U MH(POPMUPOBAHHOCTH JIOJHKEH OBITH
orpaxkeH B [loymokeHre 0 pasrpaHHuYEHHH IpaB JOCTYyMa K 00pabaThiBa€MbIM IEPCOHATIBHBIM
JAHHBIM.

5.1. Aamunuctparop UCII/In

Anmunuctpatop UCII/H, corpyaauk MBJIOY Ne 111 «/leTckuii cag KOMOMHUPOBAHHOTO
BUIa», OTBETCTBEHHBIN 3a HACTPOMKY, BHEApeHUE U conpoBoxaeHue MCIT/IH.
Ob6ecrieunBaeT GyHKIIMOHUPOBAHUE TIOJICUCTEMBI yIipaBieHus nqoctynoMm UCTI/Ix u
YIOJHOMOYEH OCYUIECTBIIATH [IPEIOCTABICHNE U pa3rPAHUUYEHUE JIOCTYIIa KOHEYHOTO
nosib3oBarens (Oneparopa APM) k aneMeHTam, XpaHsSIIUM [IEPCOHANbHbBIE TaHHBIE.

Anmunuctpatop UCIIIH obnagaer ciaenyrommM ypoBHEM JI0CTYIa U 3HAHUH:

— o0magaer NoIHON HH(OpPMAIHEl 0 CUCTEMHOM U MPUKIATHOM IIPOTPAMMHOM O00ECTICYCHUN
UCI1/d#;

— 00mnaaet moaHo# nHpopmanuei 0 TeXHUUECKHX cpeactBax u koupurypamuu UCI/IH;

— HMEET JIOCTYI KO BCEM TEXHUYECKUM CpeACcTBaM 00paboTku nHpopmanuu u ganHbiM MC-
I dn;

— olusagaer npaBaMu KOH(QUIYpUPOBAaHUS U aIMUHUCTPATUBHOM HACTPOUKH
texHuueckux cpeacts MCII/H.

5.2. AaMuHucTpaTOp 0€30NACHOCTH

Anmunuctpatop 6e3onacHoctd, corpyaHuk MBJIOY Ne 111 «Jlerckuii caz
KOMOMHUPOBAHHOI'O BHJ1a», OTBETCTBEHHBIN 3a pyHKunoHuposanue C3I1/IH, BkiIroyas
o0cCiTy’kKMBaHUE U HACTPONKY aIMUHUCTPATUBHOM, CEPBEPHOI U KIIMEHTCKON KOMIIOHEHT.

A,Z[MI/IHI/ICTpaTOP 0e30ITacHOCTH O6J'IaI[aeT CJICAYIOIIUM YPOBHEM JOCTYIIA U 3HAHMM:

— obnagaer npaBamu Anmunuctparopa UCTI/IH;
— obnanaet nosHoU uHMopMmanuei 06 MCII/H;

— HMeEET JIOCTYII K CPEeCTBAM 3aLIUThl HH(OPMAIMK U MPOTOKOIMPOBAHUSA U K YaCTH KIIHOYe-
BbIX anemenToB UCII/IH;

— He UMeeT IPaB JOCTyIa K KOH(PUTYPUPOBAHUIO TEXHUUECKUX CPEJCTB CETH 3a UCKIIOUEHH-
€M KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AnMuHUCTpaTOp 0€30MaCHOCTH YIIOJTHOMOYEH:

— pean30BbIBaTh MOJIUTUKK Oe3omacHOCTH B yacTu HacTpoiiku CK3U, MexceTeBbIX SKpaHOB
U crcTeM OOHapy»XEeHHs aTak, B COOTBETCTBUU C KOTOPBIMU MoJib3oBarenb (Oneparop APM)

MOJTy4aeT BO3MOXXHOCTB paboTaTh ¢ anementamu VICI1/H;
— OCYIIECTBIATH ayAUT CPEACTB 3aIUTEL;

— YCTaHaBJIMBAaTh JOBEPUTEIIBHBIE OTHOLIEHHS CBOEH 3alIUILEHHON CETH C CETAMHU APYTUX
MY ynpasnenust 00pazoBaHust aAMUHUCTpauu r. Kemeposo.

5.3. Omneparop APM

Omnepatop APM, cotpyaauk MBJIOY Ne 111 «/lerckuii cag KOMOMHUPOBAHHOTO BUIAY,
ocymecTBistonit 0o6padorky I1/1a. O6padoTtka I1/]H BKITtOYaeT: BO3MOXHOCTh TPOCMOTpPA
I11n, pyunoii BBog I1/1n B cuctemy MC
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[111, hopMupoBaHre CIIpaBOK U OTYETOB 10 HpopMaruy, morydenHoi n3 UCIIJI. Onepatop He
MMeeT MOJTHOMOYUH 7S YIIpaBlieHus moacuctreMamu o0padoTku ganueix U C3I1/1H.

Omnepatop UCII/IH o6aaer ciaeayomuM YpOBHEM JIOCTYyNA ¥ 3HAHUMN:

— o0namaer BceMu HEOOXOUMBIMU aTpUOyTaMu (HaIpuMep, mapoieM), 00eCIieunBarOITUMU

JIOCTYTI K HEKOTOpOMY moAMHOKecTBY I1/1H;
— pacnoojaracTt KOH(l)I/II[eHI_II/IaHLHBIMI/I JaHHBIMHU, K KOTOPBIM UMCCT NJOCTYII.

5.4. AAMHMHHCTpATOp CeTH

Anmunuctpatop cetd, corpyanuk MBJIOY Ne 111 «/lerckuii cax KOMOMHUPOBAHHOTO BHIA»,
OTBETCTBEHHBIN 32 PYHKIIMOHUPOBAHUE TEIIEKOMMYHUKAIMOHHOM moacucteMbl UCTI/IH.
AJMUHUCTpATOP CETHU HE UMEET MOJIHOMOYHH /711 YIIpaBJIEHUs OJICUCTEMaMH 00pabOTKH
JAHHBIX U 0€30MaCHOCTH.

AnMUHHUCTpATOp ceTH 00Ja1aeT CIEAYIOIKUM YPOBHEM JIOCTYIIA U 3HAHUIL:

— 06J'Ia,Z[aeT 4aCTbIO I/IH(I)OpMaLII/II/I O CUCTCMHOM H IIPUKIIaTHOM IIPOI'paMMHOM obecrneyeHnun
UCTI/In;

— o0JyiajaeT 4acThio HH(OPMALMK O TEXHUUYECKUX cpeicTBax U KoHpurypauuu UCITIH;

— wuMeeT PU3NYECKUH JTOCTYI K TEXHHYECKUM CPeJICTBAM 00padoTKH HH(DOpPMAIIHH U CPEI-

CTBaM 3alllUTEI;
— 3HAacCT, 110 MECHBIIICH MCPE, OAHO JICTAJIbHOC UM JOCTYyIIA.

5.5. TexHuveckuii cienMaJINCT 1O 00CIYKHUBAHUIO Nlepu(epuiiHOro 000py/10BaHHA

Texuuueckuil crieranuct no o0ciyxuBanuto, corpyaHuk MBJIOY Ne 111 «Jlerckuit cazg
KOMOWHHMPOBAHHOTO BHJIa» OCYIIECTBIISIET OOCTY>KUBAaHUE M HACTPOUKY TiepudepuitHOTrO
ob6opynoBanust UCII/IH. TexHuueckuil cneuaincT no o0CIyKMBaHUIO HE UMEET JOCTYIIa
k [1/IH, He uMeeT MoTHOMOUNH AJIs yIIpaBie-HUA MoAcucTeMaMi 00pabOTKH TaHHBIX U
0€30MaCHOCTH.

Texnunueckuit CIICIIUAJIUCT I10 O6CJ'IY)KI/IBaHI/IIO 06na)1aeT CJICAYIOIIUM YPOBHEM AOCTYIIA U 3HA-

HUM:

— 00naaaer 4acTpio MHPOPMALIMK O CHCTEMHOM U MPUKIIATHOM NPOTrPaMMHOM OOEeCTIeueHUun
UCI1/d#;

— 007ajaeT yacThio HHPOPMAIIMU O TEXHUYIECKUX cpencTBax u koHdurypauuu UCI/IH;

— 3HaeT, 10 MEHbIIIEH Mepe, OJTHO JIEraTbHOE UMSI JOCTYIIA.
5.6. Iporpammuct-paspadorunx UCII/In

[TporpammucThI-pa3paboTIHKK (TOCTABIIMKHN ) IPUKIATHOTO MMPOTPAMMHOT0 00€CTICUeHHSI,
o0ecreunBaroIIre ero COpoBOXKACHNE Ha 3amuiaeMoM oosekte. K qaHHo# rpyrine MoryTt
oTHOCUTBHCS Kak coTpyaHUKH MBJIOY Ne 111 «JleTckuii caq KOMOMHUPOBAHHOTO BUIA, TaK
U COTPYAHUKHU CTOPOHHUX OpraHU3aLIUM.

JIuwo sToi kareropuu:

— obmnagaer uHpoOpmManueit 06 anropuTMax u nporpamMmax oopadorku nHpopmanuu Ha UC-
I 0w;

— o0yagaeT BO3MOXKHOCTSIMA BHECEHHUsI OLIMOOK, HEIEKIApUPOBAHHBIX BO3MOXHOCTEH, Mpo-
TPaMMHBIX 3aKJIa/I0K, BpEIOHOCHBIX MporpaMm B iporpammHoe ooecnieuenune MCIT/Ix Ha
CTaauu €€ pa3pa60TKH, BHEAPCHUA U COIIPOBOXIACHUS;

— MOXEeT pacnoJjiarath JiroosiMu pparmentamu nadopmaiuu o Toronoruu UCITJIH u TexHu-
YECKHUX cpeacTBax 00padoTku u 3amuthl [1/1H, o6padareiBaembix B MCIT/IH.
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6. TPEBOBAHMUS K IIEPCOHAJIY
11O OBECIIEYEHUIO 3AIIUTHI I11n

Bce corpynauku MBJIOY Ne 111 «JleTckuii caji KOMOMHUPOBAHHOTO BUIA», SBIISTFOIITUECS
nonb3oBareasiMu UCIIH, T0KHBI 4ETKO 3HATh M CTPOTO BHITIOJIHATH YCTAHOBJICHHBIC MPaBUIIa
1 00s13aHHOCTH TI0 JIOCTYITY K 3aIIUIIaeMbIM 00bEKTaM M COOJIIOICHUIO MPUHATOTO PEXKUMa
oe3omacuocTu I1/1H.

[Ipu BCTymieHMH B JOJKHOCTH HOBOT'O COTPYAHHKA HEMOCPEICTBEHHbIM HAYAJIIBHUK NOAPA3LE-
JIEHUS, B KOTOPOE OH MOCTyMHaeT, 00s3aH OPraHU30BaTh €0 03HAKOMIICHUE C JOKHOCTHOU WH-
CTPYKIIMEH ¥ HEOOXOJUMBIMH JTOKYMEHTAMH, PETJIaMEHTHUPYIOIIMMH TPeOOBaHUS I10 3aIIUTE
I111, a Takke 0Oy4YeHHE HABBIKAM BBHITIOJHEHHS MPOLEAYP, HEOOXOIUMBIX ISl CAaHKIIMOHHUPO-
BaHHOTO Hcnoyib3oBanus NCII/H.

CoTpyaHUK JTOMKEH ObITh O3HAKOMJIEH CO CBEIECHUSIMHU HacTosmend [[oauTHky, mpuHATHIX TIPO-
uenyp pabots ¢ anementamu UCIIQn u C3I1/1H.

Cotpynuuxku MBJIOY Ne 111 «Jletckuit ca KOMOMHHUPOBAHHOTO BUJIA», UCTIOIB3YIOIIHE
TEXHUYECKHE CPE/ICTBA ayTeHTU(UKALINH, TOJKHBI 00€CIIeYnBaTh COXPAHHOCTD
UACHTU(PHUKATOPOB (AIEKTPOHHBIX Kitouei) 1 He pomyckaTh HCJI k HIM, a Takxke
BO3MOKHOCTB UX YTE€PH WJIH UCIIOIH30BaHUS TPeThbUMHU JuliaMu. [lonbp3oBaTenu HeCyT
MEPCOHAIIBHYIO OTBETCTBEHHOCTD 32 COXPAHHOCTh UJIEHTU(PUKATOPOB.

Cotpynaukun MBJIOY Ne 111 «/lerckuii canx KOMOMHHPOBAHHOIO BHUJA» JOJKHBI CJIEI0BATh
YCTAaHOBJICHHBIM IpOLEAypaM NoJJepkaHus pexuma Oe3zomacHoctd IIJI[H mpu BbeiOOpe U
UCIOJIb30BAHUY MApOJIeh (€CIIM HE UCIIONB3YIOTCS TEXHUYECKHUE CPEICTBA AyTeHTU(UKALIUY).

Cotpynauxkun MBJIOY Ne 111 «Jletckuii can KOMOMHUPOBAHHOTO BUA» JTOMKHBI 00ECTIEYUBAThH
HaJJISKAIIYIO 3alIUTy 000PYyI0BaHUsI, OCTABISIEMOTO 0€3 MPUCMOTpa, OCOOCHHO B TE€X CIyYasX,
KOIJla B INOMEIIEHWE MMEIOT JOCTYN IMOCTOpPOHHHME Juia. Bce mosib3oBaTenn MOJKHBI 3HATH
TpeboBaHus no OezonmacHoctu [IJ[H U mpoueaypsl 3aIUTBl 00OPYIOBaHUS, OCTABIEHHOTO 0€3
MPUCMOTPA, a TAK)Ke CBOU 00s-3aHHOCTH 110 0OECTICUCHHUIO TaKOM 3aIUTHI.

CoTpynHHKaM 3ampemiaeTcsl yCTaHaBIUBATh IOCTOPOHHEE MPOrpaMMHOE oOecredeHne, Mo-
KJIFOYATh JIMYHBIE MOOMJIBHBIE YCTpOI\/’ICTBa 1 HOCUTECIN I/IH(i)OpMaHI/II/I, a TakK K€ 3aIlluChIBAaTh Ha
HUX 3alUIIaeMyI0 HH()OPMAITHUIO.

CoTpynHuMKaM 3ampeliaercss pasrjamaTh 3alUilacMylo HH(pOpMaIUIo, KOTopas cTaja UM
u3BecTHa mpu pabore ¢ uHpopmanuoHHbIMH cucteMamu MBJIOY Ne 111 «/lerckuit can
KOMOWHUPOBAHHOT'O BHJIa», TPETHUM JIULAM.

ITpu pabote ¢ [1/Jn B UCITH corpynuuku MBIOY Ne 111 «Jlerckuit cax KOMOMHUPOBAHHOTO
BHUJa» 00s3aHbl 00€CNEUYUTh OTCYTCTBHE BO3MOXKHOCTU IpocMoTtpa IIJ[H Tperbumu numamu c
MOHHUTOPOB APM mnu tepmuHanos.

ITpu 3aBepmenun padotsl ¢ MCII/IH coTpynuuku o0s3anbl 3amMTUTE APM MM TepMUHABI C
MTOMOUIbIO0 OJOKUPOBKH KJIHOYOM HJIM SKBUBAJIEHTHOTO CPEACTBA KOHTPOJIS, HampuMmep, AOCTY-
MIOM IO TIAPOJII0, €CIIM HE HCIIONIb3YIOTCS 00Jiee CHIIbHBIE CPEACTBA 3AIIUTHI.

Corpynaukun MBJIOY Ne 111 «Jlerckmii caq KOMOWHHUPOBAHHOTO BHIA» JOJDKHBI OBITh
npornHGOPMHUPOBaHBI 00 yrpo3ax HapymieHus pexuma OezonacHocTH [1/[H n oTBeTCTBEHHOCTH
3a ero Hapymenue. OHU JOJDKHBI OBITH O3HAKOMIJIGHBI C YTBEPXKIACHHOW (opMaibHOI
MPOIIEAYPON HAJOKEHUS ITUCIHUIUIMHAPHBIX B3bICKAHWNW HA COTPYJAHHKOB, KOTOPBIE HAPYIIHIINA
MIPUHSATHIE TIOJUTUKY U TIporieypbl 6e3onacHoctH [1J1H.

CotpynHuku 06s3aHbI 06€3 TPOMEITIEHUST cO00IaTh 000 BCeX HAOIIOIAEMBIX UITH MOI03PUTEINb-
HBIX ciydasx pabotsl MCIIJIH, Morymmx moBieds 3a co0oif yrpo3st O0ezomacHoctu [1/1H, a Tak-
K€ O BBISIBJICHHBIX MMHU COOBITHSIX, 3aTparuBatoniux OezomacHocth I1/IH, pyKOBOACTBY mopas-
JIeTICHHS U JIMITY, OTBEYAIOIIEMY 32 HEMEIJICHHOE pearupoBaHue Ha yrposbl 0ezonacnoctu [1/1H.
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7. JOJIZ’KHOCTHBIE OBS3AHHOCTHA IMOJIb3OBATEJIEN HNUCIIIn
JlomkHoCcTHBIE 00s13aHHOCTH TTosib3oBaTenet MCII/IH onucanbl B ClIeyIONTUX TOKYMEHTaX:

— MWHerpykuusa agmuauctpatopa UCIAH;

— HWucTpykums anmuaUcTparopa 6e3omacHoctu UCIIH;

— MHucrpykiusa nons3oBarens UCIIH;

— HMHcTpykums nosap30BaTess IPpU BO3SHUKHOBEHUH BHEIITATHBIX CUTYaLlUM.

8. OTBETCTBEHHOCTb COTPYJIHHUKOB UCIIIH
MBAOY Ne 111 « IETCKUU CAA KOMBUHUPOBAHHOI'O BUIA»

B cootBercTBuM co ct1. 24 ®denepanbHoro 3akoHa Poccuiickoit ®enepaunu ot 27 urona 2006 r.
Ne 152-@3 «O mepcoHaNbHBIX JaHHBIX)» JIMIA, BAHOBHBIC B HAPYLICHUU TPEOOBAHUIN NAaHHOTO
DenepallbHOTO 3aKOHA, HECYT IPAKIAHCKYIO, YTOJOBHYIO, aIMUHUCTPAaTUBHYIO, AUCLUILIMHAD-
HYI0O M HHYKO MPEIyCMOTPEHHYI 3aKOHOAATenbCTBOM Poccuiickoir denepanuu OTBETCTBEH-
HOCTb.

JeiictBytomee 3akoHoAaTenbcTBO P® 1mo3BosisieT npeabsBisaTh TpeOOBaHUS MO OOECIIEUEHUIO
0e30macHOi paboThl ¢ 3amMIaeMoil WH(pOpMaIUe U MperycMaTpuBaeT OTBETCTBEHHOCTh 32
HapylIeHHE YCTaHOBJICHHBIX MpPaBUI 3Kcmutyatauud OBM u cuctem, HepaBOMEPHBIN JTOCTYI K
nHpOpPMAIINY, €CIH OTH JEHCTBHS NMPHUBEIH K YHUYTOKEHHUIO, OJIOKHPOBAHHIO, MOJIU(UKAIIIH
uH(popMaluy WK HapylieHuto padotel DBM mnu cereit (ctarbu 272,273 u 274 YK PO).

Anmunuctpatop UCIIIH u agnmMmuHuCTpaTop 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 3a BCE JIeH-
CTBUSI, COBEPILIEHHBIE OT UMEHU UX YYETHBIX 3alMCel WJIM CUCTEMHBIX YYETHBIX 3allUCeH, eclu
He JI0Ka3aH (PaKT HECAaHKIIMOHUPOBAHHOTO MCIIOIb30BAHMS YUETHBIX 3aIHCEH.

ITpu napymenusx cotpynnukamMu MBJIOY Ne 111 «/lerckuii cag KOMOMHUPOBAHHOTO BHA» —
nonb3oBarenet MCII/In mpaBmi, cBs3aHHBIX ¢ Oe3zomacHocThio [IJ[H, oHHM HecyT
OTBETCTBEHHOCTb,  YCTAaHOBJICHHYIO  JCHCTBYIOIIMM  3aKOHOJATENbCTBOM  Poccuiickoit
denepanuu.

[IpuBeneHHbIe BbIlEe TPeOOBAHUS HOPMATUBHBIX IOKYMEHTOB I10 3alUTE HH(OPMALIUN TOJIKHBI
OBITh OTPaXKEHBI B JOJDKHOCTHBIX MHCTPYKLUSAX coTpynHUKoB MBJIOY Ne 111 «Jletrckumii can
KOMOWHUPOBAHHOTO BUIa».

HeoOxonumo BHectn B pokymeHTHl 1o 3amute uHpopmanun MBIAOY Ne 111 «/lerckuii can
KOMOMHHUPOBAaHHOTO BHJa», ocyuecTBistomux obpaborky I1[Iln B UCII[H cBenenus 06
OTBETCTBEHHOCTH UX PYKOBOJIUTENIEH U COTPYAHUKOB 32 pa3riallleHue U HECAHKIIMOHUPOBAHHYIO
Moaudukamuio  (uckaxkenue, (Qanbcupukammoo) II[IH, a Takke 3a HempaBOMEpHOE
BMEIIATENIHCTBO B MPOIIECCH] X aBTOMATU3UPOBAHHOW 00paboTKH.
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9. CITIUCOK UCITOJb3OBAHHBIX NCTOYHUKOB

OCHOBHBIMU HOPMATHUBHO-IIPABOBBIMU M METOJIMYECKUMU JOKYMEHTaMH, Ha KOTOPBIX
6azupyercs Hactosiuiee [lonoxenne sBISIOTCS:

1.  ®enepanpheiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Aajnee —
@3 «O nepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOIIUN OCHOBHBIC IPUHLUIBI U YCIOBHsS 00pa-
6otku I1/1H, npaBa, 00s13aHHOCTH U OTBETCTBEHHOCTh YYAaCTHUKOB OTHOILEHUH, CBA3aHHBIX C 00-
pabotkoit I1/1H.

2.  «TpebGoBanms K 3alIMTe NEPCOHANBHBIX JAHHBIX HPU UX 00paboTKe B MH(POPMAITMOHHBIX
CUCTEMax IEPCOHANBHBIX JAHHBIX», yTBepxkAcHHbIE IlocranoBienueM IIpaBurenscrBa PO or
01.11.2012 r. Ne 1119.

3.  «llopsmox mpoBeneHust kiaccuukanuu HHOOPMAIIMOHHBIX CHUCTEM IEPCOHAIBHBIX JIaH-
HBIX», yTBepKJeHHbI coBMecTHBIM [Ipukazom @CTOK Poccun Ne 55, ®Cb Poccun Ne 86 u
Mununadopmesizu PO Ne 20 ot 13.02.2008 T.

4, «[Tonoxenne 00 ocoOeHHOCTAX 00PaOOTKU MEPCOHATBHBIX JaHHBIX, OCYIIECTBIsIeMOn 0e3
WCIIOJIb30BaHUS CPEJICTB aBTOMATH3AIMWY, yTBepkaeHHOe [locTtanoBnenuem [IpaBurenscrea PO
ot 15.09.2008 r. Ne 687.

5.  «TpeboBanus K MaTepUalbHBIM HOCUTEISIM OMOMETPUYECKUX IMEePCOHATBHBIX JAHHBIX U
TEXHOJIOTUSIM XPaHCHHsI TAaKUX JAHHBIX BHE WH(OPMAIIMOHHBIX CHUCTEM IEPCOHAIBHBIX JaH-
HBIX», yTBepkaeHHbIe [locTranoBnenueM [IpaBurenscrBa PO ot 06.07.2008 1. Ne 512.

6. HopmaTtuBHO-MeTOnMYecKue NOKyMeHTHl DenepanabHOM CIyKObI 10 TEXHHYECKOMY U JKC-
nepTHoMy KoHTpouo Poccuiickoit @enepanuu (nanee - PCTIK Poccun) o obecneuenuto 6e3-
onacHocTH [1/11 mpu ux o6padotke B UCIT/IH.

7.  Pexomenparuu mo o0ecrieuyeHHI0 O€30MMaCHOCTH MEPCOHATBHBIX JTaHHBIX MPU X 00paboT-
K€ B MH(QOPMAaIMOHHBIX CUCTEMax NEepCOHAIbHBIX JaHHBIX, YTB. 3aM. aupekropa PCTIK Poc-
cum 15.02.08 r. (ZACII)

8.  OcHOBHBIE MEPONPHUATHUS TI0 OPTAHU3AINH U TEXHUIECKOMY OOECIIEYeHHI0 0e301MacHOCTH
MIEPCOHATBHBIX JaHHBIX, 00pabaThIBaeMbIX B HH()OPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX JIaH-
HBIX, yTB. 3aM. tupekropa @CTIK Poccun 15.02.08 r. (JICII)

9.  basoBas mozens yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPH UX 00pabOTKe B MH-
(OopMallMOHHBIX CHUCTEMaX MNEPCOHAIbHBIX JaHHbIX, yTB. 3aM. aupekropa PCTIK Poccum
15.02.08 r. (JICII)

10. Metoauka onpeAeneHHs aKTyaTIbHBIX YTPO3 0€30MacHOCTH MEPCOHATBHBIX TaHHBIX MTPH WX
00paboTke B MH(POPMAIMOHHBIX CHUCTEMaxX IEPCOHANBHBIX JaHHBIX, YTB. 3aM. JIUPEKTOpa
OCTOIK Poccun 15.02.08 r. (JICIT)
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Hpuiaoxenue 1

[1nan - nepeyeHb TEXHUUECKUX MEPOIPUITUI MO 00ECTICUCHHUIO

Ne oe3omacuoctu MCTIJ] K L s
I B noacucreme ynpasileHHs TOCTYIIOM:
PeannzoBaTh HACHTH(UKAIIUIO U TPOBEPKY MOAITUHHOCTH CyOBEKTOB JI0CTYIA MIPH
1 Bxo/e B omnepanuonnyto cuctemy MCII/IxH mo mapoito ycioBHO-TIOCTOSSHHOTO JIeH- + + +
CTBHSL, JUTMHON HE MEHEe MIECTH OYKBEHHO-IU(POBBIX CHMBOJIOB;
PeanmzoBaTh HACHTH(UKAINIO TEPMHHAIOB, TEXHUYECKHX cpeacTB o0padoTku [1/1H,
2 y310B UCII/IH, KOMIIbIOTEPOB, KaHAJIOB CBsI3U, BHEIIHUX ycTpoiicTB UCII/IH nmo ux - + +
JIOTHYECKUM MMEHaM (ajipecaM, HoMepam);
3 Peauume,OBaTvL UACHTU(UKALMIO IPOrpaMM, TOMOB, KaTaJloros, (aitinos, 3anucei, mo- ) + +
JIeH 3alMceil 1o UMEHaM,;
4 Peanu3oBaTh KOHTPOJIb 10CTYNA CYOBEKTOB K 3aIMIIAEMbIM PECYPCAM B COOTBET- ) + +
CTBHHU C MaTPULEN NOCTYIIA;
nipu Hanumuuu nojkiroueHus MCIH k cetam oOuiero noiab3oBaHus AoJkHO npume- | He vmke 5-ro | He muxe 4-ro | He Huke 3-ro
) HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3allM- | YPOBHs 3alllM- | YPOBHS 3alllH-
HIEHHOCTH LIEHHOCTH IICHHOCTH
Jlnst obecrieuenus 6e3onacHoro MexcereBoro B3aumoseictaust B UCIIAn s pas- He nuxe 5-ro He mmxe 4-ro | He Huxe 3-ro
6 HBIX KJIACCOB HEOOXOIMMO HCIT0JIb30BaTh MO YPOBHS YPOBHS YPOBHS
3alUILEHHOCTH | 3aIIUILEHHOCTH | 3alUIIEHHOCTH
I CpecTBO 3alMThl OT IporpaMMHO-MaTeMaTHueckux Bozaeiictauii (IIMB):
PeanuzoBaTh HIEHTU(UKALMIO U ayTeHTU(PUKALNIO CYOBEKTOB JIOCTYIIa IPU BXOJE B
CPEICTBO 3alllUThI OT MPOrpaMMHO-MaTemMaTuueckux Bo3aercTeuil (IIMB) u nepen
1 BBITIOJTHEHUEM UMH JIFOOBIX ONepanuii Mo ynpaBieHUI0 GYHKIUSMU CPECTBA 3alllu- + + +

TbI 0T [IMB 1o nmaposto (unu ¢ UCronb30BaHUEM HHOTO MEXaHU3Ma ayTeHTH(UKa-
L[M1) YCIIOBHO-TIOCTOSIHHOTO I€UCTBUA JUIMHON HE MEHee 1IeCTH OyKBEHHO-
U(POBBIX CHMBOJIOB;
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Ocy1ecTBIATh KOHTPOJIb JHOObIX AEHCTBUI CyOBEKTOB AOCTYIA 10 YIIPABICHUIO
¢byHkuusaMu cpeactsa 3amuThl oT [IIMB TonbKo mocie npoBeeHns ero yCuenHon

ayTeHTH(UKAIIH;

[IpenycmMoTpeTh MexaHU3MbI OJIOKHPOBAHUS JIOCTyIA K CpecTBaM 3amuTthl oT [IMB
MIPH BBITIOJIHEHUH YCTaHABIMBAEMOI'0 YHCIIa HEYAauHbIX MOMBITOK BBOJIA APOJIS;

Heo0Oxonumo npoBoauTh uieHTUuUKan0 (HaiaoB, KaTaaoros, IPOrpaMMHBIX MO-
JTyJIe¥, BHEIIHUX YCTPOMCTB, UCMOJb3YEMBbIX CPEICTB 3auThl OT [IMB;

B IOACHUCTEME PETUCTPAIIMU U YUCTaA:

Ocy1iecTBIATh PErUCTPALMIO BX0/a (BbIX0a) CyObEKTa JOCTyIa B CUCTEMY (U3 CH-
CTEMBI), TMO0 PErUCTPALIMIO 3arpy3KH U MHULMAIU3ALMH ONEPalluOHHON CUCTEMBI U
€€ MpOorpaMMHOI0 OCTaHOBA. Perucrpanys BbIXO4a U3 CUCTEMBI MJIM OCTaHOBA HE
IIPOBOAMTCS. B MOMEHTHI annapatypHoro otkiatouenust ICII/In. B mapamerpax peru-
CTpallMM yKa3bIBAIOTCS JlaTa U BpeMs BXoJia (BbIXoJa) CyObeKTa JOCTyIa B CUCTEMY
(M3 cuCTEMBbI) UJIH 3arpy3Ku (OCTaHOBA) CUCTEMBIL;

[TpoBOIUTH yUeT BCEX 3aIMIIAEMBIX HOCHTEIEH HHPOPMALIUU C TOMOIIBIO UX JIFO00M
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHal (yUE€THYIO KapTOUKY);

ITpoBOIUTH perucTparyio BXo/1a/BeIxoqa CyObEKTOB JJOCTYIA B CPEJICTBO 3ALIUTHI OT
IIMB, peructpauuio 3arpy3ki 1 FHULMAIA3ALUU 3TOr0 CPEACTBA U €€ IPOrPaMMHO-
ro octaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMsl U JjaTa BX0/1a/BbIX01a
cyObeKkTa 1ocTyna B cpeacTBO 3amuThl oT [IMB unu 3arpy3ku/octanoBa 3Toro cpea-
CTBa, a TAaKXe UJIeHTU(UKATOP CyOBEKTa JOCTYIa, MHUIIMMPOBABIIETO JaHHbIE JCH-
CTBHUS;

[IpoBoauTh perucrparnuio coobITUl NpoBepku 1 oOHapykeHus [IMB. B napamerpax
perucTpanmm yKasblBaloTCsS BpeMs U JlaTa MpoBepkH uiu oOHapyxenus [IMB, nnen-
TU(dUKaTOp CyOBEKTa JOCTYIA, UHUIIMUPOBABLIETO JTaHHBIE JEHCTBUS, XapaKTep BbI-
MOJTHAEMBIX JeWCTBUII 110 MPOBEPKE, THUI 0OHAPYKEHHOW BPETOHOCHOH MPOrpaMMbl
(BII), pe3ynpraT neiicTBuii cpeacTBa 3alMThI o 6iokuposanuio [IMB;

[TpoBoANTH perucTparyio COOBITHI MO0 BHEPEHUIO B cpeIcTBO 3amuThl oT [IMB na-
KETOB OOHOBJICHHI. B mapameTpax perucrpaiiuu yKa3pIBatOTCSl BpeMs U JaTa OOHOB-
TIeHUS], UIHTUDUKATOP CYOBEKTa IOCTYIa, HHUIIMAPOBABIIIETO JAHHOE JCHCTBHE
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BEpCUA U KOHTPOJIbHasd CyMMa IaKeTa O6HOBJ'I€HI/IH;

[TpoBOANTH perucTpauio COOBITHI 3aIycKa/3aBepIIeHus PabOThl MOTyJIel CpeICTBa
3amuthl oT [IMB. B mapameTpax peructpanuu yKa3pIBalOTCS BpeMs U JaTa 3aIryc-
Ka/3aBepIieHus: paboThl, HACHTU(UKATOP MOAYIISA, UACHTH(PHUKATOP CYObEKTa JOCTY-
1a, THAUIIMMPOBABIIETO JAHHOE JICHCTBUE, PE3YJIbTAT 3aIlyCKa/3aBepIIeHNUs paOOThI;

JIOJKHA MIPOBOAUTHCS PETUCTPALUsl COOBITUI YIIPABICHUs CyOBEKTOM JI0CTYIIA
¢bynkuusamu cpeactsa 3amuTsl oT [IMB. B mapamerpax perucrpanuu yka3slBalOTCs
BpeMs U JlaTa COOBbITHS yNpaBlIeHUs K0l (yHKLMEH, HIeHTU(UKATOP U CIEeLU-
¢bukanys QyHKIUH, HASHTHPHUKATOP CyObEKTa JOCTYIa, MHUIIMAPOBABIIETO JAHHOE
JieicTBUE, pe3ysbTaT ACHCTBYS,

[IpoBOIUTH perucTpanuio cOObITUN MOMBITOK JIOCTYIIA IPOrPAMMHBIX CPEICTB K MO-
IyJisIM cpencTsa 3amuThl oT [IMB wm cienuansabM oBymkaM. B napamerpax pe-
TMCTPALMU YKa3bIBAIOTCS BPEMs U JlaTa MOMNBITKU J1OCTYIA, UIEHTHU(PUKATOP MOIYII,
UACHTU(PUKATOP U criennpUKAII MOy cpeacTBa 3amuThl oT [IMB (cnenmansHO#
JIOBYIIIKM), pe3yJIbTAT HOMBITKH JOCTYNA,

[TpoBoUTH perucTpanuio coobITUi OTKaTa JuIst cpeacTsa 3auuTsl oT [IMB. B mapa-
METpax perucTpaluy YKa3blBalOTCs BpeMs U J1aTa COOBITHS OTKaTa, CrienupuKaius
NeNCTBUM OTKaTa, UIEHTU(PUKATOP CyOBEKTa 10CTYyIa, MHUIIMUPOBABIIETO JaHHOE
JEUCTBHE, PE3YJIbTAT IECHUCTBUS;

10

ObecneunTsb 3alIUTY JAaHHBIX PETUCTPALIUU OT UX YHUUYTOXKEHUS WK MOAU(UKALIMU
HapyLIUTENEM;

11

Peanmm3oBaTh MeXaHU3MBI COXPAaHCHUSA JAHHBIX PETUCTpallvi B CJIydac COKpPAIICHHUA
OTBCACHHBIX IIOJ HUX PECCYPCOB;

12

PeanuzoBaTh MEXaHM3MBbI IPOCMOTPA U aHAJIM3a JAHHBIX PETUCTPALMU U UX (PUITh-
TpALUU 110 33/JaHHOMY HabOpy NapaMeTpoB;
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13

ITpoBOIUTH aBTOMATUYECKU HENTPEPBIBHBIM MOHUTOPHHT COOBITHH, KOTOPbIE MOT'YT
ABJIATHCA IpUUKHON peanusanuu [IMB (co3nanue, penaktupoBanue, 3al1UCh, KOMITH-
JSIMsE 00BEKTOB, KOTOpbIe MOTyT cofepxkarhb BIT).

14

Peamm3oBaTh MeXaHW3M aBTOMATHYECKOI'O aHAIN3a JaHHBIX PEruCcTpairu 1mo ma0Jio-
HaM THITIOBBIX HpOfIBJ’IeHI/Iﬁ IIMB ¢ aBTOMaTHYECKHUM KX 6HOKI/IpOBaHI/IeM " YBCIIOM-
JICHUCM aJIMUHHUCTpPATOpA 6630HaCHOCTI/I;

15

IIpoBOANTH HECKOIBKO BUIOB yUeTa (AyOIMPYIOIINX) C pETUCTpaLuell Bbliauu (IIpu-
eMa) Hocutelel nHdopmanuu;

16

OcCyIIecTBIATh PETUCTPALIMIO BXOA (BBIX0/1a) CYOBEKTOB IOCTYMA B CUCTEMY (U3 CHU-
CTEeMbl), TUOO perucTpanus 3arpy3Ki 1 HHUIUAIU3AINHA OTIEPAlluOHHON CHCTEMBI.

17

OcCyIIecTBIATh PETUCTPALIMIO BbIJAUH MeYaTHBIX (Tpadudyeckux) JOKYMEHTOB Ha
«TBEPIYIO» KOomuio. B mapamerpax perucrpaiuu ykasblBalOTCs (1aTa U BpeMs BbIa-
gy (0OpalIeHus K MOJACHCTEME BBIBOJIA), CIICIIU(UKALINS YCTPOUCTBA BBIIaYU — JIOTHU-
YyecKoe UMs (HOMEp) BHEIIIHETO YCTPOUCTBA, KPaTKOE CojiepikaHre (HAMMEHOBaHHE,
BH/I, UDP, KOI) U YPOBEHb KOHPUACHIIMATHLHOCTH JOKYMEHTA, UACHTH(PUKATOP
cyOBeKTa IOCTYTIA, 3alPOCUBIIIETO TOKYMEHT;

18

Ocy1ecTBIATh PErHCTPALIMIO 3aITyCcKa (3aBEpLISHUs) POTrPaMM M ITPOLECcCoB (3a1a-
HUH, 33/1a4), IpeIHa3HAuYEHHBIX /7151 00pabOTKH 3aluIaemMbIx Qaitios. B napamer-
pax perucTpaluy yKa3bIBaroTCs JjaTa U BpeMs 3aIycka, uMs (MIeHTU(UKATOp) MPo-
rpaMMBI (IIpolecca, 3a/1aius), UIeHTU(UKATOp CyOBEKTa 10CTYIa, 3aIPOCUBIIIETO
nporpammy (Iporecc, 3aJaHue), pe3ynbTaT 3aiycKka (yCrenHbli, HeyCIelH bl — He-
CaHKIIMOHUPOBAHHBIN),

19

OcCyIIecTBIATh PETUCTPALIMIO MONBITOK AOCTYIAa IPOrPaMMHBIX CPEICTB (Iporpamm,
MIPOIIECCOB, 3a/]a4, 33/1aHui) K 3anumaemMsIM (aiinam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS J1aTa U BpeMs MOMBITKH JOCTYIA K 3allUIIaeMoMy (aifry ¢ ykazaHuem
ee pe3ynbTrara (ycneliHas, HeyclenHasi — HeCAaHKIIMOHUPOBaHHasl ), UACHTU(DUKATOD
cyObeKTa ocTyna, cnenu@ukanus 3amumnaeMoro aiia;
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20

OcCyIIeCTBIATh PETUCTPALIMIO MOMBITOK JOCTYIA MPOTrPAMMHBIX CPEJICTB K CIEIYIO0-
UM JONOJHHUTEIBHBIM 3aLIUIIAEMbIM 00BEKTaM JIOCTYIIa: TepMUHATIAM, KOMIIbIOTE-
pam, y3inam cetu MUCII/{H, muHMAM (KaHajaaM) CBSI3M, BHEITHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, Kataaoram, (aiinam, 3ammucsaM, moJsM 3anucei. B
napaMeTpax perucTpalry yKa3bIBalOTCS JaTa U BPeMs MOMBITKH JOCTYIa K 3aIlHIa-
€MOMY OOBEKTY C yKa3aHUEM €€ pe3yJibTara (yCIellHas, HEYCIIeIHAsl — HECAaHKIIUO-
HUPOBaHHAas), UIEHTU(PUKATOP CYObEKTa IOCTyNa, crienru(pUKaIus 3alUIaeMOro
00BEKTa — JIOTHYECKOE UMl (HOMED);

21

[TpoBOIUTH yUeT BceX 3aIUIIAEMbIX HOCUTENEH HHPOPMALIMU C TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUETHBIX JAHHBIX B )KypHaJl (YYETHYIO KapTOUKY);

22

OcymecTBIATh OYUCTKY (0OHYJICHHE, 00e3IMIMBaHUE) OCBOOOKIAEMBIX O0IacTei
OTlepaTHUBHON MaMSATH KOMIIBIOTEPOB U BHEIIHUX HaKonuTene. OuncTka ocyniecTB-
JSIeTCsl OJHOKPATHOM MPOU3BOJIBHOM 3aITMChI0 B OCBOOOKIAEMYIO 00J1aCTh aMSITH,
paHee MCIOJIb30BaHHYIO JIJIsl XPAaHCHUS 3allUIIaeMbIX TaHHBIX ((aiiioB, nHGopMa-

1{H);

B moacucreme obecrnieueHnst MeIOCTHOCTH:

ObecneunTs 1ET0CTHOCTh IPOTrPAMMHBIX CpecTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTb ITPOTPaMMHOM cpebl. [Ipr 3TOM IEOCTHOCTD CPEICTB 3aIMThI
MIPOBEPSAETCS MPH 3arpy3Ke CUCTEMBbI 110 HAIMYMIO UMEH (MACHTU(PHUKATOPOB) KOMIIO-
HeHT C3I1/1H, 1enoCTHOCTh MPOrpaMMHOMN Cpeibl 00ecIIeUrBaeTCs OTCYTCTBUEM B
NCIIJIH cpencTB pa3pabOTKU M OTJIAAKH IPOrpamu;

OcymectBnate ¢pusndeckyro oxpany UCII/Ix (ycTpoiicTB 1 Hocutenelt nHdpopma-
LIUH), IpeycMaTpuBarolasi KOHTpoub goctyna B nomenienus UCIT{H nocTopoHHUX
JIUL, HAIMYXAE HAJIEKHBIX IPENATCTBUN JUIsl HECAHKIIHOHUPOBAHHOT'O IIPOHUKHOBE-
Hus B nomenienus ICI1JIH u xpanunuiie Hocurtened nHdopmaimu;

[TpoBouTh nepuoanyeckoe rectupoBanue pynkuuit C3I1/H npu namMeHeHnu npo-
rpaMMHO# cpenbl 1 nepconana MCIIIH ¢ moMonibpio TecT-nmporpaMm, UMUTHPYIOIINX
nonbITku HCJL;

JIOJKHBI OBITH B HaNTM4YMHU cpejictBa BocctanoBinenust C3I1/1H, nmpeaycmaTpuBaromue
BEJICHHUE JIBYX KOIMUI MPOTpaMMHBIX CPEACTB 3aIIUThl HH(POPMALUH, UX ITePHOITYE-
CKO€ OOHOBJICHHE U KOHTPOJIb pa00TOCIIOCOOHOCTH;
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[IpoBoauTh MPOBEPKY 1EJIOCTHOCTH MOYJIeH cpeacTBa 3amuTsl oT [IMB, HeoOxo-
JMMBIX JJIsl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUSL, TIPU €T0 3arpy3Ke ¢ UCI0JIb30Ba-
HHUEM KOHTPOJIBHBIX CYMM;

OGecnieynTh BO3MOXKHOCTh BOCCTAHOBJICHHS CpelicTBa 3amuThl oT [IMB, npenycmar-
puBaromas BCACHUC IBYX KOITHH MporpaMMHOro CpCaCTB 3alIUThI, €T0 IICPUOANYIC-
CKO€ OOHOBJICHHE U KOHTPOJIb PAOOTOCIIOCOOHOCTH;

Peann3oBaTh MEXaHNU3MBI TPOBEPKH LIETIOCTHOCTH TAKETOB OOHOBJICHUH CpEICTBA
3auThl oT [IMB ¢ ncnonbs3oBaHMEM KOHTPOJIBHBIX CyMM;

[TpoBoauTh pezepBHOE KonupoBanue [1/[H Ha oTYykTaeMble HOCUTEIN HH(POPMAITUH;

B MoACHUCTEME aHTHBHPYCHOﬁ 3allIUThI:

[

[IpoBoauTH aBTOMAaTHYECKYIO NPOBEPKY Ha Hanuuue BII unu nocneacreuii [IMB
nipu umropte B CIT/Ix Bcex mporpaMMHBIX MoayJiel (PUKIAAHBIX IPOTPaMM), KO-
TOopbie MOTYT cozepxaTh BII, o ux TUmoBsIM 1m1abjI0HaM U C TTIOMOIIBIO dBPUCTHYE-
CKOI'0 aHaJIu3a;

Peanu3oBaTh MEXaHU3MbI aBTOMATHUECKOT0 OJIOKMpOBaHUs 0OHapyx)eHHbIX BII my-
TEM UX yAAJECHHS U3 IPOrPaMMHBIX MOJYJIEH WM YHUUYTOXKEHUS;

PerynspHo BeIOMHATH (IIpK TIEpBOM 3arycke cpeacTB 3amuTsl [1/]H ot [IMB u ¢
YCTaHaBIIMBAEMOH MEPUOIMYHOCTHIO) IIPOBEPKA Ha MpeaAMeT Hanuuus B HuX BII;

JlomxHa nHUIMUpOBaThes aBToMarndeckas nposepka MCII/IH Ha mpenMeT Hanmn4uus
BII npu BeisiBnenuu ¢akra [IMB;

Peanu3oBaTte MEXaHM3M OTKaTa JJIs YCTAaHABIMBAEMOI'O YUCIA ONEpalliil yIaleHUs
BII u3 oniepatuBHON WM TOCTOSIHHOW MTaMSTH, U3 IIPOrPAMMHBIX MOAYJIEH U IPHU-
KJIaIHBIX IIPOrpaMM UJIM IIPOrPAMMHBIX CPEACTB, copepkamux BIIL

HononuaurensHo B UCII/IH nosmkeH npoBOANTECS HENPEPBIBHBIN aBTOMaTHYECKHM
MOHHUTOPHHT HHHOPMAITMOHHOTO 0OMEHA ¢ BHEUTHEH CeThIo ¢ 1enbio BoisgBieHus BII.

Vi

Kontposs orcyrersust HIIB B I10 C31
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Jli1st mporpaMMHOro o0ecreyeHtsl, UCIoIb3yeMoro npu 3amure uapopmarmu B C-
[T11 (cpencts 3amuThl HHGOpManuu — C3V, B TOM YucIiie ¥ BCTPOSHHBIX B 00IIECH-
CTEMHOE U NPUKJIaHOE porpaMMHoe obecnieuenue — [10), nomken ObITh 0OecneueH
COOTBETCTBYIOLIUN YPOBEHb KOHTPOJIs oTcyTcTBUsI B HeM H/IB (He nexnapupoBaH-
HBIX BO3MO>KHOCTEH ).

VIl

O6napyxenue Bropxkennii B UCI1JIH

OOHapyxeHne BTOPKEHHUI JOIDKHO 00€CTIeYMBaThCsl IIyTEM UCIOJIB30BAHUS B COCTA-
Be MCII/IH mporpaMMHBIX HJIH IPOrPAaMMHO-AINIAPATHBIX CPENCTB (CUCTEM) OOHA-
pyxenus Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONIB30BAHUE CUCTEMBI OOHAPYKEHHUS CETEBBIX aTak,
MCIOJIb3YIOUIHE CUTHATYPHbIE METO/Ibl aHAJIN3A

Heob6xoaumo 00s13aTeIbHOE NCTIONIB30BAHNE CUCTEMBI OOHAPYKCHHUS CETEBBIX aTak,
VCIOJIb3YIOUIME CUTHATYPHbIE METO/Ibl aHAJIN3A M METO/Ibl BBISBJICHHS AaHOMAJIUN

VIl

3ammra UCIn ot IIDMUH

Jist 06paboTky nHpOopMamu HeodxoauMo ucnois3zoBate CBT, ynosierBopsone
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuu 1o 3JeKTpOMarHUTHOM COBMeE-
CTUMOCTH, 110 O€30MaCHOCTH ¥ SPrOHOMHUYECKUM TPEOOBAHUSM K CPEJICTBAM OTOO-
pakeHus nH(OPMAIINHU, TIO CAHUTAPHBIM HOPMaM, IIPEIbSIBISIEMbIM K BUIEOTUC-
wieliHeiM TepmuHaiam [I19BM (aampumep, [OCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, TOCT P 50923 96, CaulluH 2.2.2.542 96).

Onenka coorBerctBust UCIIIH TpeboBanmsm 6e3omacuoctr 110

[IpoBectu o0s3aTenbHYI0 cepTUHUKALIMIO (aTTeCcTaluIo) o TpeOoBaHUsIM Oe3omnac-
HOCTH MH(OpPMALINN;

JlexmapupoBaTh COOTBETCTBUE WM 0053aTEIbHYIO0 CePTU(PHUKAIUIO (aTTECTAIUIO) TI0
TpeboBaHUsIM 0€3011acCHOCTH HHGOpMaINH (TI0 PEIICHUIO OTIEPaTopa);

[Ipumeuanue:
s UCITH 4 xnacca nepeueHb Meponpuatuit no 3amute [1/IH onpenensiercss B 3aBUCUMOCTH OT yliep6a, KOTOPbI MOKET ObITh HAHECEH BCJIEJICTBUE
HECaHKIIMOHUPOBAHHOIO WJIM HENPEIHAMEPEHHOI0 focTymna K 11/1H.

Crp. 24 u3 24



		2024-07-29T14:45:49+0700
	МОСКВИНА ИРИНА ЮРЬЕВНА




